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Overview

The scope of this document is a high-level overview of the workflow between the NC
HealthConnex clinical portal and the NC Controlled Substances Reporting System
(CSRS) managed by the N.C. Department of Health and Human Services Division of
Mental Health and hosted by Appriss Health. CSRS enables NC HealthConnex users
to view controlled substance reports through the NC HealthConnex clinical portal.

User Experience

This integration allows NC HealthConnex clinical portal users to access CSRS reports
within the clinical viewer. Portal users are able to access CSRS reports for patients
within the clinical viewer.

Workflow

Accessing Patients Through Their Clinical Record

1. A portal user with a CSRS role searches for a patient and requests to view a
patient record. As part of the patient search, a secondary request is
automatically sent to search the CSRS system.

NC HealthConnex

Patient Search Clinician Tools NC*Notify CSRS Report My Account Logout Help

a [E} CSRs.Jessica.Brehmer

Patient Search

v Search by MRN
MRN Assigned By
v Search by Demographics

Last Name ~ TestPatient Date of Birth
First Name ~ Cameron SSN

Middle Name
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2. The user selects a patient to view the patient record.

= NC Hea‘l‘thCo‘nnex

inician To Report My A
A  Backto: Patient Find > [E§ ibrehmer-clinician
Patient Search Results ,"
Identifier(s) Name Gender DOB Address

> | 100067188...5222 M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

> 100102865... TESTPATIENT, CAMERON M 1980-08-08 B

> 100180970... TESTPATIENT, CAMERON M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

> 100183979... TESTPATIENT, CAMERON M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

> 100201663...2222 Testpatient, Cameron M 1980-08-08 123 Rhodes Way, Columbus OH 43215

> 100236886... TESTPATIENT, CAMERON M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

> 100259849... TESTPATIENT, CAMERON M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

> 100453273... TESTPATIENT, CAMERON M 1980-08-08 123 RHODES WAY, COLUMBUS OH 43215

3. From the Patient View screen, the user navigates to the “CSRS Report” tab.

NC Heq_ltthnnex

Patient
/ﬁ\ Back to: Patient Search Results = > B CSRS.Jessica.Brehmer
TESTPATIENT CAMERON 8 |-
M- 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

v Chartbook

v CSRS Report

> Summary -
I [_J I certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting

> Allergies & Alerts information is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil
penalties, disciplinary action by my licensing board and/or revocation of database access privileges.

I Encounters
CSRS Report

> Medications _
Click button above to fetch report
History
I > Conditions
> Procedures/Results

Vaccinations

> Documents

CSRS Report

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021



‘NC HealthConney 5

» Powering Health Care Outcomes

4., Once the user clicks the CSRS Report tab, they see one of the following

screens:

a. Access Granted

NCHealthConnex

A Backto: Patient Search Results > [EX CSRS. Jessica.Brehmer
TESTPATIENT, CAMERON ale
M- 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

v Chartbook

v CSRS Report
I > Summary -

[ I certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting
> Allergies & Alerts information s a current or prospective patient of mine. | understand inappropriate access or disclosre of this information is a violation of state law and may result in civil
penalties, disciplinary action by my licensing board and/or revocation of database access privileges.

Encounters
CSRS Report

Medications
e Click button above to fetch report
History
I > Conditions
> Procedures/Results

Vaccinations

> Documents

CSRS Report

b. Access Denied

i jHea!tthnnex

A Backto: Patient Search Results > [EX ibrehmer-clinician
DEMONSTRATION1, ADULT1 an |-
F - 41 Years (01/01/1980 ) - 2000 NOT REAL STREET, MEDIUM TOWN, NC 27519 - (444) 111-8888

v Chartbook

v CSRS Report

> Summary

NC HealthConney

> Allergies & Alerts Powering Health Care Outcomes

Encounters

“You are not authorized to access the Controlled Substance Reporting System (CSRS) through NC HealthConnex. Please click here for more information and instructions on

> Medications how to request access

History

> Conditions

> Procedures/Results
Vaccinations

> Documents

CSRS Report
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5. To initiate the process of retrieving a CSRS Report, the user must:

a.

/ﬁ\ Back to: Patient Search Results = >

Confirm that they want to access the CSRS Report by checking the
consent box, which enable the CSRS Report buttons.

Click the CSRS Report button to fetch the report for this patient.

“HealthConnex

jent Search Clinician Tools NC*Notify My Account Logout Help

[E} CSRS.Jessica.Brehmer

TESTPATIENT CAMERON a

M- 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

v Chartbook v CSRS Report

> Summary

| certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting
information is a current or prospective patient of mine. | understand inappropriate access or discl of this ion is a violation of state law and may result in civil
penalties, disciplinary action by my licensing board and/or revocation of database access privileges.

| CSRs Report

Click button above to fetch report

> Allergies & Alerts
Encounters

> Medications
History

> Conditions

> Procedures/Results
Vaccinations

> Documents

CSRS Report

C.

A Backto: Patient Search Results >

If the CSRS Report search returns an error, it will display within the
CSRS REPORT window. (See Appendix A for a list of errors.)

“HealthConnex

Patient Search Clinician Tools NC*Notify My Account Logout Help

E CSRS.Jessica.Brehmer

TESTPATIENT CAMERON a

M- 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

v Chartbook v CSRS Report

> Summary
| certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting
information is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil
penalties, disciplinary action by my licensing board and/or revocation of database access privileges.

| CsRs Report

Error encountered searching for patient:
Patient response not found. Please try again later

> Allergies & Alerts
Encounters

> Medications
History

> Conditions

> Procedures/Results
Vaccinations

> Documents

CSRS Report

If the CSRS Report request prefetch was successful, retrieval of the
CSRS Report will be initiated.

If report retrieval returned an error in the response, it will display
within the CSRS REPORT window. (See Appendix B.)

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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f. If report retrieval was successful:

jent Search Clinician Tools NC*Notify My Account Logout Help

NC HealthConnex

A Backto: Patient Search Results > [E} cSRs.Jessica.Brehmer
TESTPATIENT CAMERON a
M- 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

v Chartbook

I > Summary
> Allergies & Alerts
I Encounters
> Medications
History
I > Conditions
> Procedures/Results
Vaccinations

> Documents

CSRS Report

v CSRS Report

| certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting
information is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil
penalties, disciplinary action by my licensing board and/or revocation of database access privileges.

CSRS Report

Report found and opened in new window...

Disclaimer: PMP Gateway, NARXCHECK, and NarxCare rely upon data provided by state Prescription Monitoring Programs. You agree that you are solely
responsible for the medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information
for all claims based on your use thereof. If you believe the information is incomplete, please log into the state prescription monitoring program website to
verify.

i. A message will display within the CSRS REPORT window
stating: “Report found and opened in new window”.

i. The

disclaimer information from CSRS will be displayed:

“Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely
upon data provided by state Prescription Monitoring
Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to
indemnify and hold harmless, the providers of this service and
the information for all claims based on your use thereof. If you
believe the information is incomplete, please log into the state
prescription monitoring program website to verify.”

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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6. A new window will launch displaying the CSRS Report.
(5] NARxCare - Google Chrome I;‘E-

& gateway-ssl-prep.pmp.appriss.com/vS_1/report _link/8a1c7d3-aa60-4222-81ca-90819f97594c#/

—— Menu

& Cameron Testpatient, 41M

raveraaby ¥ NaryCare™
Narx Report Resources

Drate: 081202021

Download PDF

Status of States Queried  View Details
@ Cameron Testpatient
@ Clinical Risk Indicators A
Multiple Provider Threshold
Please note that this person received prescriptions from 10 providers within a 90-day period. This eguals or exceeds the threshold of & providers within a 90-day period

Multiple Dispenser Threshold

Please note that this person received prescriptions from 7 pharmacies within a 90-day period. This equals or exceeds the threshold of & pharmacies within a 90-day period.

Note: Clinical Risk Indicaiors are nof meant fo implicate patients, bui to provide clinicians with supplemental information {o enhance the freafment and care of their patienfs.

@ Risk Indicators

NARX SCORES OVERDOSE RISK SCORE ADDITIONAL RISK INDICATORS (2)
. . . =5 d clati d
Narcotic Sedative  Stimulant 0 Tithe et 2 yeare T eers INET el
550 n>:40p\0\d or sedative dispenzing
1 60 1 1 0 000 /B AAA G0O pharmacies in any 90 day period in the last 2

a. If there is an error with the Report Link an error message will be
displayed in the new window. (See Appendix C)

b. To download the PDF report, click, “Download PDF” in the top right-

hand corner. The download toolbar with document will display at the
bottom of webpage.

7. If a user closes the popup window, they may view the report again using the
CSRS Report button. This creates a subsequent Report Request to CSRS.

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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Accessing Patients Without a Clinical Record

Note: Under state law, patients who have opted out of NC HealthConnex cannot opt
out of CSRS and can be search through this method.

In some instances, a provider might search for a patient who does not have clinical
records stored in the HIE. In this situation, a portal user may still access the CSRS
report for that patient through the following steps.

1. A portal user with a CSRS role selects the CSRS Report tab in the top menu.
Patient Search Clinician Tools I~JC’r~IotlfyMyAccount Logout Help

: NCHealthConnex

Aa [E} CSRS.Jessica.Brehmer

Patient Search

v Search by MRN

MRN |

Assigned By
v Search by Demographics
Last Name Date of Birth
First Name SSN
Middle Name

2. The user is presented with one of the following screens.

a. Access Granted

HealthShare Ma ent Home PA Patient Search NC*Notily - CSRS Repo unt  Logout  Help 3 \C_He_althggpn_ex

ring Health Care

CSRS Patient Search

“Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Cede OR Phone #.

“Last Name “First Name Middle Name
[ J| Il

*DOB (MM-DD-YYYY)

Sex
Male Female Other

Address Line 1 Address Line 2

[ I J

City State "Zip Code (5-digit)

[ = \

“Phone # (no spaces, dashes or special characters)

(s o

Click SEARCH to find a patient

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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b. Access Denied

NC HealthConney

Powering Health Care Outcomes

You are not authorized to access the Contralled Substance Reporting System (CSRS) through NC HealthConnex. Please click here for
more information and instructions on how to request access

Back to Patient Search

3. The user fills out the form, entering at least the following minimum required
fields:

a. Last name
b. First name
c. Date of birth
d. Zip code or phone #

4. The user clicks on the Search button.

5. If minimum required fields are not populated, the user will receive an error
message. (See Appendix D).

6. The CSRS screen displays a message “Searching for patient...”

C HealthCon_pgx

‘owering Health Care Outce

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone #.

*Last Name *First Name: Middle Name
[dema | jane Il |

*DOB (MM-DD-YYYY)
05-11-2020 -

Sex
~'Male '“Female ‘~'Other

Address Line 1 Address Line 2

I I )

City state "Zip Code (5-digit)

I [ ]iz3es )

*Phone # (no spaces, dashes or special characters)

Searching for Patient..

7. Once the patient search has completed, the response is returned to the CSRS
screen. If an error is returned the Error Message is displayed. (See Appendix
A)

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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8. Once a patient is found, the user initiates retrieval of the CSRS report. They
confirm they want to access the CSRS report by checking the consent box,
which enables the CSRS Report button. They click that button.

= NC HealthConnex
CSRS Patient Search
“Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone #.
*Last Name *First Name Middle Name
gemo |jane I

*DOB (MM-DD-YYYY)
05-11-2020 Q

Sex
‘“Male “Female Other

Address Line 1 Address Line 2

\ I \

city State *ZIP Code (5-digit)

\ AT \

“Phone # (no spaces, dashes or special characters)

Patient Found..
No prescription data is available frem your state PMP for this patient.

[ | certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting information

is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is 2 violation of state law and may resultin civil penalties,
disciplinary action by rmy licensing hoard andfor revocation of database access privileges.

CSRS Report

Disclaimer: PMP Gateway, NARXCHECK, and NarxCare rely upon data provided by state Prescription Monitaring Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

9. The CSRS screen displays “Fetching Report ...”

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone .

*Last Name *First Name Middle Name
demo | jane I )

*DOB (MM-DD-YYYY)
05-11-2020 0

Sex
“Male " 'Female ' 'Other

Address Line 1 Address Line 2

\ I J

City state “Zip Code (5-digit)

\ [ x lizaes J

*Phone # (no spaces, dashes or special characters)

Patient Found
No prescription data is available from your state PMP for this patient.

¥ | certify that | have bheen approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am reguesting infarmation

is & current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing hoard andior revocation of database access privileges.

CSRS Report

Disclaimer PMP Gateway, NARXCHECHK, and MarxCare rely upon data provided by state Prescription Monitaring Programs. You agree that you are solely responsible for the
medical decisions made using this infarmation and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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10. If report retrieval returns an error in the response, it displays within the CSRS
screen. (See Appendix B.)

11. If report retrieval was successful:

a. A message will display within the CSRS Report window stating:
“Report found and opened in new window.”

Note: Pop-up blocker must be disabled.

HealthShare Management Home PAATools Patient Search Clinician Tools NC*Nolify CSRS Repori My Account Logout Help

_\(,Z'!-!ea‘l‘th(:or)nex

CSRS Patient Search
*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone ¥.

“*Last Name *First Name Middle Name
pemo |fane I |

*DOB (MM-DD-YYYY)
05-11-2020 0

Sex
Male ‘“Female ‘. 'Other

Address Line 1 Address Line 2

[ I J

city State *ZIP Code (5-digit)

[ A (FET \

*Phone # (no spaces, dashes or special characters)

Report found and opened in new window,

@ | certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whorm | am requesting information
is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing board andfor revocation of database access privileges

CSRS Report

Disclaimer: PMP Gateway, NARxCHECK, and MarxCare rely upon data provided by state Prescription Monitoring Programs . You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use

b. The disclaimer information from the CSRS is displayed:
"Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data
provided by state Prescription Monitoring Programs. You agree that
you are solely responsible for the medical decisions made using this
information and agree to indemnify and hold harmless, the providers
of this service and the information for all claims based on your use
thereof. If you believe the information is incomplete, please log into
the state prescription monitoring program website to verify.”

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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c. A new window launches, displaying the CSRS Report:
0 NARxCare - Google Chrome - I:'-

& Secure | hitps)//gateway-ssl-prep.pmp.appriss.comAs_ 1/ eport link/3ef17710-a180-4474-944c-0:0860f81424#/

— Menu

Mo prescription data is available from your state PMP for this patient.

& Jane Demo, 78

roweeany ¥ NarxCare™
Narx Report Resources

Date: 07/16/2020

Download PDF
Status of States Queried | View Details
@ Jane Demo
@ Risk Indicators
NARX SCORES OVERDOSE RISK SCORE ADDITIONAL RISK INDICATORS {0)

Narcotic Sedative Stimulant

000 000 000 000

(Range 000-999)

Explanation and Guidance Explanation and Guidance Explanation and Guidance

This Nar«Care report is based on search criteria supplied and the data entered by the dispensing pharmacy. For mare information about any prescription, please contact the dispensing
pharmacy or the prescriber. NarCare scores and reports are intended to aid, not replace, medical decision making. None of the information presented should be used as sole justification for
providing or refusing to provide medications. The information on this report is not warranted as accurate of complete

@ Graphs

RX GRAPH@ Narcotic Buprenarphine Sedative Stirnulant Qther

d. |If there is an error with the Report Link, an error message is displayed
in the new window. (See Appendix C.)

e. To download the PDF report, click, “Download PDF” in the top right-
hand corner. The download toolbar with document displays at the
bottom of the webpage.

12. If a user closes the popup window, they can view the report again using the
CSRS Document button. This creates a subsequent Report Request to CSRS.

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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Appendix A — Patient Request Errors

400 - Bad Request

Request parsing error

Invalid xml request

401 - Unauthorized

Unauthorized

HTTP Custom Auth: Access denied

5XX - Server Error

Internal Server Error
Service Unavailable

Gateway Timeout

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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Appendix B — Report Request Errors

400 - Bad Request

Request parsing error

Invalid xml request

401 - Unauthorized

Unauthorized

HTTP Custom Auth: Access denied.

403 - Forbidden

Report with id 1234567890 belongs to another user.

404 - Not Found

Report with id 1234567890 not found.

410 - Gone

Report with id 1234567890 has expired.

5XX - Server Error

Internal Server Error
Service Unavailable

Gateway Timeout

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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Appendix C — Report Link Errors

404 - Not Found

No report found at that link.

Report Request not found

410 - Gone

Report has already been delivered. Report links can only be used once.

Report already delivered

NC HealthConnex CSRS Quick Reference Guide

Version 3.0

November 2021
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Appendix D — Manual Patient Search Errors

localhost:57774 says

Minimum search criteria is Last Name, First Name, DOE, and Zip Code
OR Phone #,

P Missing:

Last Mame and/or First Name
7 Date of Birth

- Zip Code or Phone #

localhost:57774 says

Minimum search criteria is Last Name, First Name, DOB, and Zip Code
OR Phone #,

0 Missing:

Date of Birth
1 Zip Code or Phone #

localhost:57774 says

hinimum search criteria is Last Mame, First Mame, DOB, and Zip Code
OF Phone #,

1 Missing:
Zip Code or Phone #

NC HealthConnex CSRS Quick Reference Guide Version 3.0

November 2021
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localhost:57774 says

Minimum search criteria is Last Name, First Mame, DOE, and Zip Code
OF Phone #,

P Missing:
Valid 10 digit Phone #, Example: 5551234567

localhost:57774 says

Minimum search criteria is Last Mame, First Name, DOB, and Zip Code
R Phone #,

1 Missing:
Valid 5 digit Zip Code. Example: 12345

NC HealthConnex CSRS Quick Reference Guide Version 3.0 November 2021
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