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This useguidewas developedointly by the North Carolina Health Information Exchange Authority (NC HitgA)
SAS Institute to assist NC HealthCordkxical Portalisers in navigating the system. See contact information below
for the primary points of contact in your organization as \aslthe NC HIEBusines<ffice.

Contact Details:

ParticipatingOrganization;

Participant AccounfAdministrator(PAAName

Participant AccounAdministrator(PAAPhone/Email

NC HIEA Business Office:

For questions relating tthis user guideplease all 9197546912 or emaihiea@nc.gov.
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INTRODUCTION

Welcome

Welcome to the North Carolina Health Information Exchange Authority (NC &tE#e state-designatechealth
information exchange (HIE), NC HealthConnéour participatiorin NC HealthConnewill enable you and other
participating organizations to:

1 Save time and redugaaperwork,

i Facilitate more informed treatmerdecisiormaking,
1 Improve carecoordination,and
1

Enable better healtbutcomes.

Purpose

The North Carolina Health Information Exchange Authority (NC Hliekates NC HealthConnex pwovide a

aS0dzNB yR AyiS3aINIYGSR @ASg 2F | LI GASiheqthcarfe prgvlersi dzRA y I €
across North Carolina to improve health care quality and outcomes.

This document is intended as a guide for all users to provide kdisical Portahavigation information for NC

HealthConnext-or an upto-date list of participaihg organizations, visit the NC HealthConnex websigzed K 2 Q &
Connected

What is the NC HealthConn&XinicalPortal?

The NC HealthConné&itinical Brtal isa secure, standardized electronic systdmoughwhich providers can share
important patient health information. The use of this system promotes the exchange and analyaienthealth
information from many disparateelectronic health record (EHR)ysems throughout North Carolina in a
consolidated and efficient manner.

Once logged in, cliniciamsan @A S¢ I LI GASyiQa YSRAOIFIE KAaG2NER AyOf dzZRA
procedures, lab results, radiology reports, immunization history, ghdramportant information from providers

across the state that have seen the patierdgven if those providers are not part of the same practice or health

system.The NC HIEdoes not require providers to use an EHR or to purchase special sofwzeebk to leverage

the NC HealthConneRlinical Portalas it is a welbbased application.

Basic functionsf the NC HealthConnex Clinical Pomalude:

1 Search fopatients,

i1  View demographic and clinicafformation,

i1 Download or print patient information taclude in a patient record, and

1 Send messagemnd patient recordso, and receive messages from, other providers.
The NC HealthConnex Clinical Portal offers its users access to:

i Direct Secure Messaging, which allows providers to securely exchange pattentdtion via a HIPAA
(Health Insurance Portability and Accountability Aodmpliant email systemand access to the NC
HealthConnex provider directory (containing 20,000+ provider addresaes),

NC HealthConnex Clinical Portal User Guide Version3.0 September2020
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i Patient records from other HIEs and systamsionwide viaeHealth Exchangevhichqueriesother state,
intra-state and national HIEs, including the Veterans Health AdministratiomttlEhe Department of
Defense (DoDY¥or any available records upon patient search by a user.

The NC HIEA is working to expand its service offerings to improve the tangibl®statewide HIEo providers
across North CarolinalThere are many projects currently under development that will be added to the NC
HealthConnex infrastructure as thegeacompletedincludingaccess t@lectronic orders and results with the North
Carolina State Laboratory of Public Heakbr more information on our services, visit tBervices sectionfdhe

NC HealthConnex website

RoleBased Permissions

Access to th&lC HealthConnex Clinical Poitagiranted to clinicians and other users that provide patient care in a
variety of settingsincludingoffices, clinics, emergency departmept®spitalsand others

The Clinical Portalis configured with various viewand functionalitythat end users can accedmsed on
appropriateness to their role(s) and responsibilities in the patient care process per.HNBR#l views need to be
accessedy all users, and acceisbased on sensitivity of informaticendrelevance to the user.

A full list of the types o€linical Portal functionality and informati@tcessible to each usgroup roleis provided
below.

Clinical Portal Functionality Clinician Clerical PAA User Clinician & PAA
Admin Admin

View Clinical Portal Home Page X X X

View User Administration Home Page X

Search for Patients X X

View Recent Patients X X

X[ X[ X| X

X

Break the Privacy Seal (Patient Level
Access)

View Demographics

View Encounter History

View Allergies

View Medication History

View Problems

View Procedures

View Lab & Pathology Results

View Radiology Reports

View Clinical Documents

View Continuity of Care Documents

X| X| X| X| X| X| X[ X| X| X| X
X| X| X| X| X| X| X[ X| X| X| X

Access NC*Notify Notifications
*Additional enrollment steps required.
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Search CSRS

*Additional enrollment steps required.

CLINICAL PORTAERERNTERFACE

The NC HealthConné&tinical Portal usanterface refers to the mensj icons, buttons and other user information
on thevariousscreersthat helpa userinteract with the application.

Menus

Depending on where a user is within the Clinical Portal, one of three diffenenti barswill appear at the top of
the screerto aid the user in navigation to other screens.

1 Main Menu: This refers to theprimary menuthat will displayat the top left of the screempon logging in
to the Clinical Portdlvhile on the Clinical Portal Home Page (alsoRlagient Searclscreen) Ths menu
displays links to the following viesw

l

Patient SearchThis link returns userto the Patient Search screen, which is the default home screen
upon login.

MessagesThis link takea userto their Messaging Centanboxand allowshe userto send, receive,
delete,and organizeheir Direct Secure Mssage$DSM)

Clinician ToolsThs link allowsa userto create patient listsand take actions directly from those lists
(such as send a message about that patient or view a patient sumniiaa3o allows a user to tag
patientswith one of three commormpatient-provider relationships

NC*Notify: This link will allow portal users to access the care coordination Tdus tool will provide
participants with a dashboartike view of patient activity through event notifications.

CSRS (Controlled Substance Reporting System) Reploig:likk allows a HealthConnex portal user to
access CSRS Reports within the clinical viewer.

My Account:This link takes you to your user profile, where you can update your password and other
account details.

Logout: This link logs you out of the Clinical Portal.

Help:¢ KA& fAYy]l 2LSya || ySé 6AyR2¢ 2NJ GFo6 2y GKS
of the NCHIEA website. Here a user may access Clinical Portal video tutgelglp with Clinical
Portd credentials, andind other tools and information related to the Clinical Portal.

The Main Menuis shown below.

Patient Search Messages (0) Clinician Tools NC*Notify ¢sRs Report My Account Logout Help

*+: NC HealthConnex

1 PatientView Menu: This refers ta secondary menu that will displat the top right of the screewhen
a specific patient record @pen This menu displays links to all tMain Menuviews, and one additional
view:

M

NC HealthCon

View SummaryThis link takes you to a patient summary report, containing patient demographics,

nex Clinical Portal User Guide Version3.0 September2020
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allergies, medications, encounters, diagnoses and laboratory results consolidated from multiple
patient data sources connected to NC HealthConnex. From this screen, a user may download, print or
send to another Clinical Portal user or health care provider a patienhsary, in various formats (see

the Reportssection of this User Guide).

ThePatient ViewMenu is shown below.

£ NCHealthConnex Patient Search Messages (0) ~Clinician Tools NC*Nolify CSRs Report My Account Logout Help

i Limited View Menu:This refers to a tertiary menu that will display at the top left of the screen when in
the Messages or Clinician Toelsws This menu will simply navigate a user back to the Clinical Portal
Home Page (also theatient Searctscreen) or allow a user tog out of the applicationand is shown
below.

C HealthConney

Patient Search Logout

Buttons

When navigating the clinical information withinpatient record a user should note the following buttofisons
and their functions:

T @ Ablue ellipsis iconoften seen under a column title 5 S i Indidat&sIhét more information may be
available. Simply click on the icon to operwadowlet at right or a newpop-up window with this
information. To close a windowlet, click théin the upper righthand corner, or clickgainthe blue elligis
icon next to the original row of data. To close a new ppwindow, click theXin the upper righthand
corner of the window.

1 1P A dark arrowicon at the bottom of a list of information indicatethat additional entries exist. The
number to the leftof the arrow indicates which page of entries the user is currently viewing. A user may
click the arrow icons at the bottom of a list to navigate between pages of entries.

Working in Windowlets

Many links and buttons within the patient record screen of the Clinical Portal will open windowlets to the right of
the screen. These windowlets may be navigated by adjusting (moving) or scrolling (up and down) various gray scroll
bars. The gray scroll tmmay appear on any side of the windowlet (top, bottom, right or left).

1 To make a windowlet largdor better viewing of the information therein, click, hold and drag on a gray
scroll bar to expand it in the desired direction.

1 To make a windowlet smalldor better sideby-side viewing with the original information on the main
screen, click, hold and drag on a gray scroll bar to minimize it in the desired direction.

Loggingn to Clinical Portal

NC HealthConnex Clinical Portal User Guide Version3.0 September2020
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This section explains how to log in ke NC HealthConneginical Portal and information about password
requirements
To log in to the Clinical Portal copy and pastethe NC HealthConnexClinical Portal URL

(https://portal.nchealthconnex.nétor type itinto an hternet browser such as Microsoft® Internet Explorer or
Mozilla® Firefox®. Once you have entered the URL, the login screen is dispdagtealvn below

.

% NC HealthConnex

.
* o
*.*se 0 * Powering Health Care Outcomes
l-.o
Username
Password

NC HIEA PRODUCTION ENVIRONMENT
The North Carolina Health Information Exchange authority (NC HIEA) operates North Carolina’s statewide health information exchange, NC HealthConnex, This securs, standardized electronic system promotes the access,

exchange, and analysis of health information.

Login agreement
Please note that every time you login, you are agreeing to the terms signed by your organization that provided you with a unique User ID, including (but not limited ta) the follawing,

1 will only access patient information for treatment, payment, or health care operation purposes as defined by HIPAA and as permitted by the NC HIEA Participation Agresment
I understand that all access of patient information is monitored and recorded

1 will safeguard patient infarmation from inappropriate disclosure

I will immediately report any suspected breach of patient information to my supervisor, if applicable

1 will immediately report any suspected breach of patient information to the NC HIEA and HIEA Help Desk at HIEALegal@nc. gov and HIESuppor@sas.com

1 will not share my User ID ar passwerd with anyone

Questions? Contact us: hitp/fhiea nc gowcontact

A username and password are required to gain access to the applicatioobtain a username and password,
O2y Gl OG0 @2dzNJ 2NBFYAT FiA2yQa tFNIGAOALI Yyd ! O02dzyd ! RYAYA

FirstTime Log In

To log in for the first time, a user will ent¢he usernameand temporary passwordas assignedby their
2NB y AT I dpbreagcOunt credtion. Onaeuser has entered the username and temporary password, the
system will prompt the user to change the passwandl enter a challenge question and answer that maysed

to update a forgotten password lateas shown below.

NC HealthConnex Clinical Portal User Guide Version3.0 September2020
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User Change Password

Patient Information Portal

Patient Information Portal

Username: Challenge Question:
‘Llll:h Wallin Mrnnnald,f‘ﬂ |] ]
Dr. Deme!:llnlman
UIa Fas Challenge Response:
[ | |
New Password:

[ ] Please enter a Challenge Question and
Confirm Password: Response that can be used to confirm your
| | identity if you forget your password.

Save Challenge/Response

Password Change Required

Note: Auser may change their password and challenge question and answer at any timeéAecthenttab in the
My Accountsection of the Clinical Portal.

Forgotten Password

LF I dzASNI SYGSNE Fy AyO2NNBOU LI sFargotPdsRwor® boxdpeard as y 2 G A TA
shown below. When clicked, the bakowsa userto answer their challenge question. If answered correctly, the

user will receive an email at the email address linked to their Clinical Portal account with a temporary password,

with which the user can reset their passwdrdm the login screen

il NC HealthConney

. -. ' & Powering Health Care Outcomes

Login failed. If you do not remember your
password, use Forgot Password to avoid locking
your account. If you do not see the Forgot
Password button below, your account has already
been locked. Please contact the help desk for
assistance.

Forgot Password?

Password

Upon entering the correct answer to the challenge question, the user will receive an email to the email account
on file with NC HealthConnex with a temporary password.

r misKcBntaat&heiri SY Yl & f 2

LF AYO2NNBOG AYyF2NXIGA2Y Aa Syl R &
i O002dzy i @

i SNB
2NHFYATFGA2yQa t! ! (2 dzyt201 (K |

w (I)>
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Forgot Password

CHALLENGE
QUESTION FOR
DEMOID1:

What is name of work
buliding?

Request Password

If a user attempts to log in five times with an incorrect username and/or passw@diser will see the message,
"Due to exceeding the maximum number of invalid login attempts, your atduas been locked. Please contact
the NCHIEA Help Desk at HIESupport@sas.com 66912700."

;" NCHealthConnex
'."::..'.: Powering Health Care Outcomes

Login failed. If you do not remember your
password, use Forgot Password to avoid locking
your account. If you do not see the Forgot
Password button below, your account has already
been locked. Please contact the help desk for
assistance.

Due to exceeding the maximum number of
invalid login attempts, your account has been
locked. Please contact the HIEA Help Desk at

HIESupport@sas.com or 919-531-2700.

Username

assword

Security Requirements

To keep NC HealthConnex secure from unauthorized access, the NC HIEA has implemented the following system
security requirements relative to user accounts and passwords:

1 A user must reset his/her password every 90 days,

1 Passwords must contain a minimum @fjht characters including a mix of uppercase, lowercase, and
special characters,

1T 2KSy NBaSldAy3a | LI &aagz2NRZ || dzaSNRE LI ad F2dzNJ LI aac
1 | dza &olmxavill become inactivié the user has not logged in f865days.
lfauserh & G(NRdzofS f233Ay3 Ay 2NJ OKFy3aAy3a | LI &aasg2NRI akkK$§

Accepting theDisclaimer

Each time a usesuccessfulljogs in to the NC HealthConnex Clinical Portal, s/he must ageestémdardisclaimer
to gain access to the applicatiofihe user must read and select tAeceptbutton within 20 minutes, or the user

NC HealthConnex Clinical Portal User Guide Version3.0 September2020
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will be automatically logged out anckturned to thelogin page. Thelisclaimerinformation to whicha usermust
agreeupon every log ifis shown below

DISCLAIMER

Please read the following information. It will be updated on an ongoing basis. By using this application, you consent and agree
to abide by all applicable federal and state law and the NC Health Information Exchange Authority (NC HIEA) Participation
Agreement.

Confidentiality Notice for Alcohol and Drug Abuse Information

Confidentiality of Aicohol and Drug Abuse Patient Records Regulations: (42 C F.R. Part 2). The federal regulations prohibit you from
making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to
whom it pertains or s otherwise permitied by 42 C.F.R. Part 2. A general authorization for the release of medical or other information
is not sufficient for this purpose

Confidentiality Notice for Psychotherapy Information

Confidentiality of psychotherapy notes (45 CFR 164 501) This information has been disclosed to you from records whose
confidentiality is protected by the HIPAA Privacy and Security Rule You are prohibited from making any further disclosure of it without
the specific written consent of the person to whom it pertains, or as otherwise permitted by the HIPAA Privacy & Security Rule. A general
authorization for the release of medical or other information is not sufficient for this purpose.

Physician Responsibility

All or some of a particular patient's information may not always be available through the HIE network. You, as the patient’s physician or
health care provider, have the ultimate responsibility for obtaining your patient's complete medical history When treating your patients,
always consult them about prior 3 and You also have the responsibility to collect and retain
a patient’s written authorization to disclose certain protected health information to other health care providers in compliance with federal
law and regulations, where applicable.

Clinical Portal Home Page

The Clinical Portahome page which defaults to thePatient Searchview, appears when a user logs in to NC
HealthConnexThis view contains th®lain Menu at the top left of the display, where a user can click links to
navigate to other sections within the Clinical Portal or log out. Fatent Searchhox appears at the leftfahe
display, providing quick access to search for a patient.

A Recent Patientdist appears at the center of the display, allowing a user to view demographicoflatato 20
recentlyviewed patientsin alphabetical ordeand access their clinical rectswith a single cliclon the Patient
Name Note that the user must havepened(and not just searched) the patient record previously for that patient
to appear in theRecent Patientdist. TheRecent Patientdist displays name, gender, and date of biftlh each
patient.

- \CHealthConney

Patient Search  Messages ( NC*Notify CSRSReport MyAccount Logout Help

EMR Id
Assigned By Recent Patient Searches

Last, First Sex DOB .
CARLSON,CARL M 2002-07-01 Patients are
v DEMO,JANE M F o 1942-03:29 displayed in
Johnson,Eric M 1952-10-01 < .
Sy SMITH JANE Fooo1972-120 alphabetical order
Middie Name Smith,John M 1930-10-19

Date of Birth

MM-DD-YYYY

For more information on th@atient Searclview and accessing clinical records, seeRhigent SearctandViewing
Patient Informatiorsections of this User Guide.
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Logging Out ofClinical Portal

15

The Logout button is used to exit the NC HealthConr@linical Portal TheLogout button is accessible from all
views within the Clinical Portal andligatedat the far right of all three menu barsasshown below

" NC HealthConnex

Patient Search

Messages (0) Clinician Tools NC*Notify CSRSReport My Account Logout | Help

It is important to use thé.ogoutbutton as opposed to clicking on thé&button of the browser. Thé&ogoutbutton

will log the user out of the application and close the session. If the logout function is not used, the session will
remain active fo20 minutes without user activitefore theAutomatic Logoufeature is activatedT heAutomatic
Logoutfeature isa securitymeasure to protect patient data in NC HealthConnex from unauthorized users who may
I dza SNR&a O2 Y LJzi SNJI

AKIFNBE 2N I 00Saa

Note: To protect patient data, a usésautomaticallylogged outof the Clinical Portafter 20 minutesof

inactivity.

EDIT ACCOUNT DETAILSEHLIFY SYSTEM PREFERENCES

TheMy Accountscreen is the central location for changexgrount details like contact information, as well as some
of the ways in whicla userinteracts with the NC HealthConneRlinicd Portal.

Toaccess and edit this information, select thty Accountlink from either theMain Menu or the Patient View
Menu, as shown below.

j'.-""'_i.: NC HealthConnex

Patient Search

Messages (0) Clinician Tools NC*Notify CSRSReport My Account Logout Help

Clicking on thévly Accounttab will produce a popup windowwhere a usermayaccessand edit the information
within the Accountand Preferencegabs, as shown below.

.°‘-'. NC HealthConnex

* Indicates required field

Account || Preferences
First Name: " [Ty0 Telephone: (919.763-8087 Current Password: | |
LastName: " pemo Use:  [Work Place = New Password: I ‘
Description: Mobile: || 5175019108 Confirm Password: [ l
Challenge Question: 7
Street: [ 408 Kristin Drive Fax: ‘ What is the name of our work building?
’ Challenge Answer:
City:  |Garner Pager: i g Jenkins |
State:  \c Zip: 27529 E-mail:  pemolD2@nchealthconnex org
Location:
Identifier Assigned By
=
=
=
=
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Account

The personal information in th&ccounttab may be edited as desired; however, thiest Name Last Name and
E-mail fields are requiredas indicated by thasterisk (*).Note that theserequiredfields will be prepopulated by
the NC HIEA during account setup.

Fields available for edit/update on thccounttab, as shown abovénclude:

i Basic Demographics:
i  First Namgmayonly be editedby the NC HealthConnex Help Desk
1 Last Namémayonlybe editedby the NC HealthConnex HelpdBe
1T 5SAONALIIAZY OAYRAOIFIGS GKS (el 2F | RRNBaaT F¥2N SE
i1 Street
1 City
i1 State
1 Zip
1 Telephone
1 Use (select the type of telephone line from the drdpwn meru)
i1 Mobile
1 Fax
1 Pager
1 Email(this will be prepopulated, but may be edited)
T [20F0GA2Y O6AYRAOFGS GKS (Gel)S 2F SYIFAt | 002dzydT F2N
1 Account Security:
1 CurrentPassword (this will be paeopulated and hidden)
New Password (enter a nepassword if desired)
Confirm Password (enter a new password a second time in this field to reset)

Challenge Question (this will be ppepulated, but may be edited)

== =2 4 -4

ChallengeAnswer this will be prepopulated, but may be edited)
i1  Provider Identifiers
i1 Idertifier (mayonly be editedby the NC HealthConnex HelpdRe
1 Assiged By(mayonly be editedby the NC HealthConnex HelpdRg

After making edits to account information, a user should clickkhee Accounbutton at the bottom of the window
to save all changes, as shown below.

NC HealthConnex Clinical Portal User Guide Version3.0 September2020



;" NC HealthConnex :

* Powering Health Care Outcomes

First Name: *  1yo Telephone: 919-763-8087 Current Password: ‘ ‘
LastName:*  [pemo Use:  (Work Place = New Password: ‘ ‘
Description: Mobile: | 617-501-9108 Coniimn Fassword. i ‘

street: (408 Kistn Diive Fax: Challenge Question:  \What is the name of our work building?

CtY:  (Gamer Pager: Challenge Answer:  jenkins
State:  \C Zip: 27529 E-mail:  pemolD2@nchealthconnex org
Location:
Identifier Assigned By

* indicates required field Save Account

B EEE

Note: Some fields magnly be edited by the NC HealthConnex Hadpk. To make changes to these fields, confact

your PAA.

Preferences

ThePreferencegab of theMy Accountpop-up window allows the user toonfigure some system settingsields
available for edit/update on th@referencegab include:

l

Default Patient Rport: the user may use the dregown menu to select either theegularor expanded
patient summary view

Contract Search Resultthe user may enter a number of patieritslimit the resultsreturned by a search
when there are many matches

Hide Patient Search Criteridhe default view upon patient search keeps the search entry/criteria section
GrarotsS 4G €tST¥hx oAlGK | tAad 2F &SI NOK NBdvez (4
menu, the garch entry/criteria section at the left of the screen will disappear when search results are
returned. This feature may be helpful if the user iswing this information on a small screen or mobile
device.

List Typeand My List please disregard theseefids asheydo not have any functionality tied to theamd
will be removed im futuresystem release.

ThePreferencesscreen is shown belowAfter making edits to account information, a user should clickShee
Preferencedutton at the bottom of the vindow to save all changes.
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Account || Preferences

Leave blank to use system-wide defaults

Default patient report:  |patient Summary Report =]

Contract search results when more than __ patients are displayed: |5

Hide patient search criteria when patients are displayed: |No =

List Type:*  Olist  ORelationship
My List™: | =]

Clear Save Preferences

PATIENT SEARCH

ThePatient Searctscreenin the NC HealthConne&linical Portal allos/a userto search forpatient records by
entering medical recordlentifiersor demographic information

Search by Medical Recoildumber

Every organization assigns medical record numbers (MRNSs) to patients. A patient that has receivieshtare
multiple organizationgnay have more than onassignedvViRN.A usermaysearch for a patient bgny MRN and

the assigning facility for that RN, Yy R 4SS GKS LI G &liSsyste@sshariNg dath \RWAC F N2 Y
HealthConnex

1 To search by MRNKey inan EHRID and selectan Assigned Byentity name fromthe drop-down meny as
shown below Then cliclSearch
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Recent Patient Searches

AFP1 - Ardmore Family Practice, PA MRN

AFS1 - Ashe Financial Services dba Mount Jefferson MRMN
AFSMT - Advance Fam and Sports Med Center, PLLC MRMN
EMAGAPEEPRI - Agape Washington CHC MRM

SAGHA - Agha Arthritis Associates MRM

AGINC - After Gateway Inc MRMN

AHC - Amor Home Care MRMN

AHCC - Atrium - HomeCare Connection MRMN

{AHNC - Alignment Healthcare North Carolina, LLC MRN

2] - Ambleside Inc MRN

A1 - Amblecare Ine MRMN

A1 - Asheville Internal Medicine MRMN

40D - Alonzo James Davis, IY MD,PhD,PC MRN

A0H - Andrew J. Hutchinsen, DO MRN

LKWD - Aarti Kapur MD MRN

ALEEMA - Albemarle Medical Associates, PLLC MRM
ALFA - Alfa Medical Clinic, PA MRN

A HOGP - Alan L. Holton OB/GYM, PLLC MRN

Search bybemographidnformation

Patients may also be searched by entering at least two fields of demographic inforn&demeh results will appear
with the closest match at the top of the list, followed by additional possible matches based on phonetically similar
names andbther partially matching criteria.

1 To search by demographic informatidey inboth aLast Nameandeither a First Nameor aDate ofBirth.
Then clickSearch as shown below

EMR Id

Assigned By

Last Name

First Name PSS

Middle Name
Date of Birth

MM-DD-YYYY

Search

Note: If the search returns too many results, add additional search criteria (sudiddie Namé to filter the
results and return a refined list of patients. The search algorithm will return results that are a close matcly; for
example, a search may return udis for different spellings of the searched name.
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Search Results

Search results will include the following information &mymatched patiengs)

1 Identifiers:

1 TheMaster Patient IDwill be displayed upon initial seareimder the Identifiers column next to the
patient name This ID is assigned by NC HealthConnex.

i  Clicking theticon to the left ofthe Master Patient IDwill expand the entry and list ar@rganization
Specific PatientDs along with attached records, in rows beloMote, these IDs are assigned by the
EHRs at the organizations that contributed the specific records

Name
Gender
Date of Birth

)l
l
l
i1 Address

Search results will appear as shown below.

CSRE Report

My Account Logout Help

EMR Id
Assigned By

Last Name * NOTE: Some records have been filtered due to Consent
First Name Identifiers Name Gender/DOB Address

Middle Name O @ 100000001 ..0516 Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Date of Birth

MM-DD-YYYY

| Search ‘

\( Heva‘llt‘h‘Connex

CSRS Report My Account Logout Help

EMR Id
Assigned By

Last Name * NOTE: Some records have been filtered due to Consent

First Name Identifiers Name Gender/DOB Address
Middie Name [I[&] 100000001 0516 Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Date of Birth D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
MM-DD-YYYY D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
‘ Search O Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142

From a search resuly, Clinical Portal user majick on thePatient Nameto the right of theMaster PatientID to
open the recordas shown below
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Patient Search Messages (0) Clinician Tools

: RXIN HealthConnex

NC*Notify CSRS Report My Account Logout Help

Assonod vy [

* NOTE: Some records have been filtered due to Consent

First Name _ Identifiers Name Gender/DOB Address
Middio Nameo [ [C] @ 100000001 0516 M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Date of Birth _1 [ Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
MM.DD-YYYY D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
|_| Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Search O Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142

Note: If there is any restriction on the information stored for the patient selected, aipapndow explaining
that the information is restricted will display (for example, if the patient has opted out of having their information
aKINBR @Al b/ 1SHfGK/ 2yySEZ 2NJ AT (KS dzaSNR{ | 00Sas

Patient Privacyand Opt Out

The standard patint consent model implemented in NC HealthConreex stated in the North Carolina Health
Information Exchange Ads& h LJ(  Thigziie@rishat patient data is by default opted o being shared vialC
HealthConnex unless patientexplicitly request to opt out of having their information shared

If a patient searched haspted outof having their information shared via NC HealthConnex, a Clinical Portal user
mayonly see aMaster Patient ID(no OrganizationSpecific Patient 1B). dicking on thePatient Namewill result
in a message barring access to the patient record, as shown below.

This patient has opted out and the data is unavailable.

NC HIEA OpDut Policy

Patients have the right to opt out of having their information shared between providers through the HIE. If a patient
chooses to opt out, they are required to complete a form and mail it to the NC BlEkess OfficeOpting out of
having their information shared vidC HealthConnex will not adversely affect patient treatment by any physician
and patients cannot be discrimired against if they decide to opt out. Patients may also use the form to rescind a
previous optout if they change their mind.

The primary opfout process is for a HIE Administrator/Privacy Officer to manually change a patient's status in the
NC HealthConneClinical Portal.

Note: Even if a patient has opted out of having their information shared via the HIE, their clinical data frqm

participating health care entities will continue to bebmitted toli KS b/ | SI f 6K/ 2yySE RIGF NBI
privacy andconsent permissions simply hide an opfedzii LJ 6 A Sy G Qa Of AyA Ol t |[RFGF TN,
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Break the Seal

To access patient record,a Clinical Portalsermust have an established relationshigth a patient. If a data
drivenrelationshipexists (neaning the useif a clinician2 NJ dza SNDa FF OAf Ad& KI dheilINB JA 2 dza
contributedrecords for that patientaire present in theH1B, a user will be able to click a patient name and access

the patient record ingntly.

e
R
w

If a user does not have prior datadriven relationshipwith a patient, i KS dza SNJ Yl & a&a. NBI |
temporary access tuiew apatient record.Togain temporary access user must:

1. Search for and select the patiergcord by clicking on théPatient Name¢ KA & @At f LINBYLIQI (KS
tF GASYd wS t-upivikddw, dskshowdebeldd? LI

Patient Search M Clinician Tools NC*Nolify CSRSReport MyAccount Logout Help o H‘?a.lthCQ””eX
EMR Id
Assigned By
View Records
Last Name [P * NOTE: Some records have been filtered due to Consent
First Name [ Identifiers Name Gender/DOB Address
Middle Name 100000069 ...4321 DEMO, JANEM F 1942.03-29 123 UNKNOWN LN, RALEIGH NC 27565

Date of Birth

MM-DD-YYYY

l Search

DECLARE PATIENT RELATIONSHIP

To access a patient record, a
Data in NC HealthConnex does not indicate that you have been granted full consent

Clmlcal Portal user must have a with the patient you have selected. In order to gain one-time access to this patient's
established relationship with a record, you must "Break the Seal”. This declaration will be audited.
patlent’ L else deCIare thelr Click "Declare Relationship” to continue, or click "Cancel” to return to the search results
reason to view the record to gai

temporary access. -- Select Reason -- E‘

2. Selecta reason to view the recorilom the dropdown listof options.
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DECLARE PATIENT RELATIONSHIP

Data in NC HealthConnex does not indicate that you have been granted full consent
with the patient you have selected. In order to gain one-time access to this patient's
record, you must "Break the Seal". This declaration will be audited.

Click "Declare Relationship” to continue, or click "Cancel” to return to the search results

| am a clinician treating this patient ’j

-- Select Reason -
I am a clinician treating this patient
Care coordination

Conducting a quality audit check

Conducting a privacy/administrative audit

3. After selecting an optiorselect theDeclare Relationshiputton to open the patientecord.

DECLARE PATIENT RELATIONSHIP x

Data in NC HealthConnex does not indicate that you have been granted full consent
with the patient you have selected. In order to gain one-time access to this patient's
record, you must "Break the Seal". This declaration will be audited.

Click "Declare Relationship” to continue, or click "Cancel” to return to the search results

| am a clinician treating this patient v

Permission to view a patient record for a patient with whom the user does not have aldaéa relationship is

temporary. This means that if a user returns to fPatient Searctscreen or another area of the Clinical Portal after

viewing arecord, sheiwf f ySSR (2 NBLISIG GKS . NBFE{ GKS {SIFfé¢ LINRBO
relative to that patient from theClinician Toolscreen.

Note: Allinstance2 ¥ & . NBI' 1 GKS {SItfé¢ FINB t233ISR|IYyR &dx

VIEWING PATIENFORMATION

Within the NC HealthConnegKlinical Portal,a user may access patient information received frowarious
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organizationgarticipating with NC HealthConnex.

When a patient record is openedhis information is presented at the top of thgatient record, through quick
reference alet icons, and via tabs at the left of tHeatient Viewscreenthat allow a user to view an aggregated
clinical summary andrill down to specifitypes ofclinical datalike medications and diagnoses.

Demographidnformation

2 KSy | LI GASyd NBO2 NSame) Age, Rate)Sf\BiGHR Addrésgasd Phahe iNum®ef dppedr
across the top of the screen under tRatient ViewMenu, as shown below.

kN "_.":'-- Hea_lthCo_nne)( Patient Search Messages (0) Clinician Tools NC*Nolify SRS Report My Account Logout Help

Additional demographic information is available dligking theal Patient Demographiguick reference icon to
the right of the main patient demographic information pictured above (seeiihek Reference/Alert Icorsection
of this User Guide below).

Quick Reference/Alert Icons

To the right othe main patent demographic informatiodisplayed on thé”atient Viewscreen icons(as relevant)
give the user a quick visual flag fand oneclick access tomportant clinicainformation. Hovering over each icon
will also provide some informatiofExamples include:

1 0 Abnormal Resultshovering over this icon displays information on abnormal test results, as shown
below.

" Joggu e ge
— Abnormal Results: CBC; IN-HOUSE [~

1 = Alias Names Existclicking on this icon opens a pop window wih information on any
historical/alternative names for the patientfor example, maiden namesas shown below.

1 OngoingPatient Alerts: clicking on this icon opens a pop window with more information on any
important ongoing patient alerts providersiguld know about, as shown below.
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