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This user guide was developed jointly by the North Carolina Health Information Exchange Authority (NC HIEA) and

SAS Institute to assist NC HealthConnex Clinical Portal users in navigating the system. See contact information below

for the primary points of contact in your organization as well as the NC HIEA Business Office.
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Participant Account Administrator (PAA) Name:

Participant Account Administrator (PAA) Phone/Email:
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INTRODUCTION

Welcome

Welcome to the North Carolina Health Information Exchange Authority (NC HIEA) and the state-designated health
information exchange (HIE), NC HealthConnex. Your participation in NC HealthConnex will enable you and other
participating organizations to:

e Save time and reduce paperwork,
e  Facilitate more informed treatment decision-making,
e Improve care coordination, and

e Enable better health outcomes.

Purpose

The North Carolina Health Information Exchange Authority (NC HIEA) operates NC HealthConnex to provide a
secure and integrated view of a patient’s longitudinal health record. Our mission is to link all health care providers
across North Carolina to improve health care quality and outcomes.

This document is intended as a guide for all users to provide basic Clinical Portal navigation information for NC
HealthConnex. For an up-to-date list of participating organizations, visit the NC HealthConnex website to see Who's
Connected.

What is the NC HealthConnex Clinical Portal?

The NC HealthConnex Clinical Portal is a secure, standardized electronic system through which providers can share
important patient health information. The use of this system promotes the exchange and analysis of patient health
information from many disparate electronic health record (EHR) systems throughout North Carolina in a
consolidated and efficient manner.

Once logged in, clinicians can view a patient’s medical history including allergies, medications, problem lists,
procedures, lab results, radiology reports, immunization history, and other important information from providers
across the state that have seen the patient—even if those providers are not part of the same practice or health
system. The NCHIEA does not require providers to use an EHR or to purchase special software to be able to leverage
the NC HealthConnex Clinical Portal, as it is a web-based application.

Basic functions of the NC HealthConnex Clinical Portal include:
e  Search for patients,
e View demographic and clinical information,
e Download or print patient information to include in a patient record, and
e Send messages and patient records to, and receive messages from, other providers.

The NC HealthConnex Clinical Portal offers its users access to:

e Direct Secure Messaging, which allows providers to securely exchange patient information via a HIPAA
(Health Insurance Portability and Accountability Act) compliant email system, and access to the NC
HealthConnex provider directory (containing 20,000+ provider addresses), and

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020
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e Patient records from other HIEs and systems nationwide via eHealth Exchange, which queries other state,
intra-state and national HIEs, including the Veterans Health Administration HIE and the Department of
Defense (DoD), for any available records upon patient search by a user.

The NC HIEA is working to expand its service offerings to improve the tangible value of statewide HIE to providers
across North Carolina. There are many projects currently under development that will be added to the NC
HealthConnex infrastructure as they are completed, including access to electronic orders and results with the North
Carolina State Laboratory of Public Health. For more information on our services, visit the Services section of the

NC HealthConnex website.

Role-Based Permissions

Access to the NC HealthConnex Clinical Portal is granted to clinicians and other users that provide patient care in a
variety of settings, including offices, clinics, emergency departments, hospitals and others.

The Clinical Portal is configured with various views and functionality that end users can access based on
appropriateness to their role(s) and responsibilities in the patient care process per HIPAA. Not all views need to be
accessed by all users, and access is based on sensitivity of information and relevance to the user.

A full list of the types of Clinical Portal functionality and information accessible to each user group role is provided

below.

Clinical Portal Functionality Clinician Clerical PAA User Clinician & PAA
Admin Admin

View Clinical Portal Home Page X X X
View User Administration Home Page X X
Search for Patients X X X
View Recent Patients X X X
Break the Privacy Seal (Patient Level X X
Access)
View Demographics X X X
View Encounter History X X
View Allergies X X
View Medication History X X
View Problems X X
View Procedures X X
View Lab & Pathology Results X X
View Radiology Reports X X
View Clinical Documents X X
View Continuity of Care Documents X X
Access NC*Notify Notifications X X X
*Additional enrollment steps required.

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020
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Search CSRS X X X
*Additional enrollment steps required.

CLINICAL PORTAL USER INTERFACE

The NC HealthConnex Clinical Portal user interface refers to the menus, icons, buttons and other user information
on the various screens that help a user interact with the application.

Menus

Depending on where a user is within the Clinical Portal, one of three different menu bars will appear at the top of
the screen to aid the user in navigation to other screens.

e Main Menu: This refers to the primary menu that will display at the top left of the screen upon logging in
to the Clinical Portal/while on the Clinical Portal Home Page (also the Patient Search screen). This menu
displays links to the following views:

e Patient Search: This link returns a user to the Patient Search screen, which is the default home screen
upon login.

e Messages: This link takes a user to their Messaging Center inbox and allows the user to send, receive,
delete, and organize their Direct Secure Messages (DSM).

e Clinician Tools: This link allows a user to create patient lists and take actions directly from those lists
(such as send a message about that patient or view a patient summary). It also allows a user to tag
patients with one of three common patient-provider relationships.

e NC*Notify: This link will allow portal users to access the care coordination tool. This tool will provide
participants with a dashboard-like view of patient activity through event notifications.

e CSRS (Controlled Substance Reporting System) Report: This link allows a HealthConnex portal user to
access CSRS Reports within the clinical viewer.

e My Account: This link takes you to your user profile, where you can update your password and other
account details.

e  Logout: This link logs you out of the Clinical Portal.

e  Help: This link opens a new window or tab on the user’s web browser to the Training & Tools section
of the NC HIEA website. Here a user may access Clinical Portal video tutorials, get help with Clinical
Portal credentials, and find other tools and information related to the Clinical Portal.

The Main Menu is shown below.

Patient Search Messages (0) Clinician Tools NC*Notify csRrs Report My Account Logout Help

. NC HealthConnex

e Patient View Menu: This refers to a secondary menu that will display at the top right of the screen when
a specific patient record isopen. This menu displays links to all the Main Menu views, and one additional
view:

e View Summary: This link takes you to a patient summary report, containing patient demographics,
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allergies, medications, encounters, diagnoses and laboratory results consolidated from multiple
patient data sources connected to NC HealthConnex. From this screen, a user may download, print or
send to another Clinical Portal user or health care provider a patient summary, in various formats (see
the Reports section of this User Guide).

The Patient View Menu is shown below.

i " NC HealthConnex Patient Search Messages (0) Clinician Tools NC*Notify CSRSReport My Account Logout Help

e Limited View Menu: This refers to a tertiary menu that will display at the top left of the screen when in
the Messages or Clinician Tools views. This menu will simply navigate a user back to the Clinical Portal
Home Page (also the Patient Search screen) or allow a user to log out of the application and is shown
below.

Patient Search Logout

HealthConnex

Buttons

When navigating the clinical information within a patient record, a user should note the following buttons/icons
and their functions:

° 5’ A blue ellipsis icon, often seen under a column titled “Details,” indicates that more information may be
available. Simply click on the icon to open a windowlet at right or a new pop-up window with this
information. To close a windowlet, click the X in the upper right-hand corner, or click again the blue ellipsis
icon next to the original row of data. To close a new pop-up window, click the X in the upper right-hand
corner of the window.

e 1P Adark arrow icon at the bottom of a list of information indicates that additional entries exist. The
number to the left of the arrow indicates which page of entries the user is currently viewing. A user may
click the arrow icons at the bottom of a list to navigate between pages of entries.

Working in Windowlets

Many links and buttons within the patient record screen of the Clinical Portal will open windowlets to the right of
the screen. These windowlets may be navigated by adjusting (moving) or scrolling (up and down) various gray scroll
bars. The gray scroll bars may appear on any side of the windowlet (top, bottom, right or left).

e To make a windowlet larger for better viewing of the information therein, click, hold and drag on a gray
scroll bar to expand it in the desired direction.

e To make a windowlet smaller for better side-by-side viewing with the original information on the main
screen, click, hold and drag on a gray scroll bar to minimize it in the desired direction.

Logging In to Clinical Portal

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020
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This section explains how to log in to the NC HealthConnex Clinical Portal, and information about password

requirements.

To log in to the Clinical Portal, copy and paste the NC HealthConnex Clinical Portal URL
(https://portal.nchealthconnex.net) or type it into an Internet browser, such as Microsoft® Internet Explorer or

Mozilla® Firefox®. Once you have entered the URL, the login screen is displayed, as shown below.

Username

NC HIEA PRODUCTION ENVIRONMENT
The North Carolina Health Infarmation Exchange authaority (NC HIEA) operates North Carolina’s statewide health information exchange, NC HealthConnex. This secure, standardized electronic system promotes the access,

exchange, and analysis of health information.

Login Agreement
Please note that every time you login, you are agreeing to the terms signed by your organization that provided you with a unigue User ID, including (but not limited ta) the following:

1 will only access patient information for treatment, payment, or health care operation purposes as defined by HIPAA and as permitted by the NC HIEA Participation Agresment
I understand that all access of patient information is monitored and recorded

1 will safeguard patient infarmation from inappropriate disclosure

I will immediately report any suspected breach of patient information to my supervisor, if applicable

1 will immediately report any suspected breach of patient information to the NC HIEA and HIEA Help Desk at HIEALegal@nc. gov and HIESuppor@sas.com

I will not share my User ID or password with anyone

Questions? Contact us: hitp/fhiea nc gowcontact

A username and password are required to gain access to the application. To obtain a username and password,
contact your organization’s Participant Account Administrator (PAA).

First-Time Log In

To log in for the first time, a user will enter the username and temporary password as assigned by their
organization’s PAA upon account creation. Once a user has entered the username and temporary password, the
system will prompt the user to change the password and enter a challenge question and answer that may be used
to update a forgotten password later, as shown below.

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020
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Patient Information Portal

Username: Challenge Question:
‘Llll:ﬁ Wallin ldrnnnald,f‘ll |] ]
Dr.Demo-Clinician
Lla rasswora: Challenge Response:
li | |
New Password:

l |

Confirm Password:

Password Change Required

Please enter a Challenge Question and
Response that can be used to confirm your
identity if you forget your password.

Save Challenge/Response

Note: A user may change their password and challenge question and answer at any time in the Account tab in the
My Account section of the Clinical Portal.

Forgotten Password

If a user enters an incorrect password, s/he is notified that “Login Failed” and a Forgot Password? box appears, as
shown below. When clicked, the box allows a user to answer their challenge question. If answered correctly, the
user will receive an email at the email address linked to their Clinical Portal account with a temporary password,
with which the user can reset their password from the login screen.

;" NC HealthConnex

%, %0 o & Powering Health Care Outcomes

Login failed. If you do not remember your
password, use Forgot Password to avoid locking
your account. If you do not see the Forgot
Password button below, your account has already
been locked. Please contact the help desk for
assistance.

Forgot Password?

Password

Upon entering the correct answer to the challenge question, the user will receive an email to the email account
on file with NC HealthConnex with a temporary password.

If incorrect information is entered, the system may lock the user’s account, and the user must contact their
organization’s PAA to unlock the account.

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020
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Forgot Password

CHALLENGE
QUESTION FOR
DEMOID1:

What is name of work
buliding?

Request Password

If a user attempts to log in five times with an incorrect username and/or password, the user will see the message,
"Due to exceeding the maximum number of invalid login attempts, your account has been locked. Please contact
the NC HIEA Help Desk at HIESupport@sas.com or 919-531-2700."

- NC HealthConney

'o..° & Powering Health Care Outcomes

Login failed. If you do not remember your
password, use Forgot Password to avoid locking
your account. If you do not see the Forgot
Password button below, your account has already
been locked. Please contact the help desk for
assistance.

Due to exceeding the maximum number of
invalid login attempts, your account has been
locked. Please contact the HIEA Help Desk at

HIESupport@sas.com or 919-531-2700.

Username

Password

Security Requirements

To keep NC HealthConnex secure from unauthorized access, the NC HIEA has implemented the following system
security requirements relative to user accounts and passwords:

e Auser must reset his/her password every 90 days,

e  Passwords must contain a minimum of eight characters including a mix of uppercase, lowercase, and
special characters,

o When resetting a password, a user’s past four passwords may not be repeated, and
e Auser’s account will become inactive if the user has not logged in for 365 days.

If a user has trouble logging in or changing a password, s/he should contact their organization’s PAA.

Accepting the Disclaimer

Each time a user successfully logs in to the NC HealthConnex Clinical Portal, s/he must agree to a standard disclaimer
to gain access to the application. The user must read and select the Accept button within 20 minutes, or the user
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will be automatically logged out and returned to the login page. The disclaimer information to which a user must
agree upon every log in is shown below.

DISCLAIMER

Please read the following information. It will be updated on an ongoing basis. By using this application, you consent and agree
to abide by all applicable federal and state law and the NC Health Information Exchange Authority (NC HIEA) Participation
Agreement.

Confidentiality Notice for Alcohol and Drug Abuse Information

Confidentiality of Aicohol and Drug Abuse Patient Records Regulations: (42 C F.R. Part 2). The federal regulations prohibit you from
making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to
whom it pertains or s otherwise permitied by 42 C.F.R. Part 2. A general authorization for the release of medical or other information
is not sufficient for this purpose

Confidentiality Notice for Psychotherapy Information

Confidentiality of psychotherapy notes (45 CFR 164 501) This information has been disclosed to you from records whose
confidentiality is protected by the HIPAA Privacy and Security Rule. You are prohibited from making any further disclosure of it without
the specific written consent of the person to whom it pertains, or as otherwise permitted by the HIPAA Privacy & Security Rule. A general
authorization for the release of medical or other information is not sufficient for this purpose.

Physician Responsibility

All or some of a particular patient's information may not always be available through the HIE network. You, as the patient’s physician or
health care provider, have the ultimate responsibility for obtaining your patient's complete medical history When treating your patients,
always consult them about prior 3 and You also have the responsibility to collect and retain
a patient’s written authorization to disclose certain protected health information to other health care providers in compliance with federal
law and regulations, where applicable.

Clinical Portal Home Page

The Clinical Portal home page, which defaults to the Patient Search view, appears when a user logs in to NC
HealthConnex. This view contains the Main Menu at the top left of the display, where a user can click links to
navigate to other sections within the Clinical Portal or log out. The Patient Search box appears at the left of the
display, providing quick access to search for a patient.

A Recent Patients list appears at the center of the display, allowing a user to view demographic data of up to 20
recently viewed patients in alphabetical order and access their clinical records with a single click on the Patient
Name. Note that the user must have opened (and not just searched) the patient record previously for that patient
to appear in the Recent Patients list. The Recent Patients list displays name, gender, and date of birth for each

patient.

Patien Cli C NC*Notify CSRSReport MyAccount Logout Help

'\ CHealthConnex

EMR Id
Assigned By Recent Patient Searches

Last, First Sex DOB .
CARLSON,CARL M 2002-07-01 Patients are
s DEMO,JANE M F o 19420329 displayed in
Johnson, Eric M 1952-10-01 < .
i SMITH JANE Fooo1972-12.02 alphabetical order
Middie Name Smith, John M 1930-10-19

Date of Birth

For more information on the Patient Search view and accessing clinical records, see the Patient Search and Viewing

Patient Information sections of this User Guide.
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Logging Out of Clinical Portal

The Logout button is used to exit the NC HealthConnex Clinical Portal. The Logout button is accessible from all
views within the Clinical Portal and is located at the far right of all three menu bars, as shown below.

" NC _Healthconnex Patient Searcl Messages (0) Clinician Tools NC*Notify ¢sSrs Report My Account Logout Help

It is important to use the Logout button as opposed to clicking on the X button of the browser. The Logout button
will log the user out of the application and close the session. If the logout function is not used, the session will
remain active for 20 minutes without user activity before the Automatic Logout feature is activated. The Automatic
Logout feature is a security measure to protect patient data in NC HealthConnex from unauthorized users who may
share or access a user’s computer.

Note: To protect patient data, a user is automatically logged out of the Clinical Portal after 20 minutes of
inactivity.

EDIT ACCOUNT DETAILS AND SPECIFY SYSTEM PREFERENCES

The My Account screen is the central location for changing account details like contact information, as well as some
of the ways in which a user interacts with the NC HealthConnex Clinical Portal.

To access and edit this information, select the My Account link from either the Main Menu or the Patient View
Menu, as shown below.

"CHealthConney Search M s(0) Clinician Tools NC*Notify

CSRS Report My Account  Logout Help

Clicking on the My Account tab will produce a pop-up window where a user may access and edit the information
within the Account and Preferences tabs, as shown below.

i NC HealthConnex

Account || Preferences
First Name: " [Ty0 Telephone: 919-763-8087 Current Password: | |
LastName: " pemo Use:  [Work Place = New Password: I ‘
Description: Mobile: || [517.501.9108 Confirm Password: [ l
Challenge Question: 7
Street: | 408 Kristin Drive Fax: ‘ What is the name of our work building?
’ Challenge Answer:
City:  |Garer Pager: ‘ ge Jenkins \
State:  \c Zip: 27529 E-mail:  pemolD2@nchealthconnex org
Location:
Identifier Assigned By
=
£
=l
, =
* Indicates required field Save Account
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Account

The personal information in the Account tab may be edited as desired; however, the First Name, Last Name, and
E-mail fields are required, as indicated by the asterisk (*). Note that these required fields will be pre-populated by
the NC HIEA during account setup.

Fields available for edit/update on the Account tab, as shown above, include:

e Basic Demographics:

e  First Name (may only be edited by the NC HealthConnex Help Desk)

Last Name (may only be edited by the NC HealthConnex Help Desk)

e Description (indicate the type of address; for example, “Work”)

e  Street
e City

e State
e Zip

e Telephone

e Use (select the type of telephone line from the drop-down menu)

e Mobile
e Fax
e Pager

e E-mail (this will be pre-populated, but may be edited)

e Location (indicate the type of email account; for example, “Work”)

e Account Security:
e  Current Password (this will be pre-populated and hidden)

e New Password (enter a new password if desired)

Confirm Password (enter a new password a second time in this field to reset)

Challenge Question (this will be pre-populated, but may be edited)

°

Challenge Answer (this will be pre-populated, but may be edited)
e  Provider Identifiers:
o Identifier (may only be edited by the NC HealthConnex Help Desk)
e Assigned By (may only be edited by the NC HealthConnex Help Desk)

After making edits to account information, a user should click the Save Account button at the bottom of the window
to save all changes, as shown below.
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First Name: *  1yo Telephone: 919-763-8087 Current Password: ‘ ‘
LastName:* |pemo Use:  'work Place =] New Password: ‘ ‘
Description: Mobile: || [517.501-9108 Conum Bassword; [ ‘

street: (408 Kistn Diive Fax: Challenge Question:  \What is the name of our work building?

CY:  Gamer Pager: Challenge Answer: | jonkins
State:  \C Zip: 27529 E-mail:  pemolD2@nchealthconnex org
Location:
Identifier Assigned By

B EEE

* indicates required field Save Account

Note: Some fields may only be edited by the NC HealthConnex Help Desk. To make changes to these fields, contact
your PAA.

Preferences

The Preferences tab of the My Account pop-up window allows the user to configure some system settings. Fields
available for edit/update on the Preferences tab include:

e Default Patient Report: the user may use the drop-down menu to select either the regular or expanded
patient summary view.

e  Contract Search Results: the user may enter a number of patients to limit the results returned by a search
when there are many matches.

e Hide Patient Search Criteria: the default view upon patient search keeps the search entry/criteria section
visible at left, with a list of search results returned at the right. By selecting “Yes” from the drop-down
menu, the search entry/criteria section at the left of the screen will disappear when search results are
returned. This feature may be helpful if the user is viewing this information on a small screen or mobile
device.

e List Type and My List: please disregard these fields as they do not have any functionality tied to them and
will be removed in a future system release.

The Preferences screen is shown below. After making edits to account information, a user should click the Save
Preferences button at the bottom of the window to save all changes.
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Account || Preferences

Leave blank to use system-wide defaults

Default patient report:  |patient Summary Report ‘El

List Type:*  Olist  ORelationship

Contract search results when more than __ patients are displayed: |20 |

Hide patient search criteria when patients are displayed: |N0 |E|

My List™: |

=]

Save Preferences

PATIENT SEARCH

18

The Patient Search screen in the NC HealthConnex Clinical Portal allows a user to search for patient records by
entering medical record identifiers or demographic information.

Search by Medical Record Number

Every organization assigns medical record numbers (MRNs) to patients. A patient that has received care from
multiple organizations may have more than one assigned MRN. A user may search for a patient by any MRN, and
the assigning facility for that MRN, and see the patient’s records from all systems sharing data with NC

HealthConnex.

e Tosearch by MRN, key in an EHR ID and select an Assigned By entity name from the drop-down menu, as

shown below. Then click Search.
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Recent Patient Searches

AFP1 - Ardmore Family Practice, PA MRN

AFS1 - Ashe Financial Services dba Mount Jefferson MRMN
F4FSMT - Advance Fam and Sports Med Center, PLLC MRMN
SAGAPEEPR| - Agape Vashington CHC MRMN

SAGHA - Agha Arthritis Associates MRM

AGINC - After Gateway Inc MRMN

! AHC - Amor Home Care MRMN

AHCC - Atrium - HomeCare Connection MRMN

{AHNC - Alignment Healthcare North Carolina, LLC MRN

2] - Ambleside Inc MRN

A1 - Amblecare Ine MRMN

A1 - Asheville Internal Medicine MRMN

40D - Alonzo James Davis, IY MD,PhD,PC MRN

A0H - Andrew J. Hutchinsen, DO MRN

LKWD - Aarti Kapur MD MRN

ALEEMA - Albemarle Medical Associates, PLLC MRM
ALFA - Alfa Medical Clinic, PA MRN

A HOGP - Alan L. Holton OB/GYM, PLLC MRN

Search by Demographic Information

Patients may also be searched by entering at least two fields of demographic information. Search results will appear
with the closest match at the top of the list, followed by additional possible matches based on phonetically similar
names and other partially matching criteria.

o Tosearch by demographic information, key in both a Last Name and either a First Name or a Date of Birth.
Then click Search, as shown below.

EMR Id

Assigned By

Last Name

First Name PSS

Middle Name
Date of Birth

MM-DD-YYYY

Search

Note: If the search returns too many results, add additional search criteria (such as Middle Name) to filter the
results and return a refined list of patients. The search algorithm will return results that are a close match; for

example, a search may return results for different spellings of the searched name.
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Search Results

Search results will include the following information for any matched patient(s):

o |dentifiers:

e The Master Patient ID will be displayed upon initial search under the Identifiers column next to the
patient name. This ID is assigned by NC HealthConnex.

e  Clicking the + icon to the left of the Master Patient ID will expand the entry and list any Organization-
Specific Patient IDs, along with attached records, in rows below. Note, these IDs are assigned by the
EHRs at the organizations that contributed the specific records.

e Name

e Gender

e Date of Birth
e  Address

Search results will appear as shown below.

HealthConnex

 Report M

ount Logout Help

EMR Id
Assigned By

Last Name * NOTE: Some records have been filtered due to Consent

First Name Identifiers Name Gender/DOB Address
Middle Name O @ 100000001 ..0516 Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Date of Birth

MM-DD-YYYY

| Search

Logout Help | (7 Hea|thC0nneX

EMR Id
Assigned By

Last Name * NOTE: Some records have been filtered due to Consent

First Name Identifiers Name Gender/DOB Address
Middle Name O 100000001 0516 Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Date of Birth O Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
MM-DD-YYYY [j Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
‘ Search O Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142

From a search result, a Clinical Portal user may click on the Patient Name to the right of the Master Patient ID to
open the record, as shown below.
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Patient Search Messages (0) Clinician Tools

NC*Notify CSRS Report My Account Logout Help . ““Hea‘l‘thco,nnex

Assonod vy [

* NOTE: Some records have been filtered due to Consent
Identifiers Name Gender/DOB Address

Middle Name_ [C] @ 100000001 0516 M 1930-10-19 1 Memorial Drive, Cambridge MA 02142

] Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
MM-DD-YYYY

D Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142

9 Smith, John M 1930-10-19 1 Memorial Drive, Cambridge MA 02142
Search (] Smith, John M 1930-10-19

1 Memorial Drive, Cambridge MA 02142

Note: If there is any restriction on the information stored for the patient selected, a pop-up window explaining
that the information is restricted will display (for example, if the patient has opted out of having their information
shared via NC HealthConnex, or if the user’s access level does not permit viewing of clinical data).

Patient Privacy and Opt Out

The standard patient consent model implemented in NC HealthConnex, as stated in the North Carolina Health
Information Exchange Act, is “Opt Out.” This means that patient data is by default opted in to being shared via NC
HealthConnex unless a patient explicitly requests to opt out of having their information shared.

If a patient searched has opted out of having their information shared via NC HealthConnex, a Clinical Portal user

may only see a Master Patient ID (no Organization-Specific Patient IDs). Clicking on the Patient Name will result
in a message barring access to the patient record, as shown below.

This patient has opted out and the data is unavailable.

NC HIEA Opt-Out Policy

Patients have the right to opt out of having their information shared between providers through the HIE. If a patient
chooses to opt out, they are required to complete a form and mail it to the NC HIEA Business Office. Opting out of
having their information shared via NC HealthConnex will not adversely affect patient treatment by any physician

and patients cannot be discriminated against if they decide to opt out. Patients may also use the form to rescind a
previous opt-out if they change their mind.

The primary opt-out process is for a HIE Administrator/Privacy Officer to manually change a patient's status in the
NC HealthConnex Clinical Portal.

Note: Even if a patient has opted out of having their information shared via the HIE, their clinical data from
participating health care entities will continue to be submitted to the NC HealthConnex data repository. The HIE’s
privacy and consent permissions simply hide an opted-out patient’s clinical data from all HIE users’ view.
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Break the Seal

To access a patient record, a Clinical Portal user must have an established relationship with a patient. If a data-
driven relationship exists (meaning the user, if a clinician, or user’s facility has previously seen the patient and their
contributed records for that patient are present in the HIE), a user will be able to click a patient name and access
the patient record instantly.

If a user does not have a prior data-driven relationship with a patient, the user may “Break the Seal” to receive
temporary access to view a patient record. To gain temporary access, a user must:

1. Search for and select the patient record by clicking on the Patient Name. This will prompt the “Declare

Patient Relationship” pop-up window, as shown below.

Patien ch Me ( Clinici: lify CSRSReport My Account Logout Help ) ( Healthconnex
EMR Id
Assigned By
View Records
Last Name ;¥ * NOTE: Some records have been filtered due to Consent
First Name [P%8 Identifiers Name Gender/DOB Address
Middle Name 100000069 4321 F 1942.03.20 123 UNKNOWN LN, RALEIGH NC 27565

Date of Birth

MM-DD-YYYY

l Search

DECLARE PATIENT RELATIONSHIP

To access a patient record, a
Data in NC HealthConnex does not indicate that you have been granted full consent

Clinical Portal user must have an with the patient you have selected. In order to gain one-time access to this patient's

established relationship with a record, you must "Break the Seal". This declaration will be audited.
pat'ent’ or else declare their Click "Declare Relationship” to continue, or click "Cancel” to return to the search results
reason to view the record to gain

temporary access. -- Select Reason -- E‘

2. Select a reason to view the record from the drop-down list of options.
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DECLARE PATIENT RELATIONSHIP

Data in NC HealthConnex does not indicate that you have been granted full consent
with the patient you have selected. In order to gain one-time access to this patient's
record, you must "Break the Seal". This declaration will be audited.

Click "Declare Relationship” to continue, or click "Cancel” to return to the search results

| am a clinician treating this patient ’j

-- Select Reason -
I am a clinician treating this patient
Care coordination

Conducting a quality audit check

Conducting a privacy/administrative audit

3. After selecting an option, select the Declare Relationship button to open the patient record.

DECLARE PATIENT RELATIONSHIP x

Data in NC HealthConnex does not indicate that you have been granted full consent
with the patient you have selected. In order to gain one-time access to this patient's
record, you must "Break the Seal". This declaration will be audited.

Click "Declare Relationship” to continue, or click "Cancel” to return to the search results

| am a clinician treating this patient v

Permission to view a patient record for a patient with whom the user does not have a data-driven relationship is
temporary. This means that if a user returns to the Patient Search screen or another area of the Clinical Portal after
viewing a record, s/he will need to repeat the “Break the Seal” process to access the record again or take actions

relative to that patient from the Clinician Tools screen.

Note: All instances of “Break the Seal” are logged and subject to audit.

VIEWING PATIENT INFORMATION

Within the NC HealthConnex Clinical Portal, a user may access patient information received from various
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organizations participating with NC HealthConnex.

When a patient record is opened, this information is presented at the top of the patient record, through quick
reference alert icons, and via tabs at the left of the Patient View screen that allow a user to view an aggregated
clinical summary and drill down to specific types of clinical data, like medications and diagnoses.

Demographic Information

When a patient record is opened, the patient’'s Name, Age, Date of Birth, Address and Phone Number appear
across the top of the screen under the Patient View Menu, as shown below.

':'-"- Hea_lthCO_nneX Patient Search Messages (0) Clinician Tools NC*Nolify ¢SRS Report MyAccount Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o A 3 3

Additional demographic information is available by clicking the & Patient Demographic quick reference icon to
the right of the main patient demographic information pictured above (see the Quick Reference/Alert Icons section
of this User Guide below).

Quick Reference/Alert Icons

To the right of the main patient demographic information displayed on the Patient View screen, icons (as relevant)
give the user a quick visual flag for, and one-click access to, important clinical information. Hovering over each icon
will also provide some information. Examples include:

o Abnormal Results: hovering over this icon displays information on abnormal test results, as shown
below.

02022
— Abnormal Results: CBC; IN-HOUSE [~

e @ Alias Names Exist: clicking on this icon opens a pop-up window with information on any
historical/alternative names for the patient—for example, maiden names—as shown below.

DEMO, JANE M
Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123

SURNAME GIVEN NAME OTHER NAME DATE OF BRTH MRN
DEMO JANE 03/29/1942 999876

° a Ongoing Patient Alerts: clicking on this icon opens a pop-up window with more information on any
important ongoing patient alerts providers should know about, as shown below.

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020



i NCHealthConnex :

> Powering Health Care Outcomes

DEMO, JANE M

Female - 76 Years (1942-03-29) 123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 [ Yoof 0 §r ey
PATIENT ALERTS
ALERT CATEGORY ALERT MESSAGE STATUS DATE ENTERED ENTERED BY]|
Other Directive Patient has advance directives. For more information, please contact: FirstHealth of the Carolinas 155 Memorial Drive PO Box 3000 PINEHURST, NC 28374 Active

° & Patient Demographic: clicking on this icon opens a pop-up window with full demographic information
and a few key clinical notes for the patient, as shown below.

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 [ Yeda§rYeN
PATIENT DETAILS ADDRESS DETAILS CLINICAL DETAILS
Title 123 UNKNOWN LN Blood Type
Surname DEMO Address 123 UNKNOWN LN
Given Name JANE City RALEIGH
Other Name M State NC
Gender F Post Code 27565
Date of Birth 03/29/1942 Country UNITED STATE
Age 76 Yrs

Home Telephone +1 (555) 1331123 Date of death
Business Phone Deceased Time
SSN 987-65-4321 Mobile Phone  +1 (555) 1325678 Location Of Death
Driving License E-mail Declared Deceased By
Preferred Language ENGLISH LOCAL DOCTOR DETAILS
Translator Required GP Name TAYLOR, JULIAN

Inactive MRNs

MRN Patient Contacts

Last Updated 07/31/2018 00:00 ROANOKE CHOWAN COM! |Gutierrez, Chanthy

° 3 Patient has Allergies: clicking on this icon opens a pop-up window with information on allergies and
adverse reactions, including date and source of this information, as shown below.

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o :.V' A Q Q
ALLERGIES AND ADVERSE REACTIONS

CATEGORY ALLERGEN NATURE OF REACTION  SEVERITY ONSET DATE AND DESCRIPTION STATUS LAST UPDATED
Propensity to adverse reactions to drug Vancomycin Other (See Comments) 04/12/2018 Active  04/12/2018 00:00, RO:
Propensity to adverse reactions Benzalkonium Chloride Rash 09/24/2013 Active  09/24/2013 00:00, RO,
Propensity to adverse reactions Warfarin Nausea Only 09/24/2013 Active  09/24/2013 00:00, RO,
Propensity to adverse reactions Lisinopril 05/10/2011 Active  05/10/2011 00:00, ROy
Propensity to adverse reactions Sulfa (Sulfonamide Antibiotics) 05/10/2011 Active  05/10/2011 00:00, RO

Note: These icons will only appear where relevant to the patient. For example, the Patient has Allergies icon will
not display for a patient with no documented allergies.

Clinical Information

Below the main patient demographic information and quick reference/alert icons displayed on the Patient View
screen, a patient record is presented in the following ways, navigable by tabs on the left side of the screen and
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icons within each screen (see the Clinical Portal User Interface section of this User Guide for a description of

icon/button functions):

e Summary: the top tab and default page upon opening a patient record, the Summary screen includes a
single, aggregated record that lists the most recent information received for an individual patient by the
HIE. This information is categorized into the following lists: Allergies, Medications, Diagnoses, Documents,
General Lab Results and Other Results and Notes.

e Allergies & Alerts: the second tab from the top, the Allergies & Alerts screen includes a list of known
patient allergens, nature of the allergic reaction, severity level, date of onset, status and source/time of
the data. This screen also displays important Patient Alerts for providers, such as the direction: “Do Not
Resuscitate.”

e Encounters: the third tab from the top, the Encounters screen presents a list of patient encounters in
reverse chronological order (most recent at the top), including relevant dates, type of encounter, facility
name, relevant department and/or attending physician treating the patient, the local (treating facility)
MRN and encounter number, and if available, insurance information.

e Maedications: the fourth tab from the top, the Medications screen presents two lists of medications: Recent
Medications (no end date provided) and Historical Medications (end date provided). Each list contains the
order name, dose, drug route and start date for each medication, where that information was made
available to the HIE.

e History: the fifth tab from the top, the History screen presents information on a patient’s family, social and
medical history including type of information (e.g., “family” may describe a family history of a certain
condition, or “social” may describe smoking status), a description, onset date, comments, and source/time
of the data.

e Conditions: the sixth tab from the top, the Conditions screen presents three lists: Diagnoses, Present
lliness, and Past lliness. The Diagnoses list contains patient diagnoses, including diagnosis type,
description, code, status, diagnosis date, and source/time of the data. The Present lliness and Past lliness
lists contain description, onset date, end date (if past illness), problem, status, and source/time of the data.

e Procedures/Results: the seventh tab from the top, the Procedures/Results screen presents three lists:
Procedures, General Lab Results, and Other Results and Notes. The Procedures list contains operation,
procedure date, care provider, operation code, and source/time of the data. The General Lab Results list
contains order item, a link to a cumulative list of results for that order item, and individual results (a
hyperlinked date/time that may be clicked for each full result information). The Other Results and Notes
list contains description, status, results (a hyperlink that may be clicked for full result information) and
results date.

e *Vaccinations: the eighth tab from the top, the Vaccinations screen presents a list of vaccinations
administered, including the order name, dose, drug route and start date.

e Documents: the ninth tab from the top, the Documents screen presents any documents received by the
HIE, including the document name (a hyperlink that may be clicked to view document details or the full
document, depending on document type), clinician, document type, activity date, and source/time of the
data.

*Note: Though NC HealthConnex shares information with the NC Immunization Registry, all vaccinations currently presented in
the Clinical Portal are as received from local EHR systems only.

Note: All information in the clinical tabs described in this section is:

1. Presented in reverse chronological order, with the most recently received data at the top of each list. The data

lists are not subject to sort, filter or search functionality.

2. View-only. To send a patient record to another provider, see the Messaging section of this User Guide. To
download or print a patient record, see the Reports section of this  User Guide.
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3. Exactly as received from local EHR systems, meaning that some data fields may be blank or contain information
displayed in a variety of different ways based on how it was formatted in the source system.

4. May require a “Refresh” to present the most up-to-date information. If a user sees “Awaiting results from:” text
below the Patient View Menu, s/he should click the Refresh button, as shown below, to ensure the most recent
data from all data sources is presented.

“NC HealthConnex

Awaiting results from:  HARNETTH | Click to Refresh

The nine clinical tabs are shown below.

Summary

Sections of the patient record
which have no data populated
are indicated by grayed out tab
text, as shown at left.

To arrive at the Patient View screen and navigate through the clinical tabs:

e Search for a patient record using Patient Search, or choose a patient from the Recent Patients list or a list
within Clinician Tools.

o  Select the patient for whom you wish to view the Patient Summary by clicking the Patient Name.

Summary

The Summary is a snapshot of the most recent components of a patient’s aggregated record. It is the first screen a
Clinical Portal user sees when a patient's name is selected from the results of a search or a user’s list, and displays
six abbreviated lists of information: Allergies, Medications, Diagnoses, Documents, General Lab Results and Other
Results and Notes. (Full lists of information for each category may be found by navigating through the tabs at left
or by clicking the arrows at the bottom of each list.)

Some of the fields within each section and information entry may be blank, as data is not always sent/received
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from the source system.

The Summary screen is shown below.

: R-C, HealthConnex atient ch Me (0) Clinician Tools NC*Noiify CSRS Report My Account Logout Help
DEMO, JANE M
Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o A 3 3
> view timetne
Summary SUMMARY e
Allergles & Alerts ALLERGIES MEDICATIONS
Ercohn S ALLERGEN NATURE OF REACTION DETALS ORDER NAME ORDER STATUS START
#  Propensity to adverse reactions to drug  Vancomycin Other (See Comments) @ Advair Diskus 250 McG-50 McG/Dose Powder For Inhalation InProgress  05/0172
Medications #  Propensity to adverse reactions Warfarin Nausea Only L. Metoprolol Tartrate 25 Mg Tablet In Progress 05/01/2
History #  Propensity to adverse reactions Benzalkonium Chioride Rash #  Dicyclomine 20 Mg Tablet InProgress  05/0172
- Propensity to adverse reactions Sulfa (Sulfonamide Antibiotics) - Furosemide 20 Mg Tablet In Progress 0312212
Conditions & Propensity to adverse reactions Lisinopril - Lactose-Reduced Food With Fiber 0.06 Gram-1.5 Kcal/MI Oral Liquid  Inactive 01/202
Procedures/Results g
Vaccinations DIAGNOSES DOCUMENTS
AST UPDATEL DETALS DOC TYPE DOCUMENT
Documents : 3
®  Pyogenic arthritis, unspecified M00.9 10/04/2019 #  Consolidated CDA R1 1 Unstructured Document  Summary of Care
#  Other autoinflammatory syndromes M4 8 10/04/2019 #  Consohdated CDA R1.1 Unstructured Document  Summary of Care
#  Sepsis, unspecified organism A9 00/24/2019
GENERAL LAB RESULTS OTHER RESULTS AND NOTES
DETALS DESCRIPTION STATUS RESULTS  RESULTS DATE DETALS DESCRIPTION STATUS RESULTS RESULT DATE
L] HEMOCCULT/GUAIAC (COLORECTAL SCRN) 82270 Final ~ Results  04/25/2018 00.00 - ECG ROUTINE ECG WILEAST 12 LDS WISR  Final  Results v

Data inputs that appear as blue, underlined hyperlinks—such as a document or lab result—may be clicked to open
a new window with additional information, as shown below.

GENERAL LAB RESULTS

DETAILS DESCRIPTION STATUS RESULTS RESULTS DATE
® HEMOCCULT/GUAIAC (COLORECTAL SCRN) 82270 Final 04/25/2018 0000
@®  CBC, IN-HOUSE Final Results 04/25/2018 00:00

|

HEMOCCULT/GUAIAC (COLORECTAL SCRN) 82270

Previous Result  Next Result Order Details Cumulative
Order Start Date & Time 04/25/2018 00.00 Result Date & Time 04/25/2018 00.00
Ordering Clinician Result Status Final
Specimen 52&STOOL - Stool Placer ID
Specimen Collection Date & Time Last Updated At ROANOKE-CHOWAN IN-HOUSE LAB
Specimen Received Date & Time Age at Time of Test 76 Years
TEST ITEM FLAG VALUE UNITS REFERENCE RANGE TESTITEM STATUS COMMENTS SENSITMITIES MESSAGE FLAG
OCCULT BLOOD positive Final
LOT# Final
EXP DATE Final
QC Pass? Pass - Fail Final

Additional information on a .ﬁ. row of data on the Summary screen may be accessed by clicking on a blue
ellipsisicon at the leftof the = row or a dark arrow icon 1 P at the bottom of the row, where available. The
information will appear either as a windowlet at right or a new pop-up screen.

Allergies and Alerts
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The Allergies & Alerts screen lists the patient's recorded allergies and any important patient alerts.

e The Allergies and Adverse Reactions list includes any documented allergen, the nature of the patient’s
reaction following contact with the allergenic substance or event, the severity level, the recorded date of
onset, the status, and the date/time/facility/sender of the update, where that information was made
available to the HIE, for each allergy.

o The Patient Alerts list includes important alerts for providers, such as the direction: “Do Not Resuscitate.”
This list includes the type of alert, the alert message, the status, the date the alert was entered, and the
facility/sender of the information for each alert.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Allergies & Alerts screen is shown below.

\CHealthConnex Patient Search I\ Cli / CSRSReport MyAccount Logout Help
DEMO, JANE M
Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o n' A a 3
> view timeline

Summary ALLERGIES AND ADVERSE REACTIONS
DETALS CATEGORY ALLERGEN NATURE OF REACTION ~ SEVERITY ONSET DATE STATUS | LAST UPDATED

Propensity to adverse reactions to drug  Vancomycin Other (See Comments) 04/12/2018  Active  04/12/2018 00.00, ROANOKE CHOWAN COMM HLTH CTR (RC), Yvonne Cross (

Encounters #  Propensity to adverse reactions Warfarin Nausea Only 00/24/2013  Active  00/24/2013 00.00, ROANOKE CHOWAN COMM HLTH CTR (RC),

Allergles & Alerts

Medications L] Propensity to adverse reactions Benzalkonium Chiornde Rash 00/24/2013  Active  00/24/2013 00.00, ROANOKE CHOWAN COMM HLTH CTR (RC), Julian Taylor M
- Propensity to adverse reactions Sulfa (Sulfonamide Antiblotics) 05/10/2011  Active  05/10/2011 00:00, ROANOKE CHOWAN COMM HLTH CTR (RC),

History L] Propensity to adverse reactions Lisinoprit 05/10/2011  Active  06/10/2011 0000, ROANOKE CHOWAN COMM HLTH CTR (RC), Nancy Coley LI

Sonckore PATIENT ALERTS

ALERT CATEGORY  ALERT ME SSAGH STATUS DATE ENTERED ENTERED B

Other Directive Patient has advance directives. For more information, please contact: FirstHealth of the Carolinas 155 Memorial Drive PO Box 3000
Vaccinations i PINEHURST, NC 28374

Procedures/Results

Documents

To view additional information about an entry on the Allergies and Adverse Reactions list (such as a provider’s
comments), click on the blue ellipsis icon at the left of the row and a pop-up '@' window will appear, as shown
below.
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DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123

ALLERGY DETAILS
Status Active
Allergen Tag
Category Propensity to adverse reactions to drug
Allergen Vancomycin
Nature of Reaction Other (See Comments)
Severity
Onset Date 04/12/2018
Face red
Comments
Last Update: ‘Yvonne Cross CNA | ROANOKE CHOWAN COMM HLTH CTR (RC)
Date & Time: 04/12/2018 , 00:00

Encounters

The Encounters screen displays a list of a patient’s encounters with care providers. The list includes the encounter
start and end dates, the type of encounter, the facility name, the relevant department and/or attending physician
treating the patient (with contact information), the local (treating facility) MRN and encounter number, and
insurance information for each encounter.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Encounters screen is shown below.

"‘téHea_IthCanex Patient Searc Messages (0) Clinician Tools NC*Notify CSRSReport MyAccount Logout Help

DEMO, JANE M

. - A Py
Female - 76 Years (1942-03-20) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 ool
¥ view timeline
Summary ENCOUNTERS
Allergies & Alerts DATE OF ENCOUNTER | TYPE FACILTY DEPARTMENT ATTENDING PHYSICIAN ENCOUNTER NUMBER END OF ENCOUNTER INSURANCE LOC
v 05/01/2018 1359 Outpatient ROANOKE CHOWAN COMM HLTH CTR (RC) RCACHC CHANTHY GUTIERREZ 900888777 05/01/2018 1350 - 890¢
Encoun_ers 04/26/2018 06:09 Qutpatient ROANOKE CHOWAN COMM HLTH CTR (RC) RCACHC CHANTHY GUTIERREZ 317990477 04/26/2018 09:00 . 999¢
[To— 10/25/2017 08.09 Outpatient ROANOKE CHOWAN COMM HLTH CTR (RC) RCACHC CHANTHY GUTIERREZ 111222333 10/25/2017 08:09 - G90¢
10/25/2017 0000 Outpatient AHOSKIE COMPREHENSIVE CARE 1.2.840.114350.1.13.66.2 7.2 686980.59001001  Julian Taylor 318387030 10/25/2017 00:00 - §99¢

Conditions

Procedures/Results
Vaccinations

Documents

Attending physician names appear as blue, underlined hyperlinks and may be clicked to open a windowlet at right
with contact information for the physician, as shown below.
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Julian Taylor
Doctor Specialty Internal Medicine

Aaa Doctor Type

Office Ph No +1-123-456-7890
Mobile Ph No
Pager No

First Contact On
CHANTHY GUTIERREZ
CHANTHY GUTIERREZ
CHANTHY GUTIERREZ

~

Julian Taylor

Note: Attending Physician information is typically only sent to the HIE for emergency and inpatient events for ease
of follow-up by a patient’s care team.

Insurance information, if made available to the HIE, may be accessed by clicking on the blue ellipsis icon. A
windowlet '@' containing insurance plan and account details will appear at right, as shown below.

\R:HelalthCanex Patient Clinician Toc Y CSRSRepori MyAccount Logout Help

DEMO, JANE M
INSURANCE INFORMATION

< HEALTHFUND CODE HEALTHFUND | HEALTHFUND PLAN CARD NUMBER EXPIRES ( OLDER NAME
» view limesne INSURANCE DETAILS

e — ENCOUNTERS | HealthFund Payor Card No
DATE OF ENCOUNTER | TYPE FACILITY HealthFund Plan Cardholder Name
05/01/2018 1358 Outpatient ROANOKE CHOWAN COMM HL
Encouners 0426120180808 Outpatient  ROANOKE CHOWAN COMM HL
10/25/20170809  Outpatient ROANOKE CHOWAN COMM HL
10/25/2017 0000 Outpatiant  AHOSKIE COMPREHENSIVE Cy

Allergies & Alerts
Expires

Medications

Conditions

Procedures/Results

Vaccinations

Medications

The Medications screen lists recent and historical medications prescribed for the patient.

o The Recent Medications list contains the order name, the prescribed dose, and the drug route and start
date, where that information was made available to the HIE, for each medication.

e  The Historical Medications list contains the order name, the prescribed dose, and the drug route and
“ordered on” date, where that information was made available to the HIE, for each medication.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Medications screen is shown below.
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DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123

> view timeline

Summary

Allergies & Alerts

Encounters

Medications

Conditions

Procedures/Results

Vaccinations

Documents

Additional details for each medication prescription—such as order status, ordering clinician or number of refills, if
made available to the HIE—may be accessed by clicking on the blue ellipsis icon. A windowlet containing the

'@' information will appear at right, as shown below.

32

RECENT MEDICATIONS

DETALS ORDER NAME
- Dicyclomine 20 Mg Tablet
- Metoprolol Tartrate 25 Mg Tablet
@ Advair Diskus 250 McG-50 McG/Dose Powder For Inhalation
- Furosemide 20 Mg Tablet

HISTORICAL MEDICATIONS

- Lactose-Reduced Food With Fiber 0.06 Gram-1.5 Kcal/MI Oral Liquid

- Triamcinolone Acetonide 0.025 % Topical Cream

- Ni

rocrystals 100 Mg Capsule

- Potassium Chloride 20 Meq/15 MI Oral Liquid

DEMO, JANE M
< i

» view timetine
Summary
Allergies & Alerts
Encounters
Medications
History

Conditions

Procedures/Results

Vaceinations

Documents

History

NC HealthConnex Clinical Portal User Guide

DETALS

HISTORICAL MEDICATIONS

ORDER NAME
Dicyclomine 20 Mg Tablet

Metoprolol Tarfrale 25 Mg Tablet
Advair Diskus 250 McG-50 McG/Dose Powder For Inhalatior

Furosemide 20 Mg Tablet

RDER NAME

Lactose-Reduced Food With Fibar 0 06 Gram-1.5 Kcal/MI O

Triamcinolone Acetonide 0.025 % Topical Cream

ocrystals 100 Mg Capsule

Potassium Chloride 20 Meqg/15 MI Oral Liquid

DRUG ROUTE

3 Caps/day
1 Caps/day
2 per day
1Cap oral (C38288_t13)

DOSE

3 (can}

2 Apply

1 Caps/day
1 Tbsp

DRUG ROUTE
oral (C38288_113)

topical

START DATE

05/01/2018
05/01/2018
05/01/2018
03/22/2018

ORDERED ON
01/29/2018

10/25/2017
10/25/2017
10/24/2017

Advair Diskus 250 McG-50 McG/Dose Powder For Inhalation

ADVAIR DISKUS 250 MCG-50 MCG/DOSE POWDER FOR

INHALATION

Order Status.

Maximum Quantity

Priority

Ordering Clinician

Authorising Clinician

Number of Refills

Route

In Progress.

Normal

@

Version 3.0

Order Start Date and Time

Order End Date and Time

Maximum Dose
Dose UOM
Frequency
Duration
Comments

Text Instructions
INHALE 1 INHALATION TWICE DAILY

INHALE 1 INHALATION TWICE DAILY

September 2020
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The History screen presents information on a patient’s family, social and medical history. This list includes the type
of information (e.g., “family” may describe a family history of a certain condition, or “social” may describe smoking
status), the description, the onset date, any comments, and the date/time/facility/sender of the update, where
that information was made available to the HIE, for each entry.

Some of these fields may be blank, as data is not always sent/received from the source system.

The History screen is shown below.

+ NC HealthConnex

CSRE Report My Account Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 1 Youe) 3 3
¥ view timeline
Summary FAMILY, SOCIAL AND MEDICAL HISTORY
N DETAILLS TYPE DESCRIPTION ONSET DATE COMMENTS LAST UPDATED
Allergies & Alerts . -
- Social Never smoker 03/27/2018 ROANOKE CHOWAN COMM HLTH CTR (RC)
Encounters - Sex Assigned At Birth (F) 01/26/2018 20:12

Medications

History

Conditions

Procedures/Results

Vaccinations

Documents

Additional details for each history entry—such as the family member who carries the family history of a condition
or the duration of an issue/condition, if made available to the HIE—may be accessed by clicking on the blue ellipsis
icon. A windowlet containing the information will appear at '@' right, as shown below.

e NC
HH ( He,a.lthcqnnex ) Y CSRS Report My Account Logout Help
DEMO, JANE M
. . o L ) PATIENT HISTORY DETAILS
< > Patient History
> view limeline Operation
Summary FAMILY, SOCI. ND MEDICAL HISTORY L] Disease
A” e DETALS TYPE FTION ONSET DATE COMMEN
ergies & Alerts
L #®  Social Never smoker 0312712018 Past History Condilion
Encounters - Sex Assigned At Birth (F) Social History
Medications Habit Never smoker
Quantity
History Family History
Canditions Disease
Procedures/Results Fomily Member
Onsel Date
Vaccinations 22018
Dureion ¥rs Mths Days
Documents
Last Update Hospital ROANOKE CHOWAN COMM HLTH CTRWRC)
Last Update User
Last Update Date
Last Update Time
v
< > < >
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The Conditions screen provides information on a patient’s diagnoses and any present and past ilinesses.

o The Diagnoses list contains patient diagnoses, including the diagnosis type, the description, the code, the
status, the diagnosis date, and the date/time/facility/sender of the update, where that information was
made available to the HIE, for each diagnosis.

e The Present lliness and Past lliness list entries contain the description, the onset date, the end date (if
past illness), the problem, the status, and the date/time/facility/sender of the update, where that
information was made available to the HIE, for each illness.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Conditions screen is shown below.

Patient Search Clinician To

CSRS Report My Account Logout Help

DEMO, JANE M
Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o 2 a Q 3
> view imeline
Summary DIAGNOSES
5 DETAILS DIAGNOSIS TYPE DESCRIPTION ICD CODE STATUS DIAGNOSIS DATE LAST UPDATED
Allergies & Alerts
#  Discharge Rash 271807003  Active ROANOKE CHOWAN COMM HLTH CTR (RC)

Encounters #  Discharge Rash 271807003  Active ROANOKE CHOWAN COMM HLTH CTR (RC)
Meckatons PRESENT ILLNESS
Hlslory DESCRIPTION ONSET DATE END DATE | PROBLEM STATUS  LAST UPDATED

Chronic allergic rhinitis 05/01/2018 Chronic allergic rhinitis  Active  05/01/2018 20.03
Conditions Dyslipidemia 05/01/2018 Dyslipidemia Active  05/01/2018 2049
Procedures/Results Constipation, chronic 03/04/2014 Constipation, chronic Inactive  03/04/2014 21:12

Conjunctivitis 04/23/2013 Conjunctivitis Active 04/23/2013 22:12
Vaccinations Candidal dermatitis 002812012 Candidal dermatitis  Inactive  09/20/2012 02:13
Documents Seborrheic keratosis 09/28/2012 Seborrheic keratosis Inactive  09/29/2012 02:13

PAST ILLNESS

DESCRIPTION ONSET DATE END DATE | PROBLEM STATUS LAST UPDATED

Moniliasis of mouth 08/27/2014  05/01/2018 Moniliasis of mouth  Resolved 08/27/2014 23.03 ROANOKE CHOWAN COMM HLTH CTR (RC)
Insomnia 04/23/2013  05/01/2018 Insomnia Resolved 04/23/2013 22:21 ROANOKE CHOWAN COMM HLTH CTR (RC)
Hyponatremia 04/23/2013  05/01/2018 Hyponatremia Resolved 04/23/2013 22:21 ROANOKE CHOWAN COMM HLTH CTR (RC)
Obesity, unspecified 10/07/2011  03/27/2014  Obesity, unspecified Resolved ROANOKE CHOWAN COMM HLTH CTR (RC)

Additional details for each diagnosis (e.g., notes) may be accessed by clicking on the blue ellipsis icon. A pop-up
window '@' containing the information will appear, as shown below.

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123
DIAGNOSIS DETAILS

Diagnosis Rash
Symptom

Notes

Diagnosis Status Active
Diagnosis Type Discharge
Diagnosis (Desc Only) Rash
Diagnosis (Alternate Desc)

ICD Code 271807003

Last Update Date
Last Update Time
Last Update User
Last Update Hospital ROANOKE CHOWAN COMM HLTH CTR (RC)
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Procedures and Results

The Procedures/Results screen provides information on a patient’s procedures, general lab results and other types
of results and notes.

e The Procedures list contains the procedure, the procedure date, the care provider, the operation code,

and the date/time/facility/sender of the update, where that information was made available to the HIE,
for each procedure.

e The General Lab Results list contains the order item, a link to a cumulative list of results for that order item,

and any individual result(s) (hyperlinked date(s)/time(s) that may be clicked for each full result information
along with the performing location name or acronym) for each lab result.

e The Other Results and Notes list contains information for other types of results (e.g., pathology or
radiology), or related provider notes. This list includes the description, the status, the results (a hyperlink
that may be clicked for full result information), and the results date for each entry.

For quick reference, note that any red text that appears within the Procedures/Results screens and pop-up
windows/windowlets indicates a result or test item that is abnormal or outside of normal range (e.g., a result lower
or higher than the provided reference range).

Some of these fields may be blank, as data is not always sent/received from the source system.

The Procedures/Results screen is shown below.

Hea|thconne>( Patient Search  View Summary Messages (0) Chrcian Tools  NC*Notify
SMITH, JOHN
Male - 89 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 - 0 a 3
> view timeine
Summary PROCEDURES
i
i GENERAL LAB RESULTS
ORDER ITEM CUMULATIVE RESULT 1
05/05/2018
Random GlLucose | 12:14 PHLS IE |
y 05/05/2018
CBC+ AUTOMATED DIFFERENTIAL | oy L] |
Conditions
Procedures/Results
OTHER RESULTS AND NOTES
- = Red text indicates a result or
— #  Angiography Entered Results  05/08/2018 12:45 _—
test item that is abnormal or
CSRS Report

outside of normal range.

General Lab Results may be viewed cumulatively or individually.

To view side-by-side cumulative results for a lab results order item, click the blue “View” hyperlink in the Cumulative
column and a pop-up window will appear, as shown below. This pop-up window will display rows of individual test
items, each of which include a reference range, units of measure, and columns of results from different dates/times,
as noted. A icon represents a Corrected result, and a icon represents a Final result. Hovering over an

individual result will show the result, reference range IE and unit description for quick reference, as shown
below.
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~
SMITH, JOHN
Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 -
LABORATORY RESULTS - CUMULATIVE VIEW
TEST ITEMS REFERENCE RANGE UNITS
ATYPICAL 5 10 12
LYMPHOCYTES Percent E E E E
£BASOPHILS  00-02 = [l | oo [F oot [F oo [Fl
E 01 0.01 0.01 0.01
gosiNopHiLs  00-06 i - [ |ox [ |ox [ |ox [F]
HEMATOCRIT  36.0-46.0 Percent 416 [Fl |45 [F] |48 [Fl |48 [F]
HEMOGLOBIN  12.0-16.0 gidL 136 [ | [F] | 138 [F] |1386 [E]
#LYMPHS 08-35 # 151 F |2 [El_ 1 251 el | 251 [F]
LYMPHOCYTES  20- 44 Percent 21 [Fl |2 ;2: Range: 12.0 - 16.0 kil [F]
erence nge: A= i

MEAN CELL 273 28, 273
HEMOGLOBIN  28-34 Pg e [ Uniits: g/dL [
MEAN CELL 327 327 327 327
HEMOGLOBIN  31-37 g/dL [ 6 [E)
CONG
MEAN CELL 85 84 834 834
VOLUME 80-100 fl [E) € [E) €l
#MONOS 02-09 # 069 [F |oz [F] |os68 [F] | oss [F
MONOCYTES  2-9 Percent 10 [F |13 [Fl |12 [Fl |12 [Fl
MEAN 0 92 9.0 10.1
PLATELET 8-1 UMx1000 o [ o [ o [E o [E
VOLUME
& 3.02 3 3.02 3.02
NEUTROPHILS 18-85 # 302 [F |2 [F |20 [F] |20 [F

N N N NON
MORPHOLOGY %E'Eru:r. [E SPECIEC EI %ﬂnﬂ E SPECIEIN iﬂ "

Additionally, any individual result from the cumulative results window may be viewed in more detail by clicking the
individual result value hyperlink in the desired date/time result column. This will open a new pop-up window, as
shown below.

SMITH, JOHN

Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 -
TEST ITEM DETAILS

Episode Hospital CGH |
Test Item Code HGB ‘
Test Item HEMOGLOBIN |
Value 137 ‘
Reference Range 12.0 - 16.0 ‘

Units gldL ‘

Test Iltem Status Final ‘

Comments
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To view individual results for a lab results order item, click the hyperlinked date(s)/time(s) under the result number
column and a pop-up window will appear, as shown below. This pop-up window will display rows of individual test
items for the result, each of which include a flag (e.g., Normal, Low, High), a lab value, units of measure, a reference
range, a lab value status (Corrected or Final), and any comments, sensitivities, or message flags. As with the
cumulative @ view, a icon represents a Corrected result, and a IE icon represents a Final result.

SMITH, JOHN
Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 - (1] &3
CBC+ AUTOMATED DIFFERENTIAL
Previous Result  Next Result Order Details Cumulative
Order Start Date & Time 05/26/2018 08:00 Result Date & Time 05/26/2018 08:00
Ordering Clinician Farrell, Sam Result Status Corrected
Specimen Blood Placer ID
Specimen Collection Date & Time 05/26/2018 08:00 Last Updated At
Specimen Received Date & Time Age at Time of Test 87 Years
TEST ITEM FLAG VALUE UNITS REFERENCE RANGE TEST ITEM STATUS COMMENTS SENSITMTIES MESSAGE FLAG
WHITE BLOOD CELL COUNT Normal 8.1 10(9)yL 4.0-106 Final
RED BLOOD CELL COUNT © High 6.99 10x12/L 45-59 Final
HEMOGLOBIN Normal 13.6 a/dL 12.0-16.0 Final
HEMATOCRIT Normal 41.6 Percent 36.0-46.0 Final
MEAN CELL VOLUME Normal 85 fiL 80 - 100 Final
MEAN CELL HEMOGLOBIN Normal 27.3 pa 26 -34 Final
MEAN CELL HEMOGLOBIN CONC  Normal 32.7 g/dL 31-37 Final
RED CELL DISTRIB WIDTH Normal 14.1 Percent 11.5-145 Final
PLATELET COUNT - AUTOMATED Normal 237 10(9)L 140 - 440 Final
MEAN PLATELET VOLUME Normal 9.0 UMx1000 8-11 Final
#NEUTROPHILS Normal  3.02 # 18-85 Final
#LYMPHS Normal 1.51 # 08-35 Final
#MONOS Normal 0.69 # 0.2-09 Final
# EOSINOPHILS Normal 0.01 # 0.0-06 Final

Note that each test item is itself a hyperlink that may be clicked to open a pop-up window including additional
notes or other information, as shown below.

SMITH, JOHN

Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 -
TEST ITEM DETAILS

Episode Hospital CGH

Test ltem Code wBcC

Test ltem WHITE BLOOD CFELL COUNT
Value 8.1

Reference Range 40 - 106

Units 10(9)L

Test ltem Status Final

Comments
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From the individual result detail window, blue underlined hyperlinks toward the top allow a user to navigate
between results (Previous Result, Next Result), view Order Details in a new pop-up window (including the ordering
clinician and other information) or switch to the Cumulative view.

~
SMITH, JOHN
Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 - (1] aa
CBC+ AUTOMATED DIFFERENTIAL
| Previous Result  Next Result Order Details Cumulative
Order Start Date & Time 05/26/2018 08:00 Result Date & Time 05/26/2018 08:00
Ordering Clinician Farrell, Sam Result Status Corrected
Specimen Blood Placer ID
Specimen Collection Date & Time 05/26/2018 08:00 Last Updated At
Specimen Received Date & Time Age at Time of Test 87 Years
TEST ITEM VALUE UNITS REFERENCE RANGE TESTITEM STATUS COMMENTS SENSITMTIES MESSAGE FLAG
WHITE BLOOD CELL COUNT Normal 8.1 10(9)yL 40-106 Final
RED BLOOD CELL COUNT High 699 10x12/L 45-59 Final
HEMOGLOBIN Normal 13.6 g/dL 12.0-16.0 Final
HEMATOCRIT Normal 416 Percent  36.0-46.0 Final
MEAN CELL VOLUME Normal 85 iL 80- 100 Final
MEAN CELL HEMOGLOBIN Normal 27.3 pg 26-34 Final
MEAN CELL HEMOGLOBIN CONC  Normal 32.7 g/dL 31-37 Final
RED CELL DISTRIB WIDTH Normal 141 Percent  115-145 Final
PLATELET COUNT - AUTOMATED Normal 237 10(9)L 140 - 440 Final
MEAN PLATELET VOLUME Normal 9.0 UMx1000 8-11 Final
# NEUTROPHILS Normal 3.02 # 18-85 Final
# LYMPHS Normal  1.51 # 08-35 Final
#MONOS Normal 0.69 # 02-09 Final
# EOSINOPHILS Normal 0.01 # 0.0-06 Final
#RAQSNDHI © Marmal N N4 - nn na Cinal

The Order Details pop-up screen may contain additional detail about the order where provided—such as order
status, comments, or text instructions—as shown below.

SMITH, JOHN

Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 -
CBC+ AUTOMATED DIFFERENTIAL — Blood

CBC+ AUTOMATED DIFFERENTIAL Order Start Date and Time 0526/2018 08:00
Placer ID HOS9003 Collection Date and Time 0572612018 08.00
§ Received Date and Time
Filler ID HOS9003
Frequency
Order Status Executed Duration
Quantity = Comments
Priority Normal
Ordering Clinician Sam Farrell

Authorising Clinician

Specimen

Text Instructions

Last Updated By

Last Updated At CGH
Last Update Date 05/26/2018
Last Update Time 08:00
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In the Other Results and Notes table, below General Lab Results, additional details for each entry in the table (e.g.,
ordering clinician, notes, etc.) may be accessed by clicking on the blue ellipsis icon in that row within the Details
column or the '@' “Results” blue hyperlink in that row within the Results column. A windowlet at right or a pop-
up screen containing the information will appear, as shown below.

CSRS Report My Account Logout Help

SMITH, JOHN : SMITH, JOHN

o . ot TTrooT o s Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 -

< >

Summary PROCEDURES ~ [ANGIOGRAPHY

PROCEDURE PROCEDURE DATE | CARE PROVIDER PROCEDURE Cf Order Delails

Allergles & Alerts Specimen Collaction Date & Time 05/08/2018 12°45 Date Creatod
GENERAL LAB RESULTS (Ordering Clinician Walkar, James Result Status Entared
Encounters Filler N MRA23
ORDER [TEM CUMULATIVE  RESULT 1 Wor Numbor
= . Last Updated At
Medications CBC+ AUTOMATED DIFFERENTIAL  ViBw 95/26/201: Age at Time of Test 87 Yoars

D01 Magnetic resonance angiography, lower extremity, with or without contrast material (s)

SURGICAL SWAB

No abnormalities

Random GLucose

BEE

OTHER RESULTS AND NOTES

DETAN S DESCRIPTION STATUS
Angiography  Enlered Re

Vaccinations

The Vaccinations screen provides information on a patient’s documented vaccinations, including the order name,
dose, drug route and start date.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Vaccinations screen is shown below.

CSRS Report My Account Logout Help
DEMO, JANE M
Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o A 3 3
> view timeline
Summary VACCINATIONS
: ORDER NAME DOSE DRUGROUTE START DATE
Allergies & Alerts
INFLUENZA INJECTABLE QUADRIVALENT, PRESERVATIVE FREE 0.5mL Intramuscular 01/26/2018
Encounters - INFLUENZA INJECTABLE QUADRIVALENT, PRESERVATIVE FREE 0.5mL  Intramuscular  11/23/2016
= PNEUMOCOCCAL CONJUGATE PCV 13 05mL Intramuscular 01/21/2016
Medications
INFLUENZA, SEASONAL, INJECTABLE 0.5mL Intramuscular 11/04/2014
INFLUENZA, SEASONAL, INJECTABLE, PRESERVATIVE FREE Intramuscular  09/24/2013
INFLUENZA, SEASONAL, INJECTABLE Intramuscular  10/20/2011

Conditions

Procedures/Results

Vaccinations

Documents

Additional details for each vaccination (e.g., ordering clinician or any comments or instructions) may be accessed
by clicking on the blue ellipsis icon next to an entry. A windowlet containing the '@' information will appear
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~ ~
DEMO, JANE M DEMO, JANE M
v
< ﬂ rmrmmmron mrrmmm om0y Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123
> view tmeline
Summary ~
INFLUENZA, INJECTABLE,QUADRIVALENT,PRESERVATIVE FREE
Allergies & Alerts e —
Order Start Date and Time
Encounters ' INFLUENZA INJECTABLE QUADRIVALENT,PRESERVATIV ::IRFELéIENZA,INJECTABLE,QUADRIVALEN'I’,PRESER\M‘I’IVE
T PNEUMOCOCCAL CONJUGATE PCV 13 Order End Date and Time
INFLUENZA, SEASONAL, INJECTABLE
INFLUENZA, SEASONAL, INJECTABLE, PRESERVATIVE | o0 coon o Inaciive Maximum Dose
Conditions INFLUENZA, SEASONAL, INJECTABLE Dose Unit of Measure
Frequency
Procedures/Results Maximum Quantity &
Duration
Vaccinations Comments
Documents Priarity Normal
Ordering Clinician
Authorizing Clinician Text Instructions.
Number of Refills
- v
< > < >

Note: Though NC HealthConnex shares information with the NC Immunization Registry, all vaccinations currently presented in
the Clinical Portal are as received from local EHR systems only.

Documents

The Documents screen allows a user to view information on any documents received by the HIE, including a
hyperlink that may be clicked to view document details or the full document itself (depending on the document
type), the clinician, the document type, the activity date, and the date/time/facility/sender of the document, where
that information was made available to the HIE.

Some of these fields may be blank, as data is not always sent/received from the source system.

The Documents screen is shown below.
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\(, Healthconnex atien rch M 0 Clinician Tools  NC ¥ CSRS My Account Logout Help
SMITH, JOHN
Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 - o 3 Q
> view timeline
Summary DOCUMENTS
DETAILS DOCUMENT CLINICIAN DOC TYPE ACTIVITY DATE FACILITY
Allergies & Alerts
- Admitted with unstable sugar | Sam Farrell Progress note  05/24/2018 13:00 Charlotte General
Encounters ® Patient complaining of pain in John James Progress note  05/17/2018 09:45 Hickory Central

Medications @  Patient seems vague complainin Henry Winterbottom  Progress note  05/08/2018 09:07  Hickory Central

Documents

Additional E details for each document (e.g., notes) may be accessed by clicking on the blue ellipsis icon
1 |
next to the — document name. A new pop-up window or a windowlet at right (depending on the
document type) will appear containing the information, as shown below.
SMITH, JOHN
Male - 88 Years (1930-10-19) -1 Memorial Drive, Cambridge, MA 02142 - 24
DOCUMENTS AND NOTES
Clinician Sam Farrell
Doc Type Progress note
Document
External Id
Status Avalilable for patient care

Admitted with unstable sugar levels. For review/observation for next few days

Notes

Admmed with unstable sugar levels. For review/observation for next few days

Activity Date 05/24/2018 ,[13:00
Transcription Date
Authorisation Date '
Last Updated 09/20/2018 ,109:30 ,|CGH

Patient Information from Outside NC HealthConnex
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NC HealthConnex is a proud member of the nationwide eHealth Exchange network. Active in all 50 states, the
eHealth Exchange is the largest query-based, health information network in the country. It is the principal network
that connects federal agencies and non-federal organizations, allowing them to work together to improve patient
care and public health.

Through eHealth Exchange, NC HealthConnex automatically queries external systems like our connected border-
state statewide HIEs (in Virginia, Tennessee, Georgia and South Carolina) and the nationwide Veterans Health
Information Exchange (VHIE) and Department of Defense (DoD) for available patient records when a patient is
searched in the Clinical Portal. Any results from these and other connected systems through eHealth Exchange will
be returned and stored as documents in the Documents tab, and identifiable as such by viewing the facility
information (displayed within a row in the Facility column, or by clicking on the blue ellipsis icon for more details).
When searching a patient, a user may see a temporary message appear in the upper S right-hand corner of the
screen noting that the system is “awaiting information from” external systems.

Note: If a record for a patient doesn’t already exist in NC HealthConnex, a search for that patient through our
eHealth Exchange partners will not be successful. A patient must have at least one prior record contributed by a
NC HealthConnex participating organization to return and display external information in the patient record.

CSRS (Controlled Substance Reporting System) Report

The CSRS button allows NC HealthConnex clinical portal users to access CSRS reports within the clinical viewer. This
feature helps providers meet the STOP Act Requirement.

User clicks the CSRS Report tab and is presented with one of the following screens:

a. Access Granted:
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CSRS Report My Account Logout Help

CSRS REPORT

(N certify that | have been approved by the State of NC to access information in
the controlled substance database. | certify that the patient on whom [ am
requesting information is a current or prospective patient of mine. | understand
inappropriate access or disclosure of this information is a violation of state law
and may result in civil penalties, disciplinary action by rmy licensing board and/or
revocation of database access privileges.

C5RS Report

Click button above to fetch report

CSRS Report

b. Access Denied:

f CSRSReport MyAccount Logout Help

B CSRS REPORT
;- NC HealthConney

Powering Health Care Outcomes

You are not authorized to access the Controlled Substance Reporting Systemn
(CERS) through M HealthConnex. Please click here for more information and
instructions an haw to request access.

CSRS Report

1. Toinitiate the process of retrieving a CSRS Report the user must:

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020



- NCHealthConnex "

*.%0e o * Powering Health Care Outcomes

a. First confirm that they want to access the CSRS Report. This is done by checking the consent box, which will
enable the CSRS Report button.
b. User will then need to click the CSRS Report button to fetch the report for this patient.

NCHealthConnex tSearch M Clinician Toals -

SRS Report My Account Logoul Help

¥ view timeling

Summary

CSRS REPORT

N certify that | have been approved by the State of MC to access information in
the controlled substance database. | certify that the patient onwhom | am
reguesting information is a current ar prospective patient of mine. | understand
inappropriate access or disclosure of this information is a violation of state law
and may result in civil penalties, disciplinary action by my licensing board andfor
revocation of database access privileges.

CH5RS Report

Click button above to fetch report

CSRS Report

c. If the CSRS Report search returns an error, it will display within the CSRS REPORT window. (See Appendix A
for a list of errors)
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:."___.:"; \_(;He_‘a,l‘th_co,nnex ch M ¥ CSRSReport My Account Logout Help

¥ view timeline

CSRS REPORT

® certify that | have been approved by the State of NC to access information in
the controlled substance database. | certify that the patient anwharm | am
requesting infarmation is a current or prospective patient of mine. | understand
inapprapriate access or disclosure of this infarmation is a violation of state law
and may result in civil penalties, disciplinary action by my licensing board andfaor
revacation of database access privileges.

CSRS Report

Error encountered searching for patient:
Patient response not found. Please try again later

CSRS Report

d. If the CSRS Report request prefetch was successful, retrieval of the CSRS Report will be initiated.

e. Ifreport retrieval returned an error in the response, it will display within the CSRS REPORT window. (See
Appendix B)
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f.  If report retrieval was successful:

\( Hga'lthCanex

S Report My Account Logout Help

¥ view timeline

CSRS REPORT

¥ | certify that | have heen approved by the State of NC to access information in
the controlled substance database. | cerify that the patient on whorm | am
requesting information is a current ar prospective patient of mine. | understand
inappropriate access ar disclosure of this information is a vialation of state law
and may result in civil penalties, disciplinary action by my licensing board andfor
revocation of database access privileges.

C5RS Report

Report found and opened in new window

Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by
state Prescription Monitoring Programs. You agree that you are solely responsible
for the medical decisions made using this information and agree to indemnify and
hold harmless, the providers of this service and the information for all claims
CSRS R rt based on your use thereof. If you believe the information is incomplete, please log
epo into the state prescription monitoring program website to verify.

i. A message will display within the CSRS REPORT window stating: “Report found and opened in new
window”.

ii. The disclaimer information from CSRS will be displayed:
Disclaimer: PMP Gateway, NARXCHECK, and NarxCare rely upon data provided by state Prescription
Monitoring Programs. You agree that you are solely responsible for the medical decisions made
using this information and agree to indemnify and hold harmless, the providers of this service and
the information for all claims based on your use thereof. If you believe the information is
incomplete, please log into the state prescription monitoring program website to verify.
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2. A new window will launch displaying the CSRS Report:
(] NARxCare - Google Chrome — [o =T
@ Secure | https://gateway-ssl-prep.pmp.appriss.com/vS_1/report_link/3ef17710-a180-447a-944d-0e6860f814 244/

No prescription data is available from your state PMP for this patient.

& Jane Demo, 78

Narx Report Resources

w0 #NarkCare”

Date 07/16/2020
Status of States Queried  ‘iew Details

© Jane Demo

@ Risk Indicators

NARX SCORES OVERDOSE RISK SCORE

000

(Range 000-299)

Narcotic Sedative Stimulant

000 000 000

Explanation and Guidance

h criteria supplied and the data entered by the dispensing pharmar
and reports are intended to aid, not replace, medical de
The information on this

@ Graphs

ited as accurate or cc

Explanation and Guidance

For more information about any prescripti
3| e Of the informaton pres

Download PDF

ADDITIONAL RISK INDICATORS (0)

Explanation and Guidance

please contact the dispensing
ted should be used as sole justification for

RX GRAPH()

Marcotic Buprenorphine Sedative Stimulant

Other

If there is an error with the Report Link an error message will be displayed in the new window. (See
Appendix C)

To download the PDF report, click, “Download PDF” in the top right-hand corner. The download
toolbar with document will display at the bottom of webpage.

3. Ifauser closes the popup window, they may view the report again using the CSRS Report button. This will create a

subsequent Report Request to CSRS.

Note:

Account Administrators can request access for users at their organization.

Timeline View

Additional enrollment steps are required to access CSRS reports within the clinical viewer. Participant

The Timeline View gives a Clinical Portal user an overall perspective of a patient's episodic, chronological medical

history using a visual representation of encounters and documents available for that patient over time. It also allows

a user to filter the patient information shown in the various clinical tabs below by time period or by specific

encounter.

To access Timeline View:

NC HealthConnex Clinical Portal User Guide

1. Search for and select a patient record (see instructions in the Patient Search section of this user guide) or
select a patient from Recent Patients or another list in Clinician Tools.

2. Once the patient record is open, click the blue underlined view timeline hyperlink in the upper left of the
screen, below the patient’s demographic information and above the clinical information navigation tabs,
as shown below.
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DEMO, JANEM

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123

3. Thetimeline will appear as a gray bar where the view timeline hyperlink was. The gray bar will show dates
at either end, indicating the earliest and latest information received for that patient. Above the gray bar,
each thin navy blue line indicates a patient encounter where information is available for the corresponding
time period. Each thin navy blue line has thin gold lines above and below it if the encounter is
selected/included in the information displaying below; each thin navy blue line has thin lines

above and below it if the encounter is deselected/excluded from the information displaying below. At the

right of the timeline, under the Quick Reference/Alert Icons, a timeline menu of three hyperlinks allows a
user to include all encounters, deselect all encounters, or filter and isolate information from a specified
time period and/or by encounter type. The timeline bar is shown below.

v, &t ‘;jHea.IthCO.nneX Patient Search Mes (0) NC Ty CSRSReport My Account Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o .’: g 3 3
- Select All
E B B B B N N N N N s . Dy
10/25/2017 04/25/2018 Préferences
Week 1 Week 27

For quick reference, hovering
over a navy blue encounter line
will display an encounter
number, admission date(s),
episode type and department.

Filtering Patient Information by Time Period, Encounter Type or Episode

A user will find Timeline View most helpful when s/he is looking to filter patient information by time period,
encounter type(s) or specific episode(s). A user may filter patient information in the patient Summary and other
clinical information tabs in these ways:

e Use the timeline menu hyperlinks to the right of the gray timeline bar to:

e Select All: clicking this hyperlink will include all of a patient’s encounters in the information displaying
in the patient Summary below, and throughout the views as a user navigates the clinical information
tabs at left.
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l‘v_(‘HealthCaneX Patient Search Messages (0) Clinician Tools NC*Nofify CSRS Report My Account

Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 o _NA&Q
- = —
I 5 5 e e e __ﬁi',?;‘eﬁ,”m.
101252017 04/25/2018 Preferences
Week 1 Week 27

o Deselect All: clicking this hyperlink will exclude all of a patient’s encounters in the information
displaying in the patient Summary below, and throughout the views as a user navigates the clinical
information tabs at left. This is useful when a user wants to isolate a particular encounter by first
deselecting all encounters, and then clicking individual encounter bars over the gray timeline bar as
desired.

o ( ‘ HealthConnex Patient Search Messages (0) Clinician Tools NC*Notify CSRS Report My Account

Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123 oorann
- == ]
I 5 5 5 O O O O e o Selecl AL
10/25/2017 04/25/2018
Week 1 Week 27

e Adjust Preferences: clicking the Preferences hyperlink will open a pop-up window with settings to allow
a user to further customize the Timeline View by time period and encounter type(s) (to select multiple
encounter types, click and hold the Control (“ctrl”) key while selecting the encounter types to include),
as shown below. Note that a user may also un-check the “Enable Small Timeline” box to see slightly
larger encounter bars, for easier clicking.

-—an
@ HealthShare - Mozilla Firefox - O X—I
G5 @ https://ncqdemohs.on 0% e+ @ ¢ =
4Time Line Preferences
Date From 01/01/2018
J)pate To 12/31/2018 | ]
Range setting
—Date/Time Siot F
Y|
Episode Type
3l Outpatient
Enable Small Timeline
Prq
Prq
Prq
Prg

o When view timeline is clicked, all encounters for which the patient has had information sent to NC
HealthConnex appear by default. A patient typically has multiple encounters displayed on the timeline.
Information from specific episodes can be hidden or re-displayed in the below patient Summary screen
and other screens accessible by the tabs at left by clicking on the episode (the thin navy blue line) in the
timeline to deselect or select it.
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- \(ﬂ Hea|thC0nneX Patient Search Clinician

View Summary

Messages (3)

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 27565 - +1 (555) 1331123

N T 5 N

10/25/2017 04/25. [% 3
Week:1 Week:27
REPORTS

The NC HealthConnex Clinical Portal provides two types of patient summary reports (Regular or Expanded) in three
different formats (CCD, HTML or PDF) for viewing, printing and sharing. Once a patient record has been opened,
these can be accessed from the patient Summary screen (or any of its sub-screens accessible by clicking the tabs
at left) using the View Summary link in Patient View Menu bar at the top right of the screen, as shown below.

\ 'C Healthconnex Patient Search = View Summary  Message: Clinician Tools

ify CSRS Report My Account

Logout Help

Once a user clicks View Summary, s/he will initially land on the default Patient Summary Report screen, as shown
below. The data in this report will likely be too large to fit on the screen at one time; the browser scroll bar, page-
down (“pg dn”), and page-up (“pg up”) keys will allow the user to navigate the report and view all data.

~
Patient Summary Report for JANE DEMO, F 1942-03-29
Patient Demographics
Date Of Birth Gender Identification Number Address
123 UNKNOWN LN
JANE DEMO 1942-03-29 F MRN: 999876 +1 (555) 1331123 RALEIGH NC 27565
Allergies Medications
. Last Date Medication Strength Duration Source
Onset Inactive
Allergen Category Updated
Date Date At Advair Diskus 250 McG-50
2018-05-01 | McG/Dose Powder For In process 2 per day
Propensity to Inhalation
adverse
2018-04-12 Vancomycin . RC M
reactions to 05 etoprolol Tartrate 25 Mg 1
drug 2018-05-01 Tablet In process Capsiday
. " 3
. Propensity to 2018-05-01 | Dicyclomine 20 Mg Tablet In process
20130924 gﬁ[;i',':’”'”“" adverse RC Caps/day
reactions 2018-03-22 | Furosemide 20 Mg Tablet Inprocess | 1 Cap
Propensity to .
. Lactose-Reduced Food With
2013-00-24 Warfarin adverse RC 2018-01-29 | Fiber 0.06 Gram-1.5 KcalMl | Inactive 3fcan) | 93 days
reactions P
| Oral Liquid
Propensity to " .
. Nitrofurantoin
2011-05-10 Lisinoprl ndvst_rsa RG 2017-10-25 | Monohydrate/Macrocrystals Inactive 1Ca sida ;295
reactions 100 Mg Capsule P Y Y
Sulfa Propensity to
2011-05-10 (Sulfonamide adverse RC [ A ccioetac A nnr ann EOﬂhﬂ?KE e

To navigate back to the view-only patient record, click the Back to Viewer hyperlink at the top left of the screen, as

shown below.

NC HealthConnex Clinical Portal User Guide

Version 3.0

September 2020



:;.- - NC HealthConnex !

' -o o & Powering Health Care Outcomes

| RSO SR TR Patient Summary (HTML) ~ Patient Summary Report ~ l Send... I

Patient Summary Report for JANE DEMO, F 1942-03-29

Report Types

There are two types of patient summary reports available for viewing, printing and sharing. These reports and their
contents are as follow:

e Patient Summary Report: the default report upon clicking View Summary, this report shows patient
demographics, allergies, medications, encounters, diagnoses and laboratory results.

e Patient Summary Report (Expanded): this report shows more information, including patient
demographics, allergies, alerts, advance directives, patient-clinician relationships, program memberships,
encounters, appointments, diagnoses, medications, immunizations, laboratory results, radiology results,
observations, procedures, physical exams, problems, history, documents, and sections for additional
information about people and organizations related to the patient.

A user may select the preferred type of report from the Report drop-down menu at the top of the screen, as shown
below.

=S GRENE SR YEREES Patient Summary (HTML)

Patient Summary Report for JANE DE

HEhLe Patient Summary Report

Patient Summary Report

Patient Demographics

Report Formats

There are three report format options available to users: Consolidated CDA CCD, Patient Summary (HTML), and
Patient Summary (PDF). A user may select the preferred format from the View As drop-down menu at the top of
the screen, as shown below.

Patient Summary (HTML) | ~
Consolidated CDA CCD

Patient SummaEiE =it AG IS

Patient Summary (PDF)
Patient Demographics

Back to Viewer View As:

HEsLge Patient Summary Report v l Send... I

DEMO, F 1942-03-29

Sharing a Report

A key feature of the NC HealthConnex Clinical Portal is the ability for users to proactively share patient information
with other members of a patient’s care team. To share a patient report with another health care provider with a

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020



{7 NC HealthConnex »

'._"o.: & Powering Health Care Outcomes

Direct Secure Messaging mailbox:

1. Select the desired report type and format, per the instructions in the Report Types and Report Formats
sections of this user guide, above. Then, click the Send button at the top of the screen, as shown below.

RSO ENEEEIRLES Patient Summary (HTML) Patient Summary Report (Expanded)

2. A pop-up window will appear confirming the user wishes to share the patient information with another
party. Click Ok to continue.

You are about to share Patient information as HTML. Click OK to continue.

3. A new message pop-up window will appear. Fill in all applicable fields, and filter the report as desired, per
the Messaging section of this user guide. Then click Send at the bottom left, as shown below.

|

Delivery Policy: [DSM Direct Delivery =)

SV Send: HTML: Patient Summary Report (Expanded)

Encounter: |[All] 5

Summary Options

Subject: |HIE Full History for Jane Demo

Note: Dr. Demo One),
Find attached Jane Demo's patient record for reference during your upcoming appointment.
Thank you,

Dr. Demo Two

Attachments:

Downloading or Printing a Report

The patient summary reports described in the previous few pages are available for a Clinical Portal user to download

NC HealthConnex Clinical Portal User Guide Version 3.0 September 2020



4 NC HealthConnex N

u..' s Powering Health Care Outcomes

or print for use during a patient encounter or addition to a local patient record.

To download or print a patient report, Patient Summary (PDF) is the recommended format option. Once the report
type (Regular or Expanded) is selected per the Report Types section of this user guide, use the “print” and
“download” icons at the top right of the screen to take each action, as shown below.

=R GG ENEERVENEIEE Patient Summary (PDF)  ~ BRGEGG Patient Summary Report

I} jo : = 4+  Automatic Zoom

Patient Summary Repeort for JANE DEMO, F 1942-03-29

Patient Demographies

Date Of Birth Identification Number Addren
JANE DEMO 1942-03-28 F MEN: 989874 +1 (555) 1331123 123 UNENOWN LN
RALEIGH NC 27565
Allergies Medications
Onset Date Inactive Date Allergen Category Last Updated At Medication 2 Source

2018-04-12 Vancomycm Propenzity 10 RC 2018-05-01 Advair In process 2perday
adverse reactions Diskus 250

Protecting Patient Health Information

Care must be taken to keep Protected Health Information (PHI) safe. Information downloaded to local systems or
printed for office use may be accessed by unauthorized persons if care is not taken. This may happen if:

e Thesystemis leftin an insecure state; for example, a user leaves their computer unattended while logged
into the Clinical Portal with a patient record or report open.

e A patient summary report is downloaded to a local system or printed for office use, and not properly
encrypted, stored or filed to prevent unauthorized access by others.

To ensure PHI is not accessed by an unauthorized user:

e Always log out of the Clinical Portal at the end of your session. To do so, select the Logout button in the
menu bar at the top of the screen. This action closes all open windows, message drafts and attachments
automatically.

e Always check that all windows and tabs are closed before stepping away from your computer, as
attachments or drafts may be open in separate windows in your browser.

e Follow all security guidelines recommended by your system administrator.

Please download and print patient reports with caution and remember it is your responsibility to safeguard patient
data per the Health Insurance Portability and Accountability Act (HIPAA) and your contract with the NC Health
Information Exchange Authority (NC HIEA).

CSRS (CONTROLLED SUBSTANCE REPORTING SYSTEM) REPORT
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The CSRS menu button allows NC HealthConnex clinical portal users to access CSRS reports within the clinical
viewer. Portal users will be able to access reports for patients that do not have a clinical record in the HIE as well
as those that have opted out. The menu button can be used without being in a patient record. This feature helps
providers meet the STOP Act Requirement

Accessing Patients Without A Clinical Record

Note: Patients who have opted out of the HIE cannot opt out of CSRS pursuant to state law and can be search through
this method.

There may be instances in which a provider is searching for a patient that may not have clinical records stored in the HIE.
In this situation, a portal user may still access the CSRS report for that patient by using the steps below

1. A portal user with a CSRS role selects the CSRS Report tab in the top menu.

NC v’Hea‘I’t‘hConnex

1

Recent Patient Searches
Last, First Sex 008

DEMO,JANE M F 1942-03-29

ti e I
- |
|
e ——

MM-DD-YYYY

Search

2. Useris presented with one of the following screens:
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a. Access Granted:

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone #.

NCHealthConnex

“Last Name “First Name Middle Name

*DOB (MM-DD-YYYY)

Sex
Male Female Other
Address Line 1 Address Line 2
City state Zip Code (5-digit)

]

*Phone # (no spaces, dashes or special characters)

Click SEARCH to find a patient.

b. Access Denied:

e e

You are ot authorized to access the Controlied Substance Reporting System (CSRS) through NC HeathConnex:. Please ciick here for
more information and instructions on how to request access.

Back to Patient Search

3. User fills out the form, entering at least the following (minimum required fields):

a. Last Name

b. First Name

c. Date of Birth

d. Zip Code or Phone #

4. User clicks on the Search button.

a. If minimum required fields are not populated, the user will receive an error message. (See Appendix D).
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5. The CSRS screen will display a message “Searching for patient...”

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone #.

C vHea\I\t\thnnex

*Last Name *First Name Middle Name
demo jane

*DOB (MM-DD-YYYY)
05-11-2020 5‘4

Sex
Male Female Other

Address Line 1 Address Line 2
city state *Zip Code (5-digit)
v 12345

*Phone # (no spaces, dashes or special characters)

Searching for Patient

6. Once the patient search has completed, the response will be returned to the CSRS screen.
a. Ifanerroris returned the Error Message will be displayed. (See Appendix A)

7. Once a patient has been found, the user can initiate the process of retrieving the CSRS report by:
a. First confirming that they want to access the report from the CSRS. This is done by checking the consent box,
which will enable the CSRS Report button.
b. User will then need to click the CSRS Report button.

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone ¥,

¢ HealthConnex

*Last Name *First Name Middie Name
gemo | fane I J

*DOB (MM-DD-YYYY)
05-11-2020 5\

Sex
Male “'Female '“Other

Address Line 1 Address Line 2

| Il J
City State "Zip Code (5-digit)
| I v [12345

“Phone # (no spaces, dashes or special characters)

Reset

Patient Found...
No prescription data is available from your state PMP for this patient.

) | certify that | have been approved by the State of NC to access information in the contralled substance database | certify that the patient on whom | am requesting information

is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing board andfor revocation of database access privileges

CSRS Report

Disclaimer, PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by state Prescription Monitaring Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information for all claims based on your use
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8. The CSRS screen will display “Fetching Report...”

IC _HeallthC_onnex

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone 2.

“Last Name “First Name Middle Name
deme Jane

*DOB (MM-DD-YYYY)
05-11-2020 5.

Sex
Male Female Other

Address Line 1 Address Line 2
city State "Zip Code (5-digit)
v 12345

*Phone # (no spaces, dashes or special characters)

Patient Found
No prescription data is available from your state PMP for this patient.

[ | certify that | have been approved by the State of NC to access information in the controlled substance database. | certify that the patient on whom | am requesting information
is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a wiolation of state law and may result in civil penalties,
disciplinary action by my licensing board andfor revocation of database access privileges

CSRS Report

Disclaimer. PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by state Prescription Monitoring Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this service and the information far all claims based on your use

9. Ifreport retrieval returned an error in the response, it will display within the CSRS screen. (See Appendix B)
10. If report retrieval was successful:
a. A message will display within the CSRS Report window stating: “Report found and opened in new window”.
Note: Pop-up blocker must be disabled.

CSRS Patient Search

*Note: Minimum search criteria is Last Name, First Name, DOB, and Zip Code OR Phone .

IC HealthConnex

*Last Name *First Name Middle Name
|demo Jane |

*DOB (MM-DD-YYYY)

Sex
Male Female Other

Address Line 1 Address Line 2
|

oty state *ZiD Code (5-digit)
[ v (12345

*Phone # (no spaces, dashes or special characters)

Report found and opened in new window.

¥ | certify that | have been approved by the State of NC to access informatian in the controlled substance database. | certify that the patient on whom | am requesting information
is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in civil penalties,
disciplinary action by my licensing board and/or revocation of database access privileges

CSRS Report

Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by state Prescription Monitoring Programs. You agree that you are solely responsible for the
medical decisions made using this information and agree to indemnify and hold harmless, the providers of this serice and the information for all claims based on your use

b. The disclaimer information from the CSRS will be displayed:
Disclaimer: PMP Gateway, NARxCHECK, and NarxCare rely upon data provided by state Prescription
Monitoring Programs. You agree that you are solely responsible for the medical decisions made using this
information and agree to indemnify and hold harmless, the providers of this service and the information for
all claims based on your use thereof. If you believe the information is incomplete, please log into the state
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prescription monitoring program website to verify.

C. A new window will launch displaying the CSRS Report:

58

B NARxCare - Google Chrome

@ Secure | https//gateway-ssl-prep.pmp.appriss.oom/v:

Mo prescription data is available from your state PMP for this patient.
& Jane Demo, 78

Narx Report Resources

# NarkCare”

Date: 07/16/202C

Status of States Queried  View Details
. Jane Demo

@ Risk Indicators

earch criteria supy

Care scores and re

@ Graphs

ADDITIONAL RISK INDICATORS (0)

NARX SCORES OVERDOSE RISK SCORE
Narcotic  Sedative  Stimulant 000
000 000 000 Renge 000959
Explanation znd Guidance Explanation and Guidance

ered by the dispensing pharmacy. For more infor

s are intended to aid, not replace, medical decision making. None of the presented should be used as sole justificabon fo

Sedative Stimulant Other

RX GRAPH(D) Narcatic Buprenarghine

Dowinload PDF

Explanation and Guidance

scription, please contact the dispensir

d. Ifthereis an error with the Report Link an error message will be displayed in the new window. (See

Appendix C)

e. Todownload the PDF report, click, “Download PDF” in the top right-hand corner. The download toolbar with

document will display at the bottom of webpage.

11. If a user closes the popup window, they may view the report again using the CSRS Document button. This will create

a subsequent Report Request to CSRS.

Note: Additional enrollment steps are required to access CSRS reports within the clinical viewer. Participant

Account Administrators can request access for users at their organization.

NC*NOTIFY

Within the NC HealthConnex portal users will have access to the NC*Notify event notification and care coordination
tool if they have subscribed to this service. This tool will provide participants with a dashboard-like view of patient

activity through event notifications.

A portal user that has a NC*Notify role selects the NC*Notify tab in the top menu. The user is presented with one of the

following screens:

a. Ifyou have been granted access to NC*Notify notifications via the clinical portal, the screen below will appear:
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Clinician Tools

ALDACICUS :-I-’_-I"--'- .
L' Mot stanied O Inprogess Conpiesd &

f Ernie FAKEEGRHZXSESFAKE Al-833007449
Hathcanons count 752 !
s el 5027 ST
DEMOGRAPHICS e
# ERMIE FAKEEGRAZXSESFAKE (A1 o/oe WRK: ALII007H0 Home Phene: £10708-142
a T Date of Birm: 12202211 ol Phase:
] T 1417 Genles: M Wiork Phone: 916303 8215
& £F Fagiatn Address 1: 54 Express H Pitraty Caee rowider: Exie Chist
" CHEST PAIN Trateien! ool schare atact, nspectied Ciy: Batiorn g
St WD Practve: Practeel
# THEOBALD FAKEKDHSUFRNBFAKE (AL561502925) olae T 224
a Hospisal 1 e
B et WOST RECEMT EVEN e
&
L Event Date: (6212020 0417 g Death dicator 1
Admit Date: QL0000 1200 3 Hospilsl Service: Infem Med
§ KATHERYN FAKESWLMUPLOVFAKE [A1502286355) ol 0w Discharge Date: Patent Complant: CHEET N
Puin f Care: Hespial 1 Disgrusis Desziiplion: Tra ischemic atlack, unsgechied
a Hospal] At Searces Coutny sabicamet Disgrusis Code: G459
o a0 417 Putian Cless: Enorgency Dischargs Disposition:
L) M - o o . -
[ INFECTED TOES Unsmadnses on dset Event Type: Registinion Discharge: To Location
ADDITIONAL INF
# EWARD FAKEERFORHPWXFAKE (A S92097722) S0 COTIORAL NG L]
a Hospral1 Wetnber of ER Visis: Wumber of P Visits: §
o VB0 0417 M
& ER FieghiTaton
[ PAEGHANT WITH SPOTTING Unspecried ractrs of the lower and of lft raciz, subssquent ancountar EVENT HISTORY &
Tor clzead Pactura wih rautine healing
Nz Frior Evems.
§ MANDA FAKEMKKRIFVTMFAKE [A-E34260834) o/0/e
SaTus LG
3 -~ STATUSLOG &
] V522020 41T
& EA Regkiraton K260 150 PN __ 1536003 1ATARA GG com S5t e 1ot eann 1 In prograss

b. If you are not a NC*Notify subscriber, the screen below will appear with directions on how to enroll and
an overview of the NC*Notify service:

NCaNotify

Event Notifications Powered by

NC HealthConney

You havo not boen granted access 10 NC*Notfy If you would Mo access, ploase contact your
particpant account adminstrator if you are T participant account adminsirator. please cick hore to find
out how it works and how 10 enroll

If you have been granted access to NC*Notify notifications via the clinical portal, the screen below will appear. The screenshot
shown provides a brief overview of each section.
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1 Conduct a Search

2 ApplyaFilter

3 ViewList of Notifications

% Download the Notifications Summary

5 MarkWork-Flow History i e R 00
6  Accessthe Full Notifications —— =— = | oo -
7  View Statuslog ¢ s
‘ 26
ot °
8  View Prior Events s . ————— /7\
U/

Learn More About Each Feature

Y Conduct a Search

A user can use the search box to filter results by patient name or MRN (Patient ID). The Patient ID or MRN is pulled from the
patient panel submitted by the Participant. If a user prefers to search for the MRN of the source facility (i.e., where the event
took place), he/she can use the Add Filters drop-down and apply a filter for Source MRN.

% Apply a Filter
There are a variety of filter options that can be used to improve the view of notifications. First, if a user has access to more than
one participant’s notification panels (i.e., if he/she has submitted more than one patient panel), he/she can click the Participant
drop-down to see notifications from a single panel or all panels combined. Additionally, a user can filter by specific data elements
in the notification using the Add Filters drop-down (e.g., number of ER Visits, Diagnosis, Chief Complaint, PCP, Event Type). This
feature allows the user to apply specific search criteria to the notifications view. For example, a user could search for frequent
ED utilizers with filters for Patient Class = Emergency (E), Event Type = Discharge (A03), and Number of ER visits > 3.
3 . . cpe e
View List of Notifications
e The notifications preview provides a quick summary of the following items:
e Gender
e Name
e MRN/Unique identifier assigned by you (the Participant)
e The date and time of the encounter/event

e The notification event type

e The Patient Complaint followed by the Diagnosis (if provided)
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* Download the Notifications Summary

One of the buttons in the upper right corner of the notifications preview section is the download button. This allows you to
download all notifications or a list of notifications that have been selectively filtered (up to a maximum of 500 notifications).
The downloaded notifications are saved as a comma-separated file (.csv), which will open in Microsoft Excel. This feature allows
the user to download notifications at any time based on his/her selected criteria and share data with outside users or care
teams, add additional data to the spreadsheet, and more.

> View Work-flow Status

The NC*Notify dashboard within the clinical portal has three basic work-flow statuses (Not Started, In Progress, and Completed)
to allow users to track actions taken during care coordination. Each status corresponds to the respective tab in the notifications
preview screen and will also be recorded in the Status Log section of the full notification view.

® Access the Full Notification

When a notification is selected from the list, a more detailed view will display on the right with information from both the ADT
message and the patient panel submitted by the Participant. This includes key demographic and event information including,
but not limited to:

e Name

e Patient ID or MRN

e Date of Birth

e Address

e Number of IP and ER Visits (last 6 months)
e Number of IP and ER Visits (last 6 months)
e Recorded Event Date and Time

e Patient Class (e.g., ER, IP, OP)

e Event Type (e.g., Admit, Discharge)

e Event Location

e Patient Diagnosis

e Discharge Disposition

e Discharge Location

e Patient Complaint

e Admit Source

7 View Status Log

A Status Log section is displayed below the Most Recent Event and/or Additional Information sections of the detailed notification
view. This section provides a history of actions taken by users when changing the status. Each entry will record the username,
date and time, and which work-flow status was set for the notification.
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g View Prior Events

At the bottom of the detailed notification view, the event notification service also displays a list of historical events for the
patient. The Event History begins when the Participant goes live on NC*Notify (when the first patient panel/roster was
submitted). Each prior event is populated by information from the Admission Discharge Transfer (ADT) messages that are
received.

Logging Out

To log out of NC*Notify and the clinical portal, click the logout menu item at the top of the screen and close the browser tab.

Note: Additional enrollment steps are required to access the NC*Notify notification and care coordination tool within
the clinical viewer. Participant Account Administrators can request access for users at their organization.

UPLOADING A PATIENT PANEL IN NC HEALTHCONNEX CLINICAL PORTAL

What is Self Service Panel Loader?

Self-Service Panel Loader (SSPL), is a panel management tool available to a user who is assigned the
%HS_NCNotify_SSPL role. SSPL provides an easy, fast, and convenient method for submitting panels for practices.
User will also receive an immediate response when panels are loaded successfully or incorrectly.

Step 1

e Hover over NC*Notify on the menu bar.

e Click Upload Panel.

C HealthConnex

Patient Search  Cliniclan Tools NC’Notify CSRS Report My Account Logoul Help

Notifications

Assigned By _: Upload Panel ent Searches
Sex DO8
DEMO JANE M B 1042.03.20
Last Narme
First Narne
Middle Narme

Date of Birth

‘ Search l

On the default screen you will noticed:
e Your panel activity feed.
The left-hand side of the screen will show you the status of your panel, whether it was successfully loaded or not.

To proceed with uploading your panel, click the check box (By proceeding, | understand that | will overwrite my panel) and
click Continue.
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|_HealthConnex

1. Get Started
D Panel Activity Feed
Successfully upioaded the potients on ponel. s
s i Update your patient panel whenever you want to,
#1361 549 040750 pm | Eashys sbminsed possl whh 3 pesonts Let's get started:
o Upload failed - Rejected
19001 S DU OEAD o ey i sl w3 ey DPP Test
Upload failed - Rejected 4 total actve patient subscriptions

ioaded the patients on panel

9 28 0408 o p

Upload falled - Rejected M 8y proceeding, | understand that | will ovewrite my panel,

This service supports paneis up to 100,000 patients. I your new fle exceeds 100,000 patients, please contoct support@aing.com for assistance with uplooding
g orocasumed ganalwin 3 patents your ponel.
Uplood foiled - Rejected

st A orocn 1
Upload failed - Rejected

> I U > > Q> T > T+ O

Upload fa

Step 2
Push Notifications- Turn on the email or text notification to be notified once panel loading is completed.

Enter the email or phone number that will be used. Then click on “upload file” to attach panel.

e
0o 0

1. Get Started 2 Nofification

{__HealthConnex

Setup Notifications

1f you wish to be notified of important events for this panel load operation, ill out the form below.

Email [ on Text Message (SMS) [ on
Email Address Phone number (format: 4435555555,
numbers anly)
Enter email =

Enter phone number

< START OVER UPLOAD FILE >

Step 3
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Patient Panel Template: If you need the most updated Patient Panel Template, click the “Download Template File” Link to
download a panel template.

To prevent panels from failing when being loaded, ensure that all required fields are populated:
e MRN
e  First Name
e Last Name

o Note: _or$ are useable, but ascii characters or blank patient id are not valid

e Address1
e C(City

e State

o Zip

e  Birth Date (MM/DD/YYYY)
e Gender
Ensure all information is in the right format:
e Click “View Formatting Information link” for each field
More details on the file naming structure will be provided by our technical team during onboarding.
o Example: ENS_TEST-1-z-09-23-2019
File must be saved as:

e .CSV prior to uploading

Step 4
After attaching the file, the system will give you a preview of the rows to be loaded.

Review the fields to ensure the headings match the data. It will also show the number of new patients that will replace your
current patient panel and the correct naming convention.

Then click on upload new file.
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1. Get Started 4
A sample of your panel is available to review in the table below.
Please make sure data appears to be in the correct columns.
Previewing a sample of 10 rows from the file containing patient information:
Standard Field  Address 1 Account Number ACO Address 2 Birthdate Care Manager  Care Manager Email Care Manager ID Care Manager Phone Care Program EndDt Care Program  CareProgramDuration City Cell Phone
(Your Fietd) (Address 1) {Account_ Number)  (ACO) (Address 2) (Birthdate) (Core_Manager)  (Care_ Manoger Email)  (Care Manoger ID)  (Care_ Manager_Phone)  (Care_Program EndDY  (Care Program)  (CareProgramDuration)  (City) (Cell_Phone)
86048 Tennyson Park 658338 1969-04-13 QOakland 510-492-4539
90 Elgar Point 328838 1924-09-18 Philadelphia 215-835-3613
76 Nonway Maple Junction 536381 1915-05-30 Newark 302-176-3501
4 Eastlawn Pass 797589 1977-03-24 Baltimore 443-189-5892
0 Sycamore Pass 478789 Sute R 1975-01-17 Sioux Falls 605-121-4700
88 Golf View Road 220479 1976-09-07 Jamaica 917-062-4475
58 Crescent Oaks Hill 288128 1965-04-15 Anchorage 907-849-8373
5 Fairview Trail 878078 1915-11-29 Denver 303-260-2693
407 Lakewood Gardens Court 373061 8ldg. 5 2017-11-23 Austin 361-576-0874
57148 Rowdand Way 192329 1917-05-29 Racine 262-213-9113

Current Panel New Panel

Active Patients: 2 Patients in queue: 2
File Name:

-30-2019.05v

€ CHOOSE ANOTHER FILE UPLOAD NEW PANEL FILE >

Step 5
A status bar will appear showing the progress of the upload.
Once the panel is loaded successfully, the “roster file upload complete” notification will appear.

Click the close button to proceed.

o O O © ©

1. Get Started 2. Notifications 3. select File 4. Preview & Upload 5. Load

Waiting for User Action - Review Validation Results

Fasse ALIDATE wF commT

st | e I e | -

Panel is ready for Review. Please select the Review button to view the results of the validation step.

Roster File Upload Complete

Panel Size Average Upload Time
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80 - 120 patients 8 minutes
900 - 1,100 patients 18 minutes
7,000 - 14,000 patients 25 minutes
95,000 - 105,000 patients Thr 27 minutes
Step 6
Review Panel: Some panels may require additional review
prior to upload completion.
To review click the “Review Panel” button.
The review button will show the number of rows that must be reviewed.
Waiting for User Action - Review Validation Results
o o — -

Panel i ready for Review. Please select th

button to view the results of the validation step.

Last Modified: TaskID: 1481 Loading Type: OverwriteTaDeita
Created on: Created By: sandrine emambu-rispheslth.org Total Rows: 0
Age-aut Behavior
Validation Results Actions Required Summary
Beview what rows are messing or ievabd. Acceptideny whatfaled r w want ta allow through Rview the final
Invalid Patient ID Il Patient 1D ] Total Rows
B oo Imvalid DOB Unusable Rows
o] Sompecded Daplicate Suspecied Duplcale o] Deleted Rows
MRN Reus Action BN Reus
B e : B e
| Do e | arccstrma | 3 avos I

Click the “View Row Report” button then select the download link to view specifics rows within the panel that requires
additional review.
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HealthConnex

Row Report

Report - Review Phase & Download
Report - Final Waiting...
Bad Data Rows Waiting...
Retryable Rows Waiting...

NOTE: Reports are not immediately available when a task has stopped processing (in review, completed, or aborted). The
system must wait until all updates have been saved to the database before processing reports. Check back in a few minutes
if the report you want is unavailable.

Step 8
After reviewing the report, select the thumbs up button to accept or the thumbs down button to reject the panel.
Accepting the Panel = Panel will be uploaded without the rows with the errors.

Rejecting the Panel/Cancel = Upload task will be cancelled, allowing user to make corrections before re-uploading.

Accept Panel?

Are you sure you want to accept this panel?

Step 9

If a panel fails after the review and loading stage:

1. Goto the Panel Activity Feed
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2. Find the panel fail notification
3. Click on the X button on the notification
4. Review rows and failure reasons by clicking on the View Row Error Report button
Common reasons why panels fail:
1. Fileis not saved as .CSV format
2. Headers/Column Names in Patient Panel Tablet have been altered.
3. Download a patient panel template and use as is.
4. Review rows and failure reasons by clicking on the View Row Error Report button

5. File naming convention is incorrect

Operation Failed

The operation has failed with status[Canceled]. You can view the
results in the Panel Activity Feed.

Close

Step 10

Confirmation: Our System will send a confirmation email or text to user after every successful upload if a user has entered
their information in step 2.

CLINICIAN TOOLS

The Clinician Tools feature of the NC HealthConnex Clinical Portal allows a user to create and work patient lists, and
tag patients with one of three common patient-provider relationships. Once a user creates a new list, s/he may take
certain actions from that list quickly, such as messaging about the patient, downloading a patient summary, or copying
the patient to another list.

To access Clinician Tools, click the Clinician The Clinical Portal allows users to create patient lists based
Tools tab from the Main Menu or Patient View on their clinical and care management needs. This can be
Menu bars, as shown below. useful if a clinician or care manager would like to regularly

track, for example, high-risk patients.

FN CHealthConnex

Yeg 38

Report My Account Logout Help
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Once opened, the Clinician Tools main screen displays a user’s Recent Patients list, including patients for whom the
user has recently viewed the patient record (clinical information). Patients are listed in alphabetical order. This list
includes the patient name, date of birth, age, gender, primary care provider (PCP), PCP phone number, and three quick
action icons at right.

The Clinician Tools main screen/Recent Patients list is shown below.

Patient Search  Logout

Relationships

Recent Patients [Cloverride Consent Policy
# NAME DOB AGE GENDER PCP PCP PHONE
1 CARLSON, CARL 07/01/02 17 Male 1 O By
2 DEMO, JANE M 03/29/42 78 Female Two Demo 919-763-8087 | © By
3 Johnson, Eric 10/01/52 67 Male o B
4 SMITH, JANE 12/02/72 47 Female Matthew MacGregor 919-763-8087 | © By
5 Smith, John 10/19/30 89 Male | o B
6 STEVENSON, STEVE 10/20/80 39 Male | © By

From the Clinician Tools main screen, a user may:

e  Work a patient list, including:

1. View a patient record by clicking on the patient name*,

Once a user creates a

2. Send a message about a patient by clicking the new list, s/he may take
envelope quick | action icon at right, certain actions from that
3. Download a patient summary by clicking the green list quickly, such as
download quick action icon at g4 right, or messaging about the
4. Copy a patient to another list by clicking the lists quick action icon patient, downloading a
at right. patient summary, or
copying the patient to

e Create additional patient lists/access created patient lists by clicking on

another list.
the button at the top left BEEES menu.

e Tag patients with a patient-provider relationship by clicking on the
button at FREEIGLETER  the top left menu.

Note: If a user does not have a data-driven relationship (organizational tie) with a patient, the user will have to

break the privacy seal to view the patient record, as described in the Break the Seal section of this User Guide, and
below in Working Patient Lists.
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Working Patient Lists

As described above, a user may take four main actions from any patient list within the Clinician Tools area of the
Clinical Portal. These actions are described below.

1. To view a patient record, click on the patient name within a list. If the user has a data-driven relationship
(organizational tie) with a patient (as described in the Break the Seal section of this User Guide), the record
will open instantly, as shown below.

Relationships

"N ‘HealthConney

R Joverida Consant Poicy
# NAME DOB AGE GENDER PCP PCP PHONE

1 CARLSON, CARL 07/01/02 17 Male ToB
2 03/29/42 78 Female Two Demo 919-763-8087 10 B
3 Johnson, Eric 10/01/52 67 Male 108
4 SMITH, JANE 12/02/72 47 Female Matthew MacGregor 919-763-8087 106
5  Smith, John 10/19/30 89 Male ToB
6 STEVENSON, STEVE 10/20/80 39 Male 106

£ \C HealthConnex

CSRS Report My Account Logout Help

DEMO, JANE M

Female - 76 Years (1942-03-29) -123 UNKNOWN LN, RALEIGH, NC 275656 - +1 (555) 1331123 (1] z : i ag
» view timeline

Summary SUMMARY a)
i iheth bl ALLERGIES MEDICATIONS
Encounters DETAILS CATEGORY ALLERGEN NATURE OF REACTION DETAILS ORDER NAME

#  Propensity to adverse reactions to drug  Vancomycin Other (See Comments) - Advair Diskus 250 McG-50 McG/Dose Powder For Inhalation
Medications ®  Propensity to adverse reactions Warfarin Nausea Only - Metoprolol Tartrate 25 Mg Tablet
History - Propensity to adverse reactions Benzalkonium Chioride Rash - Dicyclomine 20 Mg Tablet

- Propensity to adverse reactions Sulfa (Sulfonamide Antibiotics) - Furosemide 20 Mg Tablet
Conditions - Propensity to adverse reactions Lisinopril - Lactose-Reduced Food With Fiber 0.06 Gram-1.5 Kcal/Ml Or
Procedures/Results lhg
Vaccinations DIAGNOSES DOCUMENTS
D DETAILS  DESCRIPTION ICD CODE DIAGNOSIS DATE LAST UPDATED DETAILS DOC TYPE

ocuments
& Rash 271807003 #  consolidated CDA R1.1 Unstructured Document  Summary
Q Rash 271807003 Q Consolidated CDA R1.1 Unstructured Document  Summary
GENERAL LAB RESULTS OTHER RESULTS AND NOTES
DETAILS DESCRIPTION STATUS RESULTS RESULTS DATE DETAILS DESCRIPTION
- HEMOCCULT/GUAIAC (COLORECTAL SCRN) 82270  Final Results 04/25/2018 00:00 -~ ECG ROUTINE ECG W/LEAST 12 LDS WASR  Final Res
< > ¥

If a user does not have a data-driven relationship (organizational tie) with a patient, clicking on a patient
name will yield a pop-up message, as shown below.
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To continue to the patient record, click Ok to the above message, then proceed to break the seal for the
patient by clicking the checkbox next to Override Consent Policy in the upper right hand corner of the

screen, as shown below.

rch  Logout

Relationships

r

# NAME DOB AGE
1 CARLSON, CARL 07/01/02 17
2 DEMO, JANE M 03/29/42 78
3 Johnson, Eric 10/01/52 67
4 SMITH, JANE 12/02/72 47
5  Smith, John 10/19/30 89
6 STEVENSON, STEVE 10/20/80 39

GENDER
Male

Female
Male
Female
Male
Male

PCP PCP PHONE

Two Demo 919-763-8087

Matthew MacGregor 919-763-8087

1o B
108
1o B
108
1o B
108

Once the Override Consent Policy box is checked, a Reason* drop-down menu will appear at the top center of the
screen, above the patient list. Select the appropriate reason to view the record from the list.

et | Liss | Retsinstios | s
. o

[ & Ginicien Peating this patest
ICare cocedination

# NAME [Condactng a qualty awct check
[Conducting 2 privacy/administratve auot

1 CARLSON, CARL

2 DEMO, JANE M

3 Johnson, Eric

4 SMITH, JANE

5 Smith, John

6 STEVENSON, STEVE

Eovermica Consent Poicy
PCP PCP PHONE
Two Demo 919-763-8087

Matthew MacGregor 919-763-8087

After a reason is selected, click the patient name again, and the record will open instantly.

HealthConney

108
108
108
10@
1ol

2. Tosend a message about a patient, click on the envelope quick action icon j at right within the row of
patient information. If the user has a data-driven relationship (organizational tie) with a patient (as
described in the Break the Seal section of this User Guide), a new message will open instantly. Once a
recipient is entered in to the Send To... field (as described in the Composing Messages section of this User
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Guide), the message will show an attached patient record, and the user may complete the remaining
message fields and send the message, as shown below.

Patient Search  Logout

Relationships

Recent Patients

#
1

(o> T & ) IR <N % N (S

Coverride Consent Policy

NAME DOB  AGE GENDER PCP PCP PHONE
CARLSON, CARL 07/01/02 17 Male 106
DEMO, JANE M 03/29/42 78 Female Two Demo 919-763-8087 |j| o B
Johnson, Eric 10/01/52 67 Male 106
SMITH, JANE 12/02/72 47 Female Matthew MacGregor 919-763-8087 106
Smith, John 10/19/30 89 Male 106
STEVENSON, STEVE 10/20/80 39 Male 106
v
| Send To... [P |
__cc..| |
Delivery Policy: [DSM Direct Delivery ]E|
Send: CCD Export: C32v25
Encounter: [[All =

Summary Options

Subject: |Referral for Jane Demo

Note: |Dr. Deme One,

Dr. Demo Two|

Please find attached patient summary information for Jane Demo, and schedule an appeintment with her fer the neted lesion en her bicep.

Attachments: 3

If a user does not have a data-driven relationship (organizational tie) with a patient, s/he must first break
the privacy seal per the instructions on page 49 above.

3. To download a patient summary, click the green download quick action icon o at right within the row

of patient information. If the user has a data-driven relationship (organizational tie) with a patient (as
described in the Break the Seal section of this User Guide), a new pop-up window will appear, allowing the
user to customize* and download a patient report, as shown below.

For information on selecting a report type and format, see the Reports section of this User Guide. For
information on filtering a report, see the Attaching Patient Information to a Message section of this User Guide.
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Relationships

Recent Patients

#
1

(o> TN & ) IR <N % B (S

NAME
CARLSON, CARL

DEMO, JANE M
Johnson, Eric

SMITH, JANE

Smith, John
STEVENSON, STEVE

DOB AGE
07/01/02 17

03/29/42 78
10/01/52 67
12/02/72 47
10/19/30 89
10/20/80 39

Download Summary for Patient:

DEMO JANE M.

GENDER

Male
Female
Male
Female
Male

Male

v

Select Summary: [Patient Summary Report

Encounter: [[Al]

Coverride Consent Policy

PCP PCP PHONE

Two Demo 919-763-8087

Matthew MacGregor 919-763-8087

=] select Format: [HTML =1

=

Clicking Download opens a pop-up window allowing the user to open or save the file.

10 B
1[0]B
10068
108
10 B
108

4. To copy a patient (or all patients) to another list, click the lists quick action icon at right within the row

of patient information. If the user has a data-driven relationship (organizational tie) with a patient (as

described in the Break the Seal section of this User Guide), a new pop-up window will appear, allowing the
user to select the list* to which to add the patient, and whether they’d like to add only this patient or all
patients in the current list. After selecting preferences, clicking Copy will copy the patient to the new list

and confirm this action with a new pop-up window, as shown below.

Note: Patient lists created by way of assigning user-patient relationships are also considered “lists” in this

scenario, and so a user may add a patient from any list to any user-patient relationship list (e.g., a user may add a

patient from Recent Patients to their Primary relationship list).

Patient Search  Logout

Relationships

Recent Patients

#
1

(o> T & ) IR <N % N (S

NAME
CARLSON, CARL

DEMO, JANE M
Johnson, Eric

SMITH, JANE

Smith, John
STEVENSON, STEVE

NC HealthConnex Clinical Portal User Guide

DOB AGE
07/01/02 17

03/29/42 78
10/01/52 67
12/02/72 47
10/19/30 89
10/20/80 39

GENDER

Male
Female
Male
Female
Male

Male

PCP PCP PHONE

Two Demo 919-763-8087

Matthew MacGregor 919-763-8087

Version 3.0

Coverride Consent Policy
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108
10 B
108
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Copy Patient(s) X] ¢

DEMO, JANE M

Copy To:
‘®ljst  Relationship

Select List*
Diabetics 1=l

Patients Moved: 1

C_opy:
®This Patient Al Patients in List

Copy I Cancel

Creating Additional Patient Lists

The NC HealthConnex Clinical Portal allows users to create patient lists based on their clinical and care management
needs. This can be useful if a clinician or care manager would like to regularly track a group of patients—for
example, high-risk patients, a group enrolled in a clinical trial, or those with specific chronic conditions. System
administrators may create additional lists which can be shared with you and will appear in the List drop down.

To create a new patient list, first click on the button at the top left menu of the Clinician Tools screen
and select “add/edit lists...” from the List drop-down menu. Then click the Add List button on the next screen, enter

a name and description as prompted, and click Save List, as shown below.

List : i & i ; i =l " Override Consent Policy
Create aList:
# N4 GENDER pPcP PCP PHONE

Select "addledit lists* from the drop down
menu

Click"Add List*

Enter a name and description

Save List

N

Add a Patlentto a List
+ Selecta listfrom the drop down menu
« Clickthe green plus sign to search for
and add a patient

View Patients in a List.
« Select a listfrom the drop down menu

I i cttesmcomnex
["RECEAI™| Lisis | Relationships
rgmsin10 | Ranatin [ o b = JAn 4ot
IEscreTION |
Diabetics |Palients with Diabetes |

Lists: currently defined click a Fow 10 4k

Add List
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w Relationships
Pagm w0 | et [rag b 4o i
A oESCRPTION I I
|eabetics |Patents wih Diabetes | Jpime

Lists currently sefined iclick a row fo sl

Add List

Name:  Greatne sty

Description:  patients enrolied in the Breathe trial

List Type: ® Msnisi

Once saved, the new patient list will appear in the list above, as shown below.

{CHealthConnex

=0 ED RIS
Pagesze (10| Bensted pmp b l1l0 4ot
- m—
Breathe Swdy PADENLS enrolied In the Breatne tal
Diabetics Patients with Diabetes Dalete

To edit an existing list, navigate back to the main Lists screen by clicking the button at the top left

menu, and selecting the “add/edit lists...” from the List drop-down menu. Then, click the desired list name, edit the
name and description as prompted, and click Save List, as shown below. Please note: You can only edit lists that
you have created.

List g o § = " Override Consent Policy

Isddledﬂ Tists Lists

Create a List:

Selectaddiedit lists* from the drop down
menu

Click"Add List*

Enter a name and description

Save List

# N4 GENDER pcP PCP PHONE
N

Add a Patlentto a List
« Selecta listfrom the drop down menu
* Clickthe green plus sign to search for
and add a patient

View Patients in a List
« Selectalistfrom the drop down menu
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_ hethCemeX
[ Recent | Lists | Relationships
Page size: 10 Fasutts2  Page b w10 ded1
[pEscreTION | ]
" Breathe Study Patierts enrolled in the Breathe trial Dbt
Diabetics ‘F!H!I‘B with Diabetes ‘mm
[T ———

Add List

MName:  greatne Stuoy

Description:  [patients envolled in the Breatne

List Type:  * warus

To add a patient to a list, first click on the button at the top left menu of the Clinician Tools screen
and select the list name from the List drop-down menu. Then click the green plus sign icon at the right of
the screen, enter &9 patient demographic or MRN information for the patient, and click Search. Finally, select
the patient name from the results list to add the patient to your relationship list, as shown below.

Relationships

List | Sreathe Sty =l ‘Ovemide Consent Polcy

rer pop phone EI Lt

Create aList
« Select"ada/edit tsts* from the drop
down menu
» Ciick“Aod List"
+ Enter a name and description
« Save List

|CHealthConnex

Add a Patient to a List
« Select a list from the drop down menu
+ Chick the green pius sign to search for
and acd a patient

View Patients in a List
« Select a list from the drop down menu

Patient Search

D * NOTE: Some records have been filtered due to Consent
Middle Name _ Identifiers Name Gender/DOB Address Rank
Gender [ © [ 100000069 ...4321 [ nemo, JANE M| F 1942-03-29 123 UNKNOWN LN, RALEIGH NC 27565 16.1

Select a patient by clicking the patient name.

[yyyy-mm-dd)

Im_search
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Logout

w Relationships

List: : Breathe Study = DOven'ide Consent Policy
Name DoB Age Gender PCP PCP Phone ] Lists
DEMO, JANE M 03/29/42 76 Female Two Demo 919-763-8087 1OBX creacaList

* Select "add/edit ists® from the drop down
menu

¢ Click "Add List"

« Enter a name and description

« Save List

Add a Patient to a List
« Select a list from the drop down menu

* Click the green plus sign to search for and
add a patient

As with the Recent Patients list, additional patient lists created by the user contain basic demographic information
and allow quick access to messaging about the patient, downloading a patient summary and adding the patient to
additional lists (see the Working Patient Lists section of this User Guide). In addition, a user may remove a patient

from a list they create by clicking the icon at the right of the row of patient information.

H
Tagging Patient Relationships

The NC HealthConnex Clinical Portal allows users to tag patients with one of three common patient-provider
relationships based on their clinical/care relationship: Consulting, Primary and Referring. This can be useful if a
clinician or care manager would like to regularly track one of these groups of patients—for example, patients for
which a clinician is the referring provider, to ensure adequate follow-up after any care performed elsewhere.

To tag a patient relationship, first click the
button at the top left menu of the Clinician Tools screen and
select a relationship type from the Relationship drop-down

Tagging a patient-provider
relationship can be useful to track a
group of patients—for example,
patients for which a clinician is the
referring provider, to ensure
adequate follow-up after care
performed elsewhere.

menu. Then click the green plus sign icon at the right of the
screen, enter & patient demographic or MRN
information for the patient, and click Search. Finally, select the
patient name from the results list to add the patient to your
relationship list, as shown below.

Patient Search  Logout

@ Relationships

o NC HealthConnex

Relationship: | [= [ loverrige consent Policy

Relationships with your patients:
Consulting

[ (CI=Ty Patients added to "Primary" will by default
show up in the "My List" tab.

To add a patient relationship:
* choose a relationship from the pull
down
« click the Plus sign to search for and
add a Patient.
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Patient Search Logout

+ NCHealthConnex

Relationships

Relationship: Referring = Dovemde Consent Policy

Name DOB Age Gender PCP PCP Phone Relationships with your patients:

Patients added to "Primary” will by default
show up in the "My List" tab.

To add a patient relationship:
* choose a relationship from the pull
down
» click the Plus sign to search for and

add a Patient.
Patient Search

o —
Assigned By ‘E]

Last Name: |
Last Name |pemq |

Gender “3

Date of Birth :”

Street ‘
City ‘ Patient Search

State ‘ Select a patient by clicking the patient name.

Ph
one :‘ * NOTE: Some records have been filtered due to Consent
SN | —> .
‘ Identifiers Name Gender/DOB Address Rank

100000053 ...4321 F 1942-03-29 123 UNKNOWN LN, RALEIGH NC 27565 16.1

Identifier Type “3
Assigned By ‘E‘

Relationship ‘E‘
Program “3
Restrict Facility “E]

Recent [

Relationships

Relationship: | Referring = |:|C~erride Consent Policy
Name DOB Age Gender PCP PCP Phone i} Relationships with your patients:
DEMO, JANE M 0329142 76 Female Two Demo 919-763-8087 108 %

Patients added to "Primary” will by default show
up in the "My List" tab.

To add a patient relationship:
» choose a relationship from the pull down
 click the Plus sign to search for and add
a Patient.
As with the Recent Patients list or additional patient lists created by the user, relationship lists contain basic
demographic information and allow quick access to messaging about the patient, downloading a patient summary

and adding the patient to additional lists (see % the Working Patient Lists section of this User Guide). In
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addition, a user may remove a patient from a relationship list by clicking the icon at the right of the row of patient
information.

MESSAGING

The messaging feature of the NC HealthConnex Clinical Portal allows users to send messages to and receive
messages from any trusted Health Information Service Provider (HISP) Direct Secure Messaging (DSM) accounts
registered with DirectTrust and within the NC HealthConnex Provider Directory.

This means users may share encrypted messages containing patient health information with other users within the
NC HealthConnex Provider Directory only (not to/from standard e-mail accounts like Gmail or Yahoo).

Messaging Center User Interface

The Messaging Center looks much like a standard webmail application, with menu bars to the left and at the top,
a list of messages at the middle/center of the screen, and a message viewing pane at the middle/bottom of the
screen with Reply/Reply All/Forward buttons to the top right of the open message.

To access the Messaging Center, click the Messages tab from the Main Menu or Patient View Menu bars, as shown
below.

Patient o an Tools MNC*Notify CcsSrs Report My Account Logout Help

. \C HealthConnex

|CHealthConnex

[ compose | ¥ Move to ~]
Inbox TYPE RECEIVED SUBJECT RECEIVED FROM PATIENT NAME |IDENTIFIERS ~
Sent | Direct Message 2019-03-14 10:01:48 | Referral Test Message { demo-id-1@service2.directaddress.net |,

Referral 2019-02-11 11:35:20 Demo,One JANE SMITH | RCHD-YZ123456
Deleted Direct Message 2019-02-11 11:32:32 | Secure Message From: Demo,One [ demo-id-1@service2 direcladdress.net
Drafts | | Direct Message 2019-02-07 10:52:44 | Test demo-id-1@service2 directaddress net . v

&

View Patient

A message row appears in bolded blue text when its contents are unviewed and un-bolded black text once viewed.

Messaging Menus

Two menus appear in the Messaging Center, at the left and the top of the screen. These menus display a user’s
folders for storing and organizing messages, and allow a user to take actions off of messages (such as moving or
deleting messages), respectively. These menus and their contents/functions are shown below.

[ Compose ]

inb The menu bar at the left of the screen allows a user to compose
noox

Sent
Deleted

Drafts
4.

a new message; view and work with messages in the Inbox, Sent,
Deleted, and Drafts folders; or add a folder using the green plus
sign . icon.

w
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The menu bar at the top of the screen allows a user to delete a
message, mark a message (read or unread) from the drop-down

menu, or move a message (to any standard or customized
folder). To do this, a user must first select one or multiple
messages from the list by clicking its checkbox.

Working with Folders

Folders enable users to manage their mailbox and organize messages so they can find them easily. There are two
types of folders: standard system folders and user-defined folders.

The standard system folders may not be moved, renamed or deleted. These folders are always displayed at the top
of the list of folders, and include:

e Inbox: this is the default folder displayed when the Messaging Center is opened and shows all received
messages that have not been deleted or moved to another folder.

e  Sent: this folder contains copies of all messages a user has sent, listed in reverse chronological order (most
recent at the top).

e Deleted: this folder contains all messages deleted by a user, listed in reverse chronological order (most
recent at the top). Deleted messages remain in this folder until a user selects and deletes the message
permanently from this folder (and confirms the action in a pop-up window), after which point the message
cannot berestored.

e Drafts: this folder contains any draft/unsent messages saved by the user. Any type of message may be
saved as a draft, whether it is a new message, a forward, a reply, or a reply all message.

In addition to the standard system folders, a user may create and name

their own folders for storing and organizing messages. An example of a An example of a user-

user-defined folder may be “Referrals,” to store messages about patients defined folder may be

referred to other providers, or “High-Risk,” to store messages about a “Referrals,” to store

provider’s high-risk patients. These user-defined folders appear below messages about patients

the list of standard folders in alphabetical order. referred to other
providers.

Note that a folder name is bolded when its contents are being displayed to the rig

To create a new user-defined folder, click the green plus sign icon below the ™ W& standard system

folders and enter the desired folder name as prompted in the pop-up window. Click Ok and the new folder will
appear in alphabetical order within the list of user-defined folders, as shown below.

| Compose | [_Compose |

Inbox New Folder Name Inbox
Sent | Referrals| Sent

Deleted
Deleted
Drafts

Drafts Referrals Ei @ .
& @
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To rename or delete a user-defined folder, click the @ and ¥ icons, respectively, to the right of the folder name
(see above right screenshot). Any contents of deleted folders will be moved to the Deleted folder; if there are
messages a user wishes to save, s/he should move them from the Deleted folder to another folder.

Working with Messages

Sorting Messages

Messages within a folder may be sorted by clicking on their header titles. This will sort messages by date/time
(Received column, with most recent first), subject name (Subject column, alphabetically), sender (Received From
column, alphabetically), patient name (Patient Name column, alphabetically) or identifier (Identifier column,
numerically). Clicking on the header a second time will sort the messages in the reverse order.

For example, to sort messages by date/time with the most recent messages at the top, click Received once, as

shown below.

Pat 1 NC HealthConney
[ Compose ] Mark as <] Movoro| |
Inhox | | SUBJECT VRECEWED FROM VPATlENT NAME V|DENT|F|ER5 ~
Sent O Direct Message 024 2 | test message demo-id-1@service2 directaddress net ,
G Referral 2019-02-05 16:31:36 | Referral - test Demo,One JANE SMITH  RCHD-YZ123456
Deleted ]| ADTDemographics | 2019-02-06 08:42:33  Test | Demo,One | JANE SMITH | RCHD-YZ123456
Drafts D Billing/DX/Proc 2019-02-06 08:50:23 Test Demo,One JANE SMITH RCHD-YZ123456

Referrals Ei°
5

As another example, to sort messages by sender, in reverse alphabetical order, click Received From twice, as shown
below.

. NC HealthConney
( Compose ] Mark as ? Move to E f
Inbox ] TYPE :RECEIVED }SUBJECY ATIENT NAME |IDENTIFIERS A

Sent \ O] \ Direct Message | 2019-02-05 10:13:32 | test message demo-id-1@service2 directaddress net |,
D Direct Message 2019-02-07 10:52:44 | Test demo-id-1@service2 directaddress net \ .
Deleted \ | \ Direct Message j 2019-02-11 11:32:32 \ Secure Message From: Demo,One | demo-id-1@service2 directaddress.net \ 1
Drafts O Direct Message | 2019-03-14 10:01:48 | Referral Test demo-id-1@ net |, v

Referrals E
I3

Marking and Moving Messages

For better organization and usability, messages within any folder may be marked as Read or Unread, and moved
from the Inbox to another folder, or between folders.

To mark a message Read or Unread, select the message by clicking the empty checkbox at the left of the message

row, and select Read or Unread from the Mark as drop-down menu in the top menu bar, as shown below.
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Delete Mark as Move to i

D TYPE iCEIVED SUBJECT RECEIVED FROM PATIENT NAME IDENTIFIERS ~
D Direct Mes: Read 119-03-14 10:01:48 | Referral Test Message demo-id-1@service2.directaddress.net |,
] Referral 19-02-11 11:35:20 Demo,One JANE SMITH | RCHD-YZ123456

» D Direct Message 2019-02-11 11:32:32  Secure Message From: Demo,One  demo-id-1@service2 directaddress net . |
D ‘ Direct Message 2019-02-07 10:52:44 | Test demo-id-1@service?2 directaddress net v

e —— — AN—
| Message umuuid3969a871-bf54-43e7-a16f-3832cc088¢ Ob text/ntml

Patient Summary Report for JANE SMITH, F 1972-12-02 al
Patient Demographics

Name Date Of Birth Gender Identification Number Phone Address

JANE SMITH 1972-12-02 F

MRN: YEZ123456

SSN: 699-55-3992

SSN: 699-55-3992

(910)555-1212

123 Main Street

Rockingham NC 28379

Once this action is taken, the message row will appear bolded (if marked Unread) or un-bolded (if marked Read).

To move a message between folders, select the message by clicking the empty checkbox at the left of the message

row, and select the folder to which the message should be moved from the Move to drop-down menu in the top
menu bar, as shown below.

Mark as ~ | Move fo h
D TYPE RECEIVED BJECT RECEIVED FROM PATIENT NAME |IDENTIFIERS ~
D Direct Message 2019-03-1¢ Inbox Hferral Test Message ‘ demo-id-1@service2.directaddress.net |,
» Referral 2019-02-11 Sent Demo,One JANE SMITH ~ RCHD-YZ123456
D E] Direct Message 2019-02-11 Deleted cure Message From: Demo,One ‘ demo-id-1@service2.directaddress.net
D E] Direct Message 2019-02-07 Drafts st demo-id-1@service2. directaddress.net v

Note that multiple messages may be marked or moved at once by selecting all desired message checkboxes at the
left of the message row, and then taking the action to mark or move as described above.

Deleting Messages

Messages may be deleted from any folder by clicking the empty checkbox at the left of the message row, then
clicking the Delete button in the top menu bar, as shown below.

Delete Mark as ~ | Move to b

D TYPE RECEIVED SUBJECT RECEIVED FROM PATIENT NAME |IDENTIFIERS ~
‘ L . Direct Message | 2019-03-14 10:01:48 | Referral Test Message demo-id-1@service2.directaddress.net '
IO |refera [ 20190211 113520 | Demo,One | JANE SMITH | RCHD-YZ123456 |
D Direct Message 2019-02-11 11:32:32 | Secure Message From: Demo,One | demo-id-1@service2.directaddress.net

» Direct Message 2019-02-07 10:52:44  Test demo-id-1@service2 directaddress.net | v

Note that multiple messages may be deleted at once by selecting all desired message checkboxes at the left of the
message row, and then clicking Delete, as described above.

To permanently delete a message, a user should select the message within the Deleted folder by clicking the empty
checkbox at the left of the message row and clicking the Delete button in the top menu bar. This action will prompt
a pop-up window asking the user to confirm they would like to permanently delete the message. By clicking Ok,
the user agrees to permanently delete the message, after which point the message cannot berestored.
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Receiving and Viewing Messages and Attachments

83

A user will receive new incoming messages in their Inbox, the default folder upon entering the Messaging Center
that displays a list of messages at the middle/center of the screen, and a message viewing pane at the

middle/bottom of the screen.

New, unread messages will display as bolded in the list. Once a user clicks on any part of the message row, the text
in the row will be un-bolded, indicating the message has been opened, and the message body text, message delivery
information, and/or attachment details will appear in the message viewing pane below the messages list.

If a patient report is attached, a user may toggle between the message body text itself (if any) and the patient
report by using the tabs above the message viewing pane and below the messages list, as shown below.

Markes [T Moveto &
]

TYPE RECEIVED SUBJECT RECEIVED FROM PATIENT NAME IDENTIFIERS A
D Direct Message 2019-03-14 10:01:48 | Referral Test Message demo-id-1@service2 directaddress.net
» D Direct Message 2019-02-11 11:32:32  Secure Message From: Demo,One  demo-id-1@service2 directaddress.net
D Direct Message 2019-02-07 10:52:44 | Test demo-id-1@service2 directaddress.net ,
O ADT/Demographics | 2019-02-06 08:42:33 | Test Demo,One JANE SMITH | RCHD-YZ123456 | v

25&

Patient Summary Report for JANE SMITH, F 1972-12-02

Patient Demographics

Name Date Of Birth Gender Identification Number Phone Address
JANE SMITH 1972-12-02 F

MRN: YZ123456

SSN: 699-55-3992

SSN: 699-55-3992

(910) 555-1212

123 Main Street

Rockingham NC 28379

Allergies

oOnset Date Inactive Date Allergen Category Last Updated At
2015-12-04 Rocephin Allergy RCHD

Medications

Date Medication Form Strength Duration Source

2018-01-24 1 2 days Richmond County Health Department
2018-01-19 1 7 days Richmond County Health Department
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Delete Mark as ~ | Move to ~

D TYPE RECEIVED SUBJECT RECEIVED FROM PATIENT NAME IDENTIFIERS ~
|:| [ Direct Message 2019-03-14 10:01:48 | Referral Test Message [ demo-id-1@service2.directaddress.net I
» [ Direct Message 2019-02-11 11:32:32  Secure Message From: Demo,One  demo-id-1@service2 directaddress.net
I:‘ Direct Message 2019-02-07 10:52:44 | Test demo-id-1@service2.directaddress.net ,
] | ADT/Demographics | 2019-02-06 0842 33 | Test Demo,One JANE SMITH | RCHD-YZ123456 |«

Message |

rnuuid 30602876 bEd 437 2168283208800k toxt/ht

I @ @
Patient Summary Report for JANE SMITH, F 1972-12-02

Patient Demographics

Date Of Birth Gender Identification Number Address
MRN: YZ123456 123 Main Street
JANE SMITH 1972-12-02 F SSN: 699-55-3992 (910)555-1212 Rockingham NC 28379

SSN: 699-55-3992

Allergies Medications

Onset Date Inactive Date Allergen Category LastUpdated At

Medication Form Strength Duration Source

Anar anaa L R T— nAn An4an na A Mirkmmand Cannbs Lankh Danscdeosnt

If another type of document is attached from a sender’s local computer, clicking on the hyperlinked document
name will open a new pop-up window asking the user to open or save the file, as shown below.

Merkas [ ] Move to ]

L] Direct Message 2019-02-11 11:32:32 | Secure Message From: Demo,One | demo-id-1@service2 directaddress.net ~
D ‘ Direct Message 2019-02-07 10:52:44 | Test | demo-id-1@service2 directaddress_net .
D ADT/Demographics | 2019-02-06 08:42:33 | Test Demo,One JANE SMITH | RCHD-YZ123456
D [ [ Referral 2019-02-05 16:31:36 | Referral - test IDerno‘One | JANE SMITH | RGHD-YZ123456
» [J Direct Message 2019-02-0510:13:32  test message demo-id-1@service2 directaddress.net | v

14
Message ! urnuuid047308aa-f4d3-4bd3-adbi-68eebearn2dB application/vnd openxmiformats-ofic edocUMmenL Wordprocessingml document '

.

@ »-

= 204000 44 44:29:99 | Cacuea Maccasa Ceam: Qg

Opening urnuuid042308aa-f4d3-4b43-adbf-68ee6ea752d8.application_... X [

apr 9

I
| L
I You have chosen to open:

which is: Microsoft Word Document (9.0 KB) F
from: https://ncqdemohs.ondemand.sascom [T

What should Firefox do with this file? —

@Qpenwrth Microsoft Word (default) v
(O Save File

Do this automatically for files like this from now on.

Composing Messages
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A user may compose a hew message from the Messaging Center, the View Summary page, or from a patient list
within Clinician Tools.

If a user wishes to attach a patient report from the Clinical Portal to a message, s/he should initiate the message
from the View Summary page, or from a patient list within Clinician Tools; see the Attaching Patient Information

to a Message section of this User Guide below.
To compose a new message from the Messaging Center, a user will take the following steps.

1. Click the Compose button at the top of the left menu bar, and a new message pop-up window will appear,

as shown below.

Detwery Polcy =

Message Type: Referral =

Reason:

Subject:

Note:

Attachments: 3

|__send | saveDraft | _Cancel

2. Enter a recipient into the Send To... field by either:

e  Searching the Provider Directory. To search for a recipient address, click the Send To... button and
key in recipient details to at least one of the available fields in the Find Recipient window, then
select a recipient by clicking on a blue hyperlinked name in the results list, as shown below. Note

that each search result will return a name, Clinical Portal user ID, description, ID number and
assigning authority, and indication of whether the user is or is not a clinician, as this information is
available.
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86

[amie [DSM ADDRESS

|DESCRIPTION

ID NUMBER

‘Re:ip\enﬁ Found (click on & name to select]

Find Recipient x

Last Name
nunt
First Name

UserID

Clinician Number

Assigned By
=i

Facility
NCHealthConnex =1

Clinicians Only: !

Search User/Clinicians|

Clear Close

Page sice: = Resultsi1  Fage o« [4]n o of1

[NamE |Dsm ADDRESS

[DESCRIPTION

'ASSIGNING AUTHORITY  CLINICIAN

Dema,one | | cemopsm@enample.co

INCHealthCaonneax

12345678

NCHealthConnex

x

IR-:\pnnn Found (click on a name to selact):

OR

e Typing the recipient’s last name into the Send To... field (*only available if the user has sent a

message to the recipient at least once before). To use this quick option, start to type the recipient’s
last name into the field directly. This action will prompt a drop-down menu directly below the Send
To... field containing any prior recipient matching name(s), from which the user may click on the

intended recipient and populate the field, as shown below.
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| Send To... |G

Demo,AdminClin |

[peienEE]
Demo,Three

Message Type: | pemo,Two

Reason:

Subject:

Delivery Policy

87

Note:

Attachments: 3

|_send__| saveDrait | _Cancel

e To add additional recipients, repeat the steps above.

e Note that once a recipient is successfully entered into the Send To... field, the system recognizes the
message as a Direct Secure Message and the Delivery Policy field defaults to “DSM Direct Delivery”
and may not be changed. In addition, the Patient, Message Type, and Reason fields disappear. As
the NC HealthConnex Clinical Portal is configured to send and receive messages only between Direct

mailboxes, these additional fields do not apply to users.

3. Enter any additional recipient(s) to be carbon-copied on the message into the CC... field by clicking the
CC... button and repeating either of the bulleted instructions in step 2 above.

4. Type a subject into the Subject field and a message into the Note field, as shown below. Note, clicking
the Save Draft button frequently will prevent losing a message mid-composition should the application

time out during the drafting process.
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[ Sond o... ,
o | |

Delivery Policy: [DSM Direct Delivery =]

Subject: Referral for Jane Demo l

Note: Dr. Demo One,

Please schedule an appointment with Jane Demo for the lesion on her right bicep.

Dr. Demo Two

Attachments: 0

5. If desired, add an attachment from the computer by first clicking the green plus sign icon , then clicking

the «) Browse button in the Attach File pop-up window, locate the file from the computer’s
local folders, and click Open, as shown below.

[ Send To.. [ J
o | )

Reason: Delivery Policy: |DSM Direct Delivery ]E|

Send:

Subject: |peferral for Jane Demo

Note: [Dr. Demo One,

Please schedule an appointment with Jane Demo for the lesion on her right bicep.

Dr. Demo Two

Select a file to attach

No file selected.
| —
e | oo

Attachments: 3
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| Send To.. [CEIRXTS ]
_cc.. | ]

Reason: Delivery Policy: |DSM Direct Delivery ]E|
@ File Upload X
subject: |peferral for Jane Demo 4 m » This Computer - L. > Desktop v U | Search Desktop r
Note: |Dr. Demo One, ) = P |
%3 |Dr. Bemo One Organize ~ New folder E- ™ @
Please schedule an a A i . A
W This Computer - L Name Date modified
Dr. Demo Two . ' R Srremmrm e
-1 3D Objects Demo, Jane_Referral Notes 3/21/2019 11:47 PM
m Desktop a HIEA 10/12/2018 2:06 PM
Documents NC HealthConnex User Guide_3.20.19 3/21/2019 11:32 PM o
 Newnlnads VIl < »
File name: ‘Demo, Jane_Referral Notes v ‘ |AII Files &4 |

Attachments: (3

|__send | saveDrart | _Cancel |

Finally, click the Attach button after confirming the filename above it represents the desired document.

| Send To... |CEIES |
__cc.| j

Reason: Delivery Policy: DSM Direct Delivery ]E|

Send:

Subject: |peferral for Jane Demo

Note: |Dr. Demo One,

Please schedule an appeintment with Jane Demo for the lesion en her right bicep.

Dr. Demo Two Attach File =

Select a file to attach

Demo, Jane Referral Notes.docx

Attachments: 3

If a user selects the wrong file or changes their mind, s/he may click the Cancel button or the X in the
upper right of the Attach File window to cancel the attachment process.

6. Once all desired message fields are complete, click the Send button to send the message (a copy will be
stored in the Sent folder), the Save Draft button to save it for sending later (a copy will be stored in the
Drafts folder), or the Cancel button to discard the message (a copy will be stored in the Deleted folder).
Note that once a message has been sent, it cannot be recalled.
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Attaching Patient Information to a Message

Should a user wish to attach patient information from the Clinical Portal to a message, s/he should initiate the
message from the View Summary page (once a patient records has been opened) or from a patient list within
Clinician Tools.

Initiating a message with a patient report attached from one of these two areas will also allow a user to filter the
report’s contents, select report type and format preferences or default to a recipient’s preferences based on their
Clinical Portal preference configurations, and preview a copy of the report before sending.

To attach a patient report to a new message from the View Summary page:

1. Select a report format from the View As drop-down menu and a report type from the Report drop-down
menu at the top of the screen, then click Send.

G S GRUTEITETSROETER Patient Summary (HTML) Patient Summary Report ~

Patient Summary Report for JANE DEMO, F 1942-03-29

Patient Demographics

2. A pop-up window will appear to confirm the user is about to send the patient report; click the Ok button
to continue.

You are about to share Patient information as HTML. Click OK to continue.

3. A new message window will appear. Complete the basic message fields (Send To..., CC..., Subject and
Note) and any desired attachments from the local computer by following steps 2-5 in the Composing
Messages section above.

4. If desired, filter the report’s contents by:

e A unique encounter: click the Encounter down-down menu and select the desired encounter based
on the listed date, facility code, encounter type, and description, as shown below. Note, only one
encounter may be selected using this option.
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Send To... [RELES

__cc._|

Delivery Policy: DSM Direct Delivery 1=

=TS Send: HTML: Patient Summary Report

Encounter: [All]

Summary Options
2018-05-01 RC (O) 999888777

Subject: [patient Summary for 42018-04-26 RC (O) 317000477
2017-10-25 RG (0) 111222333
2017-10-25 59001 (0) 318387030

Note: |Dr. Demo One,

Find attached Jane D

Dr. Demo Two

91

Attachments: 3

|__send | saveDraft | _Cancel |

e Other parameters, including period of time, data source, and inclusion/exclusion of _specific data
elements within the clinical categories listed (dependent on the report type): click the Filter... button,
select the criteria as desired to fully customize the report to a recipient’s “need-to-know,” and click
Apply Filters, as shown in the examples below. Use the Clear All or Select All checkboxes as needed

to populate or de-populate all fields in a section.

DEMO,JANE M.
123 UNKNOWN LN, RALEIGH NC 27565

F 1942-03-29

Report Filters

Filter By Days Back: 365 [-]Fiter By Source  clear all ] setectan [

+1(555) 1331123

reoty Firs

clear Al [ selectan[ ]

Patient Demographics

[ Encounters

Allergies

Medications

Lab Results

Diagnoses
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F 1942-03-29

\( E_HeallthConnex

DEMO,JANE M. +1 (555) 1331123
123 UNKNOWN LN, RALEIGH NC 27565

Report Filters e

Filter By Days Back: ‘7| [+] Fiter By Source Apply Filters

Window

Clear All l:‘ Select All D

Patient Demographics

Clinical Relationships

@ Program Memberships

clear Al [v] selectan ||

PROGRAM NAME INCLUDE
ICANCER PATIENTS .
[TEST PROGRAM D

Encounters

Diagnoses

Procedures

History

AdvanceDirectives

Appointments

Alerts

Allergies

5.

NC HealthConnex Clinical Portal User Guide

S e

If desired, select report type and format preferences or default to a recipient’s preferences based on their
Clinical Portal preference configurations. To do this, click the Summary Options blue hyperlink and select
the desired options, as shown below.

| Send To... [EEIXENS
_cc.. |

Delivery Policy: |DSM Direct Delivery |=

Preview... Send: HTML: Patient Summary Report
=T Encounter: [2018-04-26 RC (O) 317000477 =

Summary Options

| Send To... [CERXIG
_cc. |

Delivery Policy: |DSM Direct Delivery =

STV send: HTML: Patient Summary Report (Expanded)
Filter... Encounter: [2018-04-26 RC () 317990477 =1

Use: INY Choice ]E Send As: [Patient summary (HTML) ]EI

Translation: Report: | patient Summary Report (Expanded) =]

Recipient Preference

Subject:

Version 3.0 September 2020
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6. If desired, preview the report about to be sent by clicking the Preview... button. A pop-up window will
appear with the report as customized by the user in steps 4-5 above.

Send To... |[EEuXeiEs

__cc._|

Delivery Policy: [DSM Direct Delivery =1

Send: HTML: Patient Summary Report (Expanded)

Encounter: [2018-04-26 RC (O) 317990477 5}
Use: |y Choice |[z] SendAs: patient Summary (HTML) =l
Translation: ‘ = Report: |Palienl Summary Report (Expanded) | =]

v :

Patient Summary Report for JANE DEMO

Patient Demographics

Date Of Birth Gender Identification Number Address

123 UNKNOWN LN

JANE DEMO 1942-03-29 F MRN: 999876 +1(555) 1331123 RALEIGH NC 27565
Allergies Alerts
Spsst Inactive  jjergen Catego! Last Date Alert Type status
Date Date L gory Updated At
(none)
Propensity to
2018-04-12 Vancomycin adverse reactions o | RC
drug Advance Directives
2013-00-24 Ben@lkunlum Propensity 1o . RC Erom -
Chioride adverse reactions Directive
Date Date
X Propensity 1o
2013-00-24 Warfarin adverse reactions RC Patient has advance directives. For more information, please contact | .
1 L FirstHealth of the Carolinas 155 Memorial Drive PO Box 3000 Directive Active
2011-05-10 Lisinopril Propensity to RC PINEHURST, NC 28374
adverse reactions
Sulfa (Sulfonamide | Propensity to
2011-05-10 Antibiofics) adverse reactions RC
Patient-Clinician Relationships Program Memberships

Clinician Relationship Group Relationship Expiration Date
W

7. Once all desired message fields and patient information filtering are complete, click the Send button to
send the message (a copy will be stored in the Sent folder), the Save Draft button to save it for sending
later (a copy will be stored in the Drafts folder), or the Cancel button to discard the message (a copy will
be stored in the Deleted folder). Note that once a message has been sent, it cannot be recalled.

Replying To and Forwarding Messages

Once a message within any folder is open in the message viewing pane at the middle/bottom of the screen, a user
may use the quick action icons at the top right of the pane to reply to a sender, reply to all (if others were copied
on the original message), or forward a message to another party. Hovering over each icon will display the associated
action (Reply, Reply All, or Forward).

& i -
& &

Reply
e Toreply to the sender of a message, click the Reply quick action “4% icon. A new message pop-up
window will appear, addressed to the sender, with the original message and sent details in the body
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of the message, as shown below. Fill in the Note field and click Send.

| Send To... [EEREER |
__cc.| |

Delivery Policy: \DSM Direct Delivery =1

Subject: |pe- Referral Test Message

Note: Received. Thank you, Dr. Demc One.

From: demo-id-1@service2.directaddress.net
Sent: 2019-03-14 10:01:48

To: Two Demo

cc:

Subject: Referral Test Message

Test message

Attachments: 3

e Toreply to the sender and all other parties copied on the original message, click the Reply All quick
action icon. A new | message pop-up window will appear with all parties copied and the

original message and sent details in the body of the message, as shown below. Fill in the Note field
and click Send.

Sond To... [ |
oo [T |

Delivery Policy: ‘DSM Direct Delivery =]

Subject: |RE: Referral Test Message

Note: [Received. Thank you, Dr. Demo One.

From: demo-id-1@service2.directaddress.net
Sent: 2019-03-14 10:01:48

To: Two Demo

CC:

Subject: Referral Test Message

Test message

Attachments: 3
[ sons |

Note: Users may receive messages from DSM accounts outside of the NC HealthConnex Provider Directory, but
may not reply to those messages. This functionality will be available in a future system release.

e To forward a message to another party, click the Forward quick action g—* icon. A new message
pop-up window will appear with the original message and sent details in the body of the message, as
shown below. Fill in the Send To..., CC.. (if applicable) and Note fields, and click Send.
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| Send To... [EETIES ;
[ cc. | |

Delivery Policy: |DSM Direct Delivery |E]

Send:

Subject: |Fyy Referral Test Message

Note: Dr. Demo Three,

Please see attached received from Dr. Demo One. | believe this patient is best suited to you for follow-up.

Dr. Demo Two

From: deme-id-1@service2.directaddress.net
Sent: 2019-03-14 10:01:48

To: Two Demo

CC:

Subject: Referral Test Message

Test message

Attachments: 3

E

Working with Draft Messages

Draft messages are messages that have been composed, but not yet sent. Drafts may be viewed, edited or sent
from the Drafts folder tab in the left menu bar.

To edit and/or send a draft message:

1. Open the composed draft from the message list in the Drafts folder by double-clicking anywhere in the
message details row. This will open the draft message, as shown below.

Send To... |EuEIsIC

CC...
Reason: Delivery Policy: DSM Direct Delivery =l

Send:

Subject: | peferral for Jane Demo

Note: |Dr. Demo One,

Please schedule an appointment with Jane

Attachments: o3

[_send__| Save Drat | _Cancel |

2. Editany of the basic message fields (Send To..., CC..., Subject and Note) and any desired attachments from
the local computer by following steps 2-5 in the Composing Messages section of this User Guide, above. If

a patient report is attached, filter, edit summary options, or preview, as desired, by following steps 4-6 in
the Attaching Patient Information to a Message section of this User Guide, above.

3. Once all desired message fields and patient information filtering are complete, click the Send button to
send the message (a copy will be stored in the Sent folder), the Save Draft button to save it for sending
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later (a copy will be stored in the Drafts folder), or the Cancel button to discard the message (a copy will
be stored in the Deleted folder). Note that once a message has been sent, it cannot be recalled.

Tip: clicking the Save Draft button frequently will prevent losing a message mid-composition should the
application time out during the drafting process.
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TECHNICAL REQUIREMENTS

97

The NC HealthConnex Clinical Portal is supported on various web browsers and mobile devices, as indicated below.

Browsers

Platform Chrome Firefox Internet Explorer Microsoft Edge Opera Safari

Mac Supported | Supported |N/A N/A Supported | Supported
Windows | Supported | Supported | Supported, IE10+ | Supported Supported | Not supported
Mobile Devices*

Platform Android Browser & WebView Chrome Firefox Microsoft Edge Safari
Android Android v5.0+ supported Supported | Supported | Supported N/A

i0S N/A Supported | Supported | Supported Supported
Windows 10 Mobile | N/A N/A N/A Supported N/A

administrator.

supported.

Note: The Clinical Portal is generally supported on the latest version of each major platform’s default browser. To
ensure the latest version is installed, check the Help>About Menu on your browser for information on whether the
browser is up to date, or see options to download the latest version. If unsure, contact your organization’s system

Proxy browsers (e.g., Opera Mini, Opera Mobile’s Turbo mode, UC Browser Mini, Amazon Silk, etc.) are not
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HELP DESK

SAS® HIE Technical Support Communication Processes

All Participants of the NC Health Information Exchange Authority (NC HIEA) should designate one or two Participant
Account Administrators (PAAs) for their organization who will have authority to utilize the SAS® HIE Technical
Support Team and Help Desk.

PAAs should communicate their name and contact information to the SAS® HIE Technical Support Team at
HIEsupport@sas.com, as well as future changes in administration so that contact information is kept up to date.

All end users from an organization should communicate any questions about usage of the Clinical Portal to their
organization’s PAA(s). The PAA(s) should first try to answer the questions for their end users. If the PAA(s) is unable
to answer the question or has discovered an issue with the application, they should then direct questions,
themselves, to the SAS® HIE Technical Support Team on behalf of their end users using one of four contact options
as detailed in the Participant Account Administrator Reference Guide, available in the Training & Tools section of
the NC HIEA website.
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USER GUIDE CONTENT DISCLAIMER

The screenshots and presentations herein are intended as examples only and may differ from the actual
screenshots and presentations generated by the released product in commercial production.
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PARTNERS

About SAS Institute

The NC HIEA’s technical partner for delivering NC HealthConnex is SAS Institute.

Through innovative analytics, business intelligence and data management software and services, SAS helps
customers at more than 80,000 sites make better decisions faster. Its world headquarters are based in Cary, North
Carolina. SAS also operates the NC HIEA Technical Support Help Desk. For more information, visit SAS.com.

About InterSystems and J2 Interactive

The NC HealthConnex HIE Platform is powered by the InterSystems HealthShare product, and J2 Interactive is
InterSystems’ integration partner.

InterSystems is the engine behind many important applications in health care, finance, government, and other
sectors where lives and livelihoods are at stake. Founded in 1978, InterSystems is a privately held company
headquartered in Cambridge, Massachusetts (USA), with offices worldwide, and its software products are used
daily by millions of people in more than 80 countries. For more information, visit InterSystems.com.

J2 Interactive is an award-winning software development and IT consulting firm specializing in customized solutions
for hospitals, labs, research institutions, and health information exchanges. For more information, visit
J2Interactive.com.

About SES

NC HealthConnex Direct Secure Messaging is powered by Secure Exchange Solutions (SES).

SES sets the standard for seamless, scalable, secure connectivity across organizational boundaries. As an industry-
leading health information technology provider, SES protects, streamlines and delivers sensitive and critical health
care information while ensuring compliance and improving efficiency and quality. Hospitals, health systems,
physicians, health plans and channel partners rely on SES for integrated secure communications that expand their
reach and empower them to improve patient care. SES is a committed member of DirectTrust, helping healthcare
stakeholders leverage standards-based communications to communicate across organizational boundaries. For
more information, visit SecureExSolutions.com.

About DirectTrust

NC HealthConnex, in connection with SES, is part of the DirectTrust nationwide network.

DirectTrust is a collaborative non-profit association of 121 health IT and health care provider organizations to
support secure, interoperable health information exchange via the Direct message protocols. DirectTrust has
created a “trust framework” that makes it easy for health care professionals, health IT vendors and their
patients/customers to communicate securely, with identity proofing and regardless of end-user application. Over
300 EHR and personal health record (PHR) vendors’ products, and over 50 HIEs, participate in the DirectTrust
network, ensuring interoperability and security via Direct for exchange of health information to more than half the
professionals in the U.S. health care system. For more information, visit DirectTrust.org.

About The North Carolina Department of Health and Human Services (NCDHHS)
The NC HIEA works closely with NCDHHS to support Medicaid and public health efficiencies.
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The North Carolina Department of Health and Human Services (NCDHHS) manages the delivery of health- and
human-related services for all North Carolinians, especially our most vulnerable citizens —children, elderly, disabled
and low-income families. The Department works closely with health care professionals, community leaders and
advocacy groups; local, state and federal entities; and many other stakeholders to make this happen. The
Department is divided into 30 divisions and offices. NCDHHS divisions and offices fall under four broad service areas
- health, human services, administrative, and support functions. NCDHHS also oversees 14 facilities: developmental
centers, neuro-medical treatment centers, psychiatric hospitals, alcohol and drug abuse treatment centers, and
two residential programs for children. For more information, visit NCDHHS.gov.
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