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Housekeeping Items with WebEx

‘Y Unmute + ¥ Start video (®) Share

Please note that this presentation will be recorded.

To: | Everyone

Enter chat message here

B4 Apps & Participants | @ Chat |

& "; ‘NCHealthConney
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North Carolina Health Information Exchange Authority

Overview of Topics
B
/ | * Introductions
< e Controlled Substance Reporting System
* NC*Notify
* Single sign-on

* Bidirectional connections

* Clinical portal user management

e (Questions

- NC HealthConney
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Introductions

North Carolina Health Information Exchange Authority (NC HIEA)

e Garrett Smith — Business Relations Manager

e Jonas Dusenberry - Applications System Specialist

* Tim Taylor — Application Systems Specialist — NC*Notify
* Michelle Hunt — Data Quality and Integrity Lead

SAS Help Desk

e Holli Elliott — Technical Support Analyst

NC HealthConney
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@
o 9 ‘.. .
.o @ o .o
 The NC HIEA closed out 2021 with 600 data connections added in the previous 12 . 0o o 0 °
months, bringing the total number of connections to more than 7,300 facilities and Y 5. .' P

140 hospitals.

* Florida and Vidant Health have been added as additional queries over the eHealth
Exchange.

 The NC HIEA Advisory Board recently submitted a report to the NC General Assembly
with connectivity status statewide and recommendations for consideration during the
legislative Short Session which convenes in mid-April. See the final report. See also
Who’s Connected?

* Check out the latest NC HIEA monthly update. Each month we’re featuring a
participating health care practice to showcase how providers are using this vaIuabIe

utility in their workflow. " NC HealthConney

'o..' ,' Powering Health Care Outcomes



https://hiea.nc.gov/media/159/download?attachment
https://hiea.nc.gov/patients/nc-healthconnex-participant-map
https://hiea.nc.gov/blog/2022/03/30/nc-hiea-march-2022-update
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NORTH CAROLINA HEALTH
INFORMATION EXCHANGE
AUTHORITY

Controlled Substance Reporting System (CSRS)

Jonas Dusenberry

Applications System Specialist

NC Health Information Exchange Authority
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NC HealthConnex Enables Queries to the Controlled Substance
Reporting System

Are you a provider who prescribes controlled substances?

* NC HealthConnex helps providers meet the STOP act requirement

* Single sign-on to the NC HealthConnex clinical portal will query the Appriss/CSRS database
* Creates an additional pathway for providers to access the state’s prescription drug monitoring program

e 2 ways to access CSRS data

NC HealthConney
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https://hiea.nc.gov/services/controlled-substance-reporting-system

CSRS Within A Patient Record

MNC HealthConney

“ [ csRS.Jessica.Brehmer

Patient Search

v Search by MRN

MRN Assigned By 4

~ Search by Demographics

Last Name  TestPatient Date of Birth
First Mame ~ Camerocn SSN
Middie Narne

IC HealthConnex

ﬁ Back to: Patent Search Resuls > E CSRS.Jessica.Brehmer
TESTPATIENT CAMERON |-
M - 41 Years (08/08/1980 ) - 123 RHODES WAY, COLUMBUS, OH 43215 - (614) 5551111

~  Chartbook

~ CSRS Report

» Surremiany
I | certify that | have been approved by the State of NC te access mformation in the controled substance database. | certify that the patient on whom | am requesting
» hllergies & Alerts nfosmation is a eurrent of prospective patient of mine. | understand inappropriate access of diselosure of this information is 3 violation of state law and may result in chi
penalties, disciplinary action by my licensing beard andor revocation of database access privileges.
I Encournters
C5RS Report
» Medications
' Click button above to Fetch report
History

I » Condiions

» Procedures/Results

Waccinations

» Docurments

- NCHealthConney

» Powering Health Care Outcomes
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| cartify that | have been approwed by the State of NC to aceess mformation in the controlled substance database. | cetify that the patient an whom | am reguesting

rformation is & current or prespective pabien of mine. | undersiand irappropriate aceess or disclasure of this information i a viclation of stabe law and meay resull in v

pemalties, disciplinary action by my icensing board andior revoeation of database acoess privieges

Access Granted:
~ CSRS Report
Chck button abave 1o Tetch report

CSRS Within A Patient Record
ou are nod authorized to access the Contralied Substance Reporting System (CSRS) throwgh MG HealthConnex. Please click here for mare information and instructions on
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CSRS Within A Patient Record

trpa. /g ateway-38 - prep penn, ppriss.com

& Securs

Mo prascription dala is avalable from your stabe PMP for this patent

& Jane Demo, 78

MNarx Report Resources

W NoryCare”™

Diowmioad POF

Status of States Queried Wew Detais

© Jane Demo

@ Risk Indicators
OVERDOSE RISK SCORE

000

NARX SCORES

Marcotic Sedative Stimulant

ADDITIONMAL RISK INDICATORS (0 )

000 000 000 (Range 000-999)
Expimnation and Gudancs Explanatian and Gudsnce Explanabon and Gudancs
@ Graphs
RX GRAPH Marc ot B Guenorphine Sadatve Stirulant B ore
. '.. ee, .
¢ % NCHealthConney
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Access Denied:

MAN |
Last Name
First Mame
Michdle: Name

rch by MRN
~ Search by Demographics

~ Sea

Patient Search

ient Record

ing In Pat

Matitie Nase

"2ip Code {5-0igt)

*Fast ana
-

» Patient opted out of NC HealthConnex

* No patient record in clinical portal
» Without being in patient record

Access Granted:

Femal  Otrer
“Phose ¥ (no spaces, dashes of special characsers|

“DOE (MM-DO-YYYY)
v

CSRS Without Be

*Note: Minimium search criteria is Last Name, First Name, DOB, and Zip Code OR Phome &

CSRS Patient Search

Cock SEARCH % 0 o patnet
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NORTH CAROLINA HEALTH
INFORMATION EXCHANGE
AUTHORITY

NC*Notify 4.5 & 4.5+

Timothy J. Taylor, MHA
Lead Analyst, NC*Notify & Application Systems Specialist

NC Health Information Exchange Authority
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NC*Notify - How Does It Work?
The patient’s

3
I N

notified in near +
real time &

Follow up
appointment is
made with the

patient’s provider
for additional care

Patient goes to
hospital

Patient gets
X-rays and other
tests

<«

Information about the visit is sent to
NC HealthConnex 1 NCHealthConney
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PAA Tools Patient Search Messages (0)

Clinician Tools

Filter by Name or MRN AUDACIOUS Saved Custom Filters Add Filter

Completed

All ' Not started In progress

Notifications count: 752
Last updated: 10:27 07/05/20

3

ERNIE FAKEEGRHZXSESFAKE (Al-833007449)

Hospital 1

06/23/2020 04:17 PM

ER Registration

CHEST PAIN Transient cerebral ischemic attack, unspecified

NC*Notify CSRS Report My Account

Ernie FAKEEGRHZXSSESFAKE

Logout Help i ;;.:-:'NC HealthConnex

‘._'u..' s> Powering Health Care Outcomes

Al-833007449

Demographics

MRN: Al-833007449
Date of Birth: 12/20/2011
Gender: M

Address 1: 94 Express
City: Baltimore

THEOBALD FAKEKDHSUFRXBFAKE (Al-561902929)

State: MD
Zip: 21218

Home Phone: 410-799-1433

Cell Phone:

Work Phone: 916-309-8019

Primary Care Provider: Ernie Chaster
NPI: 47084949084

Practice: Practice3

Hospital 1

06/23/2020 04:17 PM

ER Discharge

FALL; PAIN Emphysema, unspecified

KATHERYN FAKESWLMUPLQVFAKE (Al-602246355)

Hospital 3

06/23/2020 04:17 PM

IP Admit

3 INFECTED TOES Unsteadiness on feet

Most Recent Event

Event Date: 06/23/2020 04:17 p.m.
Admit Date: 03/09/2020 12:00 a.m.
Discharge Date:

Point of Care: Hospital 1

Admit Source: Court/law enforcement
Patient Class: Emergency

Event Type: Registration

Death Indicator: N

Hospital Service: Internal Med

Patient Complaint: CHEST PAIN

Diagnosis Description: Transient cerebral ischemic attack, UN
Diagnosis Code: G45.9

Discharge Disposition:

Discharge to Location:

EWARD FAKEEBPOPHPWXFAKE (Al-932097722)

Hospital 1

06/23/2020 04:17 PM

ER Registration

PREGNANT WITH SPOTTING Unspecified fracture of the lower end of left radius, subsequent encounter
for closed fracture with routine healing

MANDA FAKEMKKRIFVTMFAKE (Al-634269834)

Hospital 2
06/23/2020 04:17 PM
ER Registration

Additional Info

Number of ER Visits: O

Number of IP Visits: O

Event History

No Prior Events

Status Log
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NC*Notify — New Web-Based Enroliment Form

Home For Patients v For Providers v Services v FAQs v About Us v News & Events COovID-19

NC*Notify Online Enrollment Serviees

NC HealthConnex Exchange

NC*Notify

‘Indicates required field

Frequently Asked Questions

Organization Information

Online Enrollment Form

Organization Name*

Organization Address*

Specifications & Release Notes

Conditions of Participation for
Hospital eNotifications

How NC*Notify Works

Address 2 Benefits

New Features & Enhancements

City*
Controlled Substance Reporting
System
State* Promoting_Interoperability
Morth Carolina hd . .
Public Health Reporting
ZIP Code*

Direct Secure Messaging

.....................................................................
---------------------------------------------------------------------
---------------------------------------------------------------------
.....................................................................

Recent Enhancements

 More Efficient
* Faster Onboarding Time
e Detailed Explanations and

* Faster Access to FAQsS

::;.-;"‘j.;- NC HealthConney
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NORTH CAROLINA HEALTH
INFORMATION EXCHANGE
AUTHORITY

Single Sign-On (SSO) and Bidirectional Connections

Michelle Hunt
Data Quality and Integrity Lead

NC Health Information Exchange Authority
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......................................................................................................................................................................................................................

Single Sign-on

. Username
Password

* What is single sign-on (SSO)? User

* Pilot underway with Athena

 |f interested, please contact your EHR vendor

NC HealthConney
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Quickview

Create patient case
Create order group
Print chart sections
Print forms

Add document
Chart export

Audit history

Single Sign-on Example
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Data from EHR to HIE:
Clinicians enter data into their EHR,
and that data is automatically sent to

the HIE.

Data from HIE to EHR:
Clinicians who have care relationships
with their patients may readily access
the HIE aggregated patient record via

their EHR.

{7 NC HealthConnex
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NORTH CAROLINA HEALTH
INFORMATION EXCHANGE
AUTHORITY

Clinical Portal User Management

Holli Elliott

Technical Support Analyst

SAS Institute



Clinical Portal Functionality Clinician Clerical PAA User Admin Clinician & PAA
Admin

View Clinical Portal Home Page X

View User Administration Home Page X X

Search for Patients X X

View Recent Patients X X

Break the Privacy Seal (Patient Level Access) X

View Demographics X X

View Encounter History X

View Problems X

View Procedures X

View Lab & Pathology Results X

View Radiology Reports X

View Clinical Documents X

View Continuity of Care Documents X

NC HealthConney
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* To create new user accounts for health professionals in your facility, you will need to complete the following fields in
the User Management spreadsheet.

* If you need the spreadsheet template, please reach out to the HIEA Help Desk Team at HIESupport@sas.com.

A | B | C | D E F | G | H | I | J |
Facility Last First
1 | Facility Code Roles User ID Name Name Suffix Email Description Enabled
2 North Carolina Health Practice  NCHP  %HS_Clinician NCHP.John.Doe Doe John John.Doe@hospital.org Nurse TRUE

* The spreadsheet will have one row per user.

* If you would like to add a user, add a new row and fill in the values for the required fields listed below.

***Please do NOT delete columns or change any column names.***

(5% NC HealthConnex
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......................................................................................................................................................................................................................
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
......................................................................................................................................................................................................................

Filling out the User Management Spreadsheet

Column A - Facility Name as it appears on your Participation Agreement

Column B - Facility Code

Column C - Select a role within the drop-down menu — A few examples are shown below
Column D - User IDs must be in the format FacilityCode.First.Last

Column E and F — Last Name; First Name

Column H - Email Address — Each user’s email address must be unique and accessible only by the individual named
in the account

Column J — Select True to create an account and False to disable an account

A | B | C , D E F | G | H , I , J
Facility Last First
1 Facility Code Roles User ID Name Name Suffix Email Description Enabled
2 North Carolina Health Practice  NCHP  %HS_Clinician NCHP.John.Doe Doe John John.Doe@hospital.org Nurse TRUE




Notice:

The NC Health Information Exchange Clinical Portal and Direct Secure Messaging
(web Communicate) will experience regularly-scheduled, routine maintenance
every third weekend. The outage is planned to begin at 7:00 AM EST on
Saturday. We apologize for any inconvenience this may cause.

{$": NC HealthConnex

- _‘oo Y & Powering Health Care Outcomes

DemoID1

NC HIEA DEMO ENVIRONMENT

The North Carolina Health Information Exchange Authority (NC HIEA) operates North Carolina’s statewide health information
exchange, NC HealthConnex. This secure, standardized electronic system promotes the access, exchange, and analysis of
health information.

Login Agreement
Please note that every time you login, you are agreeing to the terms signed by your organization, that provided you with a

:"*=:NC HealthConney
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2002-07-01
1632-03-28
1852-10-01
1672-12-02
1630-10-18

DoOB

Sex
{0
F
M
F
M

nT
Recent Patient Searches

Last First
JOMES, EMAMA B

Johnson, Eric
EMITH, JANME
Smith, John

CARLSOM,CARL

Last Mame
First Mame

Assigned Gy (N
BlBA=-D0- Y Y .

Middle Mame
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Managing User Accounts within the Portal

Include your updated Select your request type and enter your request into the Request Comments field. Click
User Management Submit Request to Help Desk to send your request to the NC HIEA Help Desk team.

Spreadsheet as part of

the request. Last Nama
First Namg
Click Browse > Find userin Create User

Update User

the User Management
Ensble User
Spreadsheet you @ :
. . Cisable User
saved > Click Submit Reuast Tyoe Reset Password

Request to Help Desk : Reuest Commnts Other

Submit Request to Help Desk

': . NC HealthConney
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You can also submit
requests to disable
users and reset
passwords from
within your portal
account

Select the box beside
the username, select
request type, and click
Submit Request to
Help Desk

Managing User Accounts within the Portal

Page slza: |25 Results- 14 | Page: o w [1]|wn 3] afi

D NAME USERID EMAIL ADDRESS ASSIGNED ROLES LAST LOGIN ACTIVE
| Brehmer,Jessica jessica-clinician jessica.brehmer@nc.gov  [%HS_Clinician,%HS_PAAL  05/07/2019 X
[ [Cota JAm TEST.Am.Cota amcota@gmail.com %HS_Clinician,HSGroup_U X
| Demo,Admin DemoAdmin admin.demo@hiea.com  |%HS_PAAUserAdministraty  05/07/2019 X
| Demo,AdminClin DemoAdminClin adminclin. demo@hiea.com [%HS_Clinician,%HS_PAAL  05/02/2019 X
| Demo,Clerical DemoClerical mmacgregor@j2interactive. %HS_Clerical HSGroup_UN  03/28/2019 X
1 hunt,michelle mhunt-clinician michelle hunt@nc gov %HS_Clinician,%HS_PAAL  05/03/2019 X
[l Macgregor,Maﬂhew matt3 mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
| Mar_:gregor,Mal‘[hew matt4 mmacgregor@j2interactive [ %HS_Clinician, HSGroup_U X
[l Macgregor,Maﬂhew matts mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O Mar_:gregor,Mal‘[hew matt7 mmacgregor@j2interactive [ %HS_Clinician, HSGroup_U X
[l Macgregor,Maﬂhew matts mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O MHCGFBQOF,MHHHEW TEST Matt. Mac mhmacgre@yahoo.com  |%HS_Clinician, HSGroup_U X
| Matt,Mac UNC.Clinician mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O Ser\ria,Kenya Kenya-ClinicalPAA kenya.servia@nc.gov %HS_Clinician,%HS_PAAL  05/02/2019 X
Users Found for Facility University of NC HCS (click on a name to select):

.
'.
.9

.

NC HealthConney
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......................................................................................................................................................................................................................

Direct Secure Messaging (DSM)

What is Direct Secure Messaging?

DSM allows a provider to send PHI through a secure network to other providers with a DSM account. DSM is
commonly used for referrals and transitions of care.

Benefits to DSM?

* Increased reporting capability for Meaningful Use

* Better visibility into your practice’s DSM usage

How Much Does this Service Cost?

DSM is a FREE value-added service available to you as a Full Participant of the NC HIEA.

NC HealthConney
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......................................................................................................................................................................................................................

Requesting New DSM Accounts

* Individual NPl is required.

* If you are requesting a DSM account for someone without an NPI, please leave the NPI field blank.
K L , M , N , O , P , Q , R , S ,
1 DSM Address NPl Number Phone Number Mobile Number Address 1 Address 2 City State Zip
P [John.Doe@direct.NCHP.nchie.net _| 1234567811 919-xxx-XXXX 919-XXX-XXXX 101 East Main Street Suite 100 Raleigh NC 26513

In order to request a new DSM account, you will need to complete all of the fields in the User Management
spreadsheet above, as well as the required fields included below.

If you need the spreadsheet template, please reach out to the HIEA Help Desk Team at HIESupport@sas.com.

***0Once you have completed the spreadsheet, email a copy to HIESupport@sas.com. In the

email, please summarize the changes you have made. OR upload the spreadsheet into your
portal account.

(5% NC HealthConnex
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mailto:HIESupport@sas.com

Last Name

First Name

User ID

Reset Search

Request Type

=

Request Comments

Note: For all new user requests, upload a

completed user management spreadsheet
with your submission.

Browse..

Submit Request to Help Desk

PAA User Account Management

Page slza: |25 Results: 14 | Page: |0 w |[1]n o aft

D NAME USERID EMAIL ADDRESS ASSIGNED ROLES LAST LOGIN ACTIVE
O Brehmer,Jessica jessica-clinician jessica brehmer@nc.gov  |%HS_Clinician, %HS_PAAL  05/07/2019 X
[l |Cota Am TEST A Cola amcola@gmail.com %HS_Clinician,HSGroup_Ul X
O Demo,Admin DemoAdmin admin.demo@hiea.com  |%HS_PAAUserAdministraty  05/07/2019 X
[ Demo,AdminClin DemoAdminClin adminclin. demo@hiea.com | %HS_Clinician,%HS_PAAL  05/02/2019 X
O Demo,GIericaI DemoClerical mmacgregor@j2interactive | %HS_Clerical, HSGroup_UN  03/28/2019 X
[ |hunt,michelle mhunt-clinician michelle. huni@nc.gov %HS_Clinician,%HS_PAAL  05/03/2019 X
O Macgregor,Maﬂhew matt3 mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O Macgregor,Maﬂhew matt4 mmacgregor@j2interactive.| %HS_Clinician, HSGroup_U X
O Macgregor,Maﬂhew matts mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O Macgregor,Matlhew matt7 mmacgregor@j2interactive.| %HS_Clinician, HSGroup_U X
O Macgregor,Maﬂhew matts mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O MacGregor,Matlhew TEST Matt Mac mhmacgre@yahoo.com  |%HS_Clinician,HSGroup_U X
O Matt,Mac UNC.Clinician mmacgregor@j2interactive | %HS_Clinician, HSGroup_U X
O Servia,Kenya Kenya-ClinicalPAA kenya.servia@nc.gov %HS_Clinician,%HS_PAAL  05/02/2019 X
Users Found for Facility University of NC HCS (click on a name to select):

Mote: For all new user requests, upload a
completed user management spreadsheet
with your submission.

OR

Email HIESupport@SAS.com

Requesting or Changing DSM Accounts

M

N

O P Q R S

1 DSM Address

NPl Number Phone Number

P |John.Doe@direct. NCHP.nchie.net 11234557811 919-XXX-XXXX

Mobile Number Address 1

019-xxX-XXXX

State
NC

Address 2 City
101 East Main Street Suite 100 Raleigh

Zip
26513




......................................................................................................................................................................................................................
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NC HealthConnex Quarterly User Account Audit

Q4-2021 — Started January 15t — Ends March 315t _

Q1-2022 — Starts April 15t — Ends June 30t

Q2-2022 — Starts July 15t — Ends September 30t

Q3-2022 — Starts October 15t — Ends December 315t
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NC HealthConnex Quarterly User Account Audit
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PAA User Account Management
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ATTEST TO AUDIT ACTIVITY x

By electronically signing this form, | acknowledge that:

a) The information provided in the portal around user aclivity is accurate to the best of
my knowledge; and

b} | or my designee have requested that the SAS Help Desk team make the necessary
changes to ensure that only currently active users employed by my HCO are included
in the list and therefore have authorized access and use of the NC HealthConnex
clinical portal; and

c) | have reviewed the user activity information and confirmed it is acceptable under
the participation agreement and applicable laws, and in the case of suspicious or
aberrant activity, that all user anomolies have been, or will be investigated and
appropriate action taken as necessary.

Type Name Here: | Click Here To Enter Your Name

Current Date and Time: 2020-06-25 13.05:15
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NC HealthConnex Quarterly User Account Audit
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Next Steps...

* Questions? Contact HIEA@nc.gov or HIESupport@SAS.com

 HIEA Update - Sign Up (www.hiea.nc.gov)

e Stay Tuned!

34
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....\We want to hear from you!

Please use the Q&A feature of your WebEx to ask
questions around today’s topics or to suggest
topics for upcoming TeleTown Hall sessions.
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Thank You!

Questions or feedback?

919-754-6912
www.nchealthconnex.gov
hiea@nc.gov

Technical Issues:
SAS NC HealthConnex Help Desk
HIESupport@sas.com

Phone: 919-531-2700 or Toll Free: 800-727- 0025
3 NCHeaIthConnex
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