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Before We Begin…
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Housekeeping Items with WebEx 



3

North Carolina Health Information Exchange Authority (NC HIEA) 

Kenya Servia – Business Development and Outreach Specialist 
Michelle Hunt – Health Information Exchange Application Systems Specialist

Introductions

NC HealthConnex SAS Help Desk Team

Holli Elliott – Technical Support Analyst
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Learning Objectives

• Get to know the new, improved clinical viewer portal.

• See a demonstration of the new features.

• Learn how to view patient records across the care
continuum to close out referrals and better coordinate care
with NC HealthConnex.



Access a Patient’s Clinical Record
• Web-based Portal (uni-directional connection)
• EMR Integration (bi-directional connection)
• Information in the portal has been parsed from the 

patients’ CCDs for easy viewing.

Neighboring Connections via eHealth 
Exchange, including the VA and DoD

Communicate PHI Securely
• DIRECT Secure Messaging (DSM) that is HIPAA 

compliant and convenient

Exchange

Additional Integrations
• Controlled Substance Reporting 

System (CSRS)
• Patient Centered Data Home 

(PCDH)

Expanding Exchange Reach & Capabilities 

Access NC*Notify Notifications
via Clinical Portal



Uni-directional Connection

Exchange Web-based Portal

Electronic Health 
Record 

Clinicians enter data 
into EHR and that 
data is pulled into 

HIE

Data Provided 
Clinicians who have 

care relationships with 
their patients are able 

readily access that data

Electronic Health Record

Clinicians enter data into EHR and 
that data is automatically sent to 

HIE

Data Provided 
Clinicians who have care 

relationships with their patients 
are readily able to access that 

data



Bi-directional Connection

Exchange Electronic Health Record Integration

Data Provided 
Clinicians who have 

care relationships with 
their patients are able 

readily access that data

Electronic Health Record 

Clinicians enter data into EHR and 
that data is automatically sent to 

the HIE

Data Sent into EHR 
Clinicians who have care 

relationships with their patients 
are able readily access that 

data via their EHR
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CMS Bi-Directional Exchange Measure: 

Previous Teletown Hall Meeting May 26, 2021

• Quicker access within the clinical workflow to patient information from external providers
• Required for integration with NCIR
• Potential for CVMS data integration
• Next step in information sharing
• Replaces Send/Receive Measure Performance Requirement

NC HealthConnex Participants - Who’s Connected

https://ncgov.webex.com/recordingservice/sites/ncgov/recording/playback/dd82f850a06410399cff0050568c48cb
https://hiea.nc.gov/patients/nc-healthconnex-participant-map


Creating New User Portal Accounts
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To create a new user account, you will need to complete and submit a User Management Spreadsheet.  

You can request a spreadsheet from the Help Desk Team, or, if you have an NC HealthConnex portal 
account, you can download it directly from the NC HealthConnex portal.
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Account Management – Functional Roles
Lev el Description Common Examples
%HS_Clinician This level of access is assigned to a credentialed health care provider or someone who 

works under a credentialed health care provider that provides patient care functions 
and must access clinical data.

Note that the Clinician role does not require that the user be a physician or mid-level 
practitioner. 

• Physician
• Physician Assistant
• Nurse Practitioner 
• Nurse 
• Resident or Intern
• Therapist 
• Pharmacist
• Medical Assistant
• Clinical Care Coordinator

%HS_Clerical This level of access is assigned to a user who may access the Clinical Portal to search 
for patients and verify demographics. This level of Authorized User may not access 
clinical data.

• Practice Manager
• Administrator
• Bill ing Clerk 
• Registration Staff
•

%HS_PAAUserAdministrator This level of access is assigned to an Authorized User who creates and maintains NC 
HealthConnex Clinical Portal Authorized User Accounts for their organization, including 
password management. This level of Authorized User may not access any patient data.

• Participant Account Administrator (PAA)
• Healthcare Organization (HCO) Staff

%HS_Clinician & 
%HS_PAAUserAdministrator

This level of Authorized User creates and maintains NC HealthConnex Clinical Portal 
Authorized User accounts for their organization, including password management, and 
is also a health care provider or works under a health care provider to perform patient 
care functions. This level of Authorized User may access all the administrative and 
clinical functionality within the Clinical Portal.

• A clinician or health professional who 
requires access to patient data and who 
is the PAA and also requires patient 
access.

%HS_Clinician & 
%HS_PAA User Administrator & 
%HS_NCNotify

This level of user maintains NC HealthConnex Clinical Portal end user accounts for 
their organization, including password management, and is also a health care provider 
or works under a health care provider to perform patient care functions. This level of 
user may access all the administrative and clinical functionality within the Clinical 
Portal, including NC*Notify for viewing and managing event notifications/patient alerts.

• A clinician or health professional who is 
the PAA, part of the care management 
team, and requires patient access.

%HS_Clinician & %HS_NCNotify This level of access is assigned to a credentialed health care provider or 
someone who works under a credentialed health care provider to provide 
patient care functions. This level of user may also access and manage event 
notification/patients alerts through the NC*Notify feature. 

• Physician
• Physician Assistant
• Nurse Practitioner 
• Nurse 
• Resident or Intern
• Therapist 
• Pharmacist
• Medical Records
• Medical Assistants
• Care Management Team Member
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Clinical Portal – Functional Roles
Clinical Portal Functionality Clinician Clerical PAA User 

Admin
Clinician & 
PAA Admin

View  Clinical Portal Home Page X X X

View  User Administration Home Page X X

Search for Patients X X X

View  Recent Patients X X X

Break the Privacy Seal (Patient Level Access) X X

View Demographics X X X

View Encounter History X X

View Allergies X X

View Medication History X X

View Problems X X

View Procedures X X

View Lab & Pathology Results X X

View Radiology Reports X X

View Clinical Documents X X

View Continuity of Care Documents X X

Access NC*Notify Notifications
*Additional enrollment steps required.

X X X

Search CSRS
*Additional enrollment steps required.

X X
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Clinical Portal – Functional Roles Examples
Level Description Common Examples
%HS_Clinician This level of access is assigned to a credentialed 

health care provider or someone who works 
under a credentialed health care provider to 
provide patient care functions.

• Physician• Physician Assistant• Nurse Practitioner 

• Nurse • Resident or Intern• Therapist • Pharmacist• Medical Records• Medical Assistants

%HS_Clerical This level of access is assigned to a user who 
may access the Clinical Portal to search for 
patients and verify demographics. This level of 
user may not access clinical data.

• Practice Manager• Administrator• Billing Clerk 

• Registration Staff

%HS_PAA User Administrator This level of access is assigned to a user who 
maintains NC HealthConnex Clinical Portal end 
user accounts for their organization, including 
password management. This level of user may 
not access any patient data.

• Participant Account Administrator (PAA)• Healthcare Organization (HCO) Staff

%HS_Clinician & 
%HS_PAA User Administrator

This level of user maintains NC HealthConnex 
Clinical Portal end user accounts for their 
organization, including password management, 
and is also a health care provider or works under 
a health care provider to perform patient care 
functions. This level of user may access all the 
administrative and clinical functionality within the 
Clinical Portal.

• A clinician or health professional who is 
the PAA and also requires patient access.

%HS_Clinician & 
%HS_PAA User Administrator & 
%HS_NCNotify

This level of user maintains NC HealthConnex 
Clinical Portal end user accounts for their 
organization, including password management, 
and is also a health care provider or works under 
a health care provider to perform patient care 
functions. This level of user may access all the 
administrative and clinical functionality within the 
Clinical Portal, including NC*Notify for viewing 
and managing event notifications/patient alerts.

• A clinician or health professional who is 
the PAA, part of the care management 
team, and also requires patient access.

%HS_Clinician & %HS_NCNotify This level of access is assigned to a credentialed 
health care provider or someone who works 
under a credentialed health care provider to 
provide patient care functions. This level of user 
may also access and manage event 
notification/patients alerts through the NC*Notify 
feature. 

• Physician• Physician Assistant• Nurse Practitioner 

• Nurse • Resident or Intern• Therapist • Pharmacist• Medical Records• Medical Assistants

• Care Management Team Member
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NC HealthConnex Clinical Portal

https://ncqdemohs.ondemand.sas.com/csp/healthshare/hsredirect/NCHIE.HS.UI.ChallengeResponse.cls?OriginalURL=https%3A%2F%2Fncqdemohs.ondemand.sas.com%2Fcsp%2Fhealthshare%2Fhsaccess%2FNCHIE.HS.UI.PatientSearch.cls%3FCacheLogout%3Dend


Logging into the Web-based Clinical Portal
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Web-based Clinical Portal
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Patient Search
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Break the Seal
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Patient Results from eHealth Exchange
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Allergies
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Allergies
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Patient Encounters
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Medications
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History
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Conditions
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Procedures/Results
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Procedures



27

Red text indicates a result or test 
item that is abnormal or outside 

of normal range.

General Lab Results



Vaccinations
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Documents - Continuity of Care Document (CCD)
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USCDI

30



CSRS
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In a patient chart

Not in a patient chart



Messages
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What is Direct Secure Messaging (DSM)?
DSM is similar to a secure form of email, that allows a provider to send PHI through a secure network to other 
providers with a DSM account. DSM is commonly used for referrals and transitions of care. NC HealthConnex
DSM service provides a HIPAA compliant and secure solution for sending patient data safely.



Clinical Viewer – Direct Secure Message 
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Direct Secure Message 
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Clinician Tools
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Clinician Tools - Lists
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NC*Notify – Notification via NC HealthConnex Portal
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“I was able to confirm that a patient of mine who had several 
outstanding referrals to different care organizations had not 
rescheduled her appointments as planned – this saved time for 
me and the medical records staff from having to log into three 
separate Epic systems to get the same information.”  

Independent Physician’s Office
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“I use the portal to look up labs, test results, consult notes from 
other providers for quality reporting. This data is provided to 
insurance companies and other agencies. I also use it to see if 
the patient has changed practices or has seen specialists. It 
provides an accurate picture of where the patient has been in 
their health care journey, while saving valuable time and 
research.” 

FQHC Case Manager

“At the Open Door Clinic, we see many patients that have visited 
the ED and have been hospitalized for chronic medical conditions. 
The documents we receive directly from NC HealthConnex allow 
us to have all of the information we need at our fingertips. There is 
no interruption of workflow to request records, rescheduling 
patients until we have all of the information we need, or even 
having to track down specialist referral notes. Those providers are 
in the system and are sending the data that we need via NC 
HealthConnex! The other side to this is the ED and hospital 
providers have access to the information we are sharing since our 
doctors are not on call at all hours. The continuity of care is 
incredible! We Love it!” 

Free & Charitable Clinic

Exchange Clinical Portal User Testimonials



Additional Training
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Interested in connecting? Questions or feedback? 

919-754-6912
www.nchealthconnex.gov

hiea@nc.gov

Technical Issues:
SAS NC HealthConnex Help Desk

HIESupport@sas.com
Phone: 919-531-2700 or Toll Free: 800-727-0025

Thank You! 

mailto:hiea@nc.gov
mailto:HIESupport@sas.com
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